CONTENTS

I An Introduction to Disaster Communications Theory 2
Il Amateur Radio Public Service Programs
[l The National Traffic System

IV Radiotelephone Net Procedures

V Radiotelegraph Net Procedures

VI Skywarn Net Operations

VIl Net Control Operator Guidelines

VIII Packet Radio Basics

IX  Personal Preparedness

X Michigan Net Rain Gauge Network SOPs
Xl Misc. Operating Aids

Xl International Q-Signals

Xl Speed-Key Adjustment Procedures

For additional Copies, send a check for $ 15.0Ccppy to:

Southwest Michigan Specialty Services
PO Box 457
Allegan, MI. 49010

Published by Southwest Michigan Specialty Services
All contents of this manual are Copyright 1998, @@fevised) by James Wades

38

50

62

77

88

102

113

123

129

147

154

159



Disaster Communications Planning

The information contained in this book is desigf@dhe radio amateur who is relatively
new to the field of public service communication§his material was originally intended
to be a guide to message traffic handling actiwifm members of the ARRL Michigan
Section Net, QMN. However, as this document wageldped, the author began to
consider the importance of all radio amateurs tgaiasic understanding of the various
common modes and methods used in public servicentomncations activities. It seemed
wise to expand the scope to include some generidelgues pertaining to common
ARES and NTS activities. You will find a variety guidelines on such subjects as
radiotelegraph and radiotelephone nets, Skywarmvdlés, emergency communications
preparedness, and so forth. Be aware that thignradton is not, in and of itself,
complete. It is intended to supplement the exntlieformation already available in
other publications.

It is the author's recommendation that the newcotoguublic service communications
purchase a copy of each of the following publicagiavailable from the American Radio
Relay League (ARRL):

ARRL Public Service Communications Manual
ARRL Operating Manual
ARRL Net Directory

Much of the information contained in this book niagy of value to emergency planners,
and others employed in the emergency managemédt flRlease feel free to share this
information with your local Emergency Managementebdior, 911 Coordinator or others
charged with the responsibility of emergency comizations (“ecom”) planning.

What Would Happen?

Let's imagine for a moment: It's 10:15 PM and yaeijust sat down to relax with a cup
of coffee when your cell phone rings. The local éEgency Management Director
requires your immediate assistance. A Tornado dtagk a nearby community and
things are a mess. What's happening to familigrtdeday communications resources?

First, widespread disruptions are occurring in Bublic Switched Telephone Networks
(“Ma Bell”). Provided the local Central Office (@) is intact, there may be no service
in many areas served by overhead cables. Many $idmginesses, and public buildings
may have damaged drop pairs or may have no inbate to the CO. Those telephone
circuits that are working may be unavailable du¢hi® numerous calls to public safety
agencies, relatives, hospitals, and various seragencies being routed through the
switch. Long-distance services are disrupted a$ hyeexcessive demands on circuit
capacity. In short, reliable telephone servicgusstionable or nonexistent.



Cellular Telephones are not faring any better. Agag the Mobile Switching Office
(“MSQO”) is intact (one office may serve several @Gbes); a significant number of cell
sites could be isolated by disruptions occurringhimi the Public Switched Telephone
Network. Additional Cell Sites have damage to tmy@antennas, or transmission lines.
Because Cell Sites often use “float cells” (deegpleystorage batteries) for emergency
power, even more cell sites are being lost dueot@ep outages. As time goes on, this
situation will become worse as more sites drodin#-as their float cells discharge.

Unfortunately, this is not the worst problem witietCell Systems. The capacity to
process calls through these systems is very limitedaddition, the Cell Site typically
can't distinguish between the important telephalefom the Fire Chief or Mayor, and
those of “Joe Citizen” ordering a pizza becauseel@stricity and phones are out! As key
officials try to use cell phones as a communicaiogsource, they find only a “system
busy signal.”

Police and Fire Radio systems are doing much héftereven these systems have limited
capabilities. Only a certain volume of communioas traffic can be handled over these
systems at any time. Almost instantly, all avdgathannels are packed with emergency
and high priority traffic. All unnecessary adminadive messages are deferred, but even
this is not enough to restore efficiency to systainsady at the breaking point.

As mutual aid is invoked and additional agenciesnfroutside the area arrive, such as
State Police, nearby county sheriff agencies, Alational Guard personnel, and so
forth, emergency response personnel quickly Iehan many of these agencies have no
effective way to communicate with each other! Etleose agencies that can be linked
via talk groups within the County’s new 800-MHz rtking system are hampered by
differing radio procedures and protocols, theregurfiming-up” the communications
situation even further.

Of course, other problems are arising for such eigeras the American Red Cross and
Salvation Army. Numerous individuals are reportinghelters. Everyone is anxious to
let relatives know they are OK. Unfortunately, tireited phone service has created a
need for a method to dispatch Health & Welfare aestiout of the area! Even more
important, these agencies need to communicate tivitin State Coordinating and Lead
Chapters, or perhaps even their National Headgsartdten located hundreds, if not
thousands, of miles away.

A number of individuals try the Internet, but tho relies on the Public Switched
Telephone Network, as do paging systems and mamgr aesources. While a few
agencies have access to High Frequency radio ndveord Satellite Telephones, these
facilities are limited in both capacity and flexity.

In short, all “heck” is breaking loose!

This is just the tip of the iceberg! Take a fewmamts and imagine a similar situation
for yourself.



THE BASICS

Adequate pre-planning for an emergency requiressachbunderstanding of emergency
and disaster communications. Only through an stdeding of rather “predictable”

events common to all disasters can we begin tg, plamplement, a framework through
which preparedness can occur.

The Emergency Management Cycle

Mitigation

Recovery Preparedness

Response

Fig. 1the Emergency Management Cycle

The foundation of any effective Emergency Managdninogram is the “Emergency
Management Cycle.” This cycle can be broken domta four stages, which by nature
segue into each other. The process begins witfirdtestage of Emergency Management
called Mitigation. The process of Mitigation can best be descrisedlessening the
impact of disaster on the community, infrastructamed one’s resources through design.”
Some common place examples of mitigation are fl@oatrol projects, tie-down
regulations for mobile home parks or the instadlatof “hurricane straps” on trusses
during the construction of a new home.

Once mitigation steps have been taken, the cycleeminto thePreparednessphase.
Common examples of preparedness include the tgpmfiemergency responders, stock-
piling of disaster supplies, the development otarergency plan and standard operating
procedures, institution of a set of on-going emecgeadrills and exercises, and so forth.
These are steps, which lay the foundation for &ffegesponse to a disaster situation.



When a disaster occurs, the Cycle entersRBsponsephase. During this phase, all
available resources will be brought to bear in oese to the situation including, law
enforcement, fire service, public health, shelgremergency public information, and so
on. lIdeally, the roles and responsibilities ofteatthese agencies will have been clearly
defined in an effective emergency operations pfameérgency Action Guidelines,” or
“EAG”). This plan will insure that services aretrduplicated and that each emergency
function is carried out in a coordinated and edfitimanner.

As the disaster “winds-down,” tHeecoveryphase is entered. This might also be called
the “rebuilding” stage. As life returns to normahd the community begins to rebuild, it
becomes necessary to consider methods, whichestlein future impact when a similar
disaster occurs at some future date. It is hexethie Mitigation concept begins to blend
with the Recovery stage. As public infrastructamed private property are rebuilt,
mitigation steps are taken to insure that the immpdéduture disasters is less critical.
Therefore, it might be said that the entire prodassa continuous cycle beginning, and
ending, with Mitigation.

Hazard and Vulnerability Analysis

Before one can put the Emergency Management Cgclgotk, it is first necessary to
perform aHazard and Vulnerability Analysis Through this process, disaster services
organizations determine the frequency and occuereicdisasters within their area of
jurisdiction. This process allows an organizationbiegin implementing effective and
realistic mitigation and preparedness steps. Irc#s® of an emergency communications
organization, it is necessary to determine the mi@tevulnerabilities within available
telecommunications systems.

Conducting a Hazard Analysis can be quite simpleos€ disasters that present the
greatest threat to the community in terms of rigkkfe and health, economic impact and
frequency of occurrence should be planned for &éissthe Emergency Management Cycle
is implemented. As time and resources allow, Egsificant disaster risks can be
addressed. For example, one need not worry abathigeakes in Michigan’s Upper

Peninsula. On the other hand, if a major Interstdighway and two rail lines pass

through your community, a hazardous materials gds likely.

An easy way to conduct a Hazard Analysis is to estja copy of theState Hazard and
Vulnerability Analysis” from your State Emergency Management Agency. Watate
Emergency Management Agencies issue a publicatescribing the frequency and
occurrence of disasters based on historical dataer sources of information may come
from newspaper archives, county or city recordsimiple common sense.

Once a realistic understanding of the type anduiaqy of hazards for one’s area has
been developed, it is then necessary to examiregutigrthe vulnerabilities within one’s
telecommunications resources. The concept iskofasexample, “What would happen
to our VHF remote receivers in the event of........... ?”



When applying vulnerability analysis to telecomnuaions systems, consider, for
example:

Widespread loss of AC Mains

Lightning damage and power surges

High Wind and ice storm damage

Earthquake damage to telephone cables and trunks

Excessive demands on available circuit capacity

Loss of key facilities (Central Office, Mobile Switing Office, etc.)

An interesting way for an ecom manager to appraaehssue of vulnerability analysis is
to carry out a “Table-Top” Emergency Exercise. dasslly, a tabletop exercise consists
of presenting a scenario of a disaster to a grdupadicipants and asking for their
feedback on how they would respond. There is needine nor is there “formal”
message input into the drill. The idea behind ékercise is to encourage responsible
individuals to consider how they might respond tgieen scenario. Open discussion
should be encouraged and the critique of the esershould occur in real time as the
scenario evolves and ideas and solutions are pegser\s a matter of fact, it is the role
of the exercise coordinator to inject new problemsiecessary to maintain the evolution
and “flow” of the event. This insures that everyanethe room has an opportunity to
discover what might go wrong with a given solution.

Emergency communications managers are encourageary out occasional exercises
of this type with their staff and network manageSor example, a scenario could be
created describing a particular disaster, suchna-4 Tornado striking a 12 mile long
path through town. Problems would be injected tht® exercise to see what solutions
the participants might generate. Consider suchnuilas as loss of AC Mains at
communications sites, damage to a local telephardral Office, or inadequate circuit
capacity for large amounts of emergency trafficmadeur Radio Emergency Services
organizations may want to consider such problemesasof staff due to members being
directly impacted by the disaster. Other probleommon to Amateur Radio
organizations include loss of a local VHF repedate,lack of individuals with magnetic-
mount antennas and cigarette lighter plug adaptes,of packet radio nodes due to wide
spread power system disruptions, and so forth.

Such exercises should not only identify vulnergibsi, but also begin the process of
determining what steps may be taken in advancenib damage to systems or to protect
an emergency communications program from disastated problems.



The Emergency Management Cycle and Telecommunicatis
Mitigation

As stated earlieMitigation should be the first step in preparing for disast@enerally,
ecom mitigation consists of those steps taken soiren that existing communications
systems survive a disaster as intact as possiBtene examples of Mitigation steps as
applied to telecommunications systems include:

1. Installing, or retrofitting, communications systs using good engineering practice.
In other words:

Proper bonding and grounding at communications site
Installation of surge suppression equipment orsliphione lines,
computers, etc.
Installing redundant systems, back-up telephonacggrand so forth.
Insuring that towers and antennas can withstanacttradial ice during
high wind events to 70-MPH.
Equipment inspection and maintenance.

2. Installing stand-by generators and/or batteckhg systems for:
- Repeaters
Remote Receive Sites
Base/Dispatch Installations
Office PBX systems and necessary equipment/lighting
Computer Systems
Emergency Operations Centers
Key Stations

The competent ecom manager takes a careful loeldt telecommunications resource
and asks: “What would happen to this system inetent of....” He or She then asks
“How can | prevent this from damaging my system?”

For example, a 911 Center or Emergency Operati@ameC (‘EOC”) should make sure
that an alternate cable, traveling along a differemite, is available to the telephone
company central office. This way, if a contracteth a backhoe cuts the primary
telephone cable servicing the Public Safety AnswgerPoint (Dispatch Center), an
alternate path can be established quickly usingélcendary cable.

An Amateur Radio club may wish to install batteack-up at its main repeater facility as
well as its remote receive sites to insure contiglgervice in the event of a wide-spread
loss of electrical power. Likewise, the individualdio amateur may wish to install a
standby generator at home to keep his equipmeairan-time of emergency.



Preparedness

Once everything has been done to insure criticslesys will survive a disaster as intact
as possible, the next step Rreparedness During this phase of the emergency
management cycle, we begin to develop the capabiliand secure the resources
necessary to effectively respond to, and suppatisaster operation. Generally, ecom
preparedness consists of:

1. Installing and maintaining survivable commurnimas systems.
High Frequency Radio
VHF Simplex Systems
Satellite Telephone Systems
Testing redundant systems on a regular basis.
Preparing packages of up-to-date message fanthad@ministrative materials for key
personnel.
Providing drills and test alerts for key comnuations personnel
Instituting a program of regularly scheduled sgeacy exercises (e.g. Orientation,
Drill, Tabletop, Functional, Full Scale, etc.)
6. Drafting and distributing an effective Emergefign.
7. Participation in NTS Networks, weekly ARES Néitgld Day, etc.

w N
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Communications Systems:

Understanding the basic characteristics of varmaramunications systems is critical to
developing the resources and capabilities necessagffectivelypreparefor a disaster
situation. Generally, there are four basic charastics, which must be carefully
considered when examining a communications systenitd suitability for a particular
emergency management function. These charactsreste:

Survivability

It is important to remember that once mitigatioepst have been implemented the first
and foremost responsibility of any ecom manageroisinsure that asurvivable
communications system is in place! The availabitif a survivable communications
system will not only allow one to coordinate thetogation of more flexible and “high-
tech” systems, but will allow one to communicate kiighest priority traffic when all else
fails.

Public Safety agencies should consider maintaiairtgasic operating VHF simplex or
repeater system, even if upgrading to a new 800-Mtizking network. Such systems
can be tested periodically with volunteer policeeres or during community events
such as parades, festivals, and so forth.



Amateur Radio operators should not overlook theortgmce of VHF simplex capability
or National Traffic System networks. In particulaon’'t overlook High
Frequency capability, including radiotelephone, iotelegraph and digital networks.
Insuring that operators are available to conduetrajmons using each of these modes is
critical to maintaining survivable Amateur Radio nomunications. One might be
surprised at how effective a NTS High Frequencyotategraph net can be in time of
emergency!

Generally, survivability can be achieved in two wagither through redundancy (as in
the case of the telephone company), or simplicity.the later case this usually means
minimal reliance on complex infrastructure (ashe tase of HF or VHF/UHF simplex
radio).

Flexibility

Once one has insured that reasonable access toigable network is in place, the next

step is to look for back-up systems, which fé&gible. These systems are often portable
systems or systems with an “open architecture” Wwhidlow easy deployment and

temporary configuration during emergency or unussialations. Some examples of

“flexible” systems include:

VHF and UHF mobile two-way radio

Cellular Mobile Telephones

Packet Radio systems (Amateur as well as MDTSs)

Paging Systems (particularly Alpha-numeric systems)

Hand-held and portable radios (PREPs, Amateur Rddialie-Talkies, etc.)
HF portable equipment

The point here is thagurvivability and flexibility transcend circuit capity. In other
words, the ability to process or handle a largaun@ of communications traffic is of
little value if it can’t be done from the neededdton! Furthermore, large amounts of
circuit capacity may be a disadvantage if the Bbitlo process and deliver the
information is not available! This is a criticalrecern in any disaster response operation.

Circuit Capacity

Only after one has assuredirvivability and flexibility should one conside€ircuit
Capacity; Circuit Capacity, or the amount of communicatidraffic which may be
handled in a given time period, may be measuredvariety of ways such as:

Calls in progress
Baud Rate
Words per Minute



It is very nice to send volumes of data via therdnét or a computerized data system, but
this is often easier said than done. The necesspipment may be vulnerable to rain,
dust, weather, or cold, or it may be difficult tet s1p in the middle of a tent in freezing
weather at a command post! Ecom managers oftetofabnsider the fact that even if
one can send 30 or 100 pages of text from poinb Adint B in seconds, it is often
necessary for someone to process, read, delived, fd@a a response to this
communications traffic at an Emergency Operatioast€ or similar facility.

Consider the following scenario: You've just set aihigh-speed point-to-point circuit
between the EOC (Emergency Operations Center) acmivanand post. You're now
capable of transmitting hundreds of messages peutmiover this circuit. Impressive!
However...

How fast can the originator type?

How fast can the recipient read messages?

When delivering messages at either location, hawg ldoes it take to locate
individuals on site, or worse, place telephonesctdl people (assuming the
system works or the individual is available to aeg®

How does one effectively service back a messagenwhérmation is
undeliverable?

Are runners available at the EOC or command postqtock delivery of
messages?

Facilities with large circuit capacity are often shauseful for the transmission of
“reference” data, such as lists of names, finarrejpbrts, detailed instructions, or similar
information that does not require a reply. Ecomaggers should be judicious in their
use of high-capacity circuits for the transmissioh tactical messages which may
generate a large quantity of difficult to procesplies or requests. Again, there is much
to be said for circuit capacity, however, keep imanthe primary importance of
survivability andflexibility in your ecom planning!

Security

Last, and perhaps of least importance (except itim@ or in situations affecting
national security) isSecurity. Some information is best kept confidential andidbn
from such organizations as the electronic mediscanner listeners; for example, lists of
fatalities, tenant lists from American Red Croseglt@nrs, and so forth. Consider the
following scenarios:

1. The local TV station overhears a VHF-FM radiepglone transmission of a list of
fatalities. They copy the list and broadcast ittl@ evening news. Later, the list
turns out to be incorrect. Who receives the “blag&?”

2. Alist of guests at a local Red Cross sheltéraissmitted over a VHF repeater. A
scanner listener overhears the list and, noting hi best friend’s son is at a

10



particular shelter, calls the father. Unbeknowttstthe radio amateur at the
shelter, a bitter custody battle is taking placevieen the husband and wife. An
hour later, the son disappears.

3. During a bio-terrorism event, important etiolagi information is transmitted to
several hospitals. This information is overheaydthe local television station,
starting a panic in the community.

Is it Unrealistic? Probably not. Is it unlikelyPerhaps. Security is critical in some
cases, so take some time to consider it. PacldibRgstems and radiotelegraph circuits
offer a reasonable amount of communications secdoit most situations since the
average media outlet or untrained individual cahintercept the message traffic! It is
strongly recommended that these capabilities begtdoafter in the amateur radio
community for both these and other reasons!

Generally, the relationship between these chaiatitsr may be viewed as a pyramid.

The foundation of which is a survivable method ofmenunications. Next in order of
importance is flexibility, followed by circuit capiy (speed) and, finally, security.

THE EMERGENCY COMMUNICATIONS PYRAMID

SECURITY

CIRCUIT CAPACITY

FLEXIBILITY

SURVIVABILITY

Fig. 2The Emergency Communications Pyramid

As an organization considers the types of functivnsill carry out during a disaster
situation, steps should be taken to insure thaimgpy, secondary, and perhaps tertiary
telecommunications resource is available for eagsitctfon. The ecom manager may
wish to consult the jurisdiction’s emergency planarder to identify those functions
typically carried out during a disaster operatioA. properly prepared emergency plan
will outline those functions common to all emergescas well as the steps necessary to
respond to those emergencies presenting the grelteat to the community. In many
cases, such functions will be broken down by “agérie.g. “law enforcement,” “fire
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service,” etc.) Once one has identified the spedifnctions to be carried out, he can
then assign communications resources to each &@umolith an eye toward the
“Emergency Communications Pyramid.”

UNDERSTANDING YOUR RESOURCES

One of the fundamental “truths” of Emergency Mamaget programs iSEmergency
Managers do not manage emergencies, they manageoesces!”

In general, the County or City Emergency Manageni@rgctor or Civil Preparedness
Director has little authority over a disaster opiera His or her job is tooordinatethe
response. This means:

Insuring that agencies work together icoardinated response.
Insuring thatesourcesare not wasted through two or more agencies catplg
the same function.
3. Insuring that adequate resources are availatdagport eacekmergency
management functidior example:
Law Enforcement
Fire Service
Mental Health
Shelter Operations
Public Health...and so forth
4. Acting as fiduciary, insuring that funding limifexpense limits) are not exceeded
during the operation.
5. Acting as liaison between units of governmery.(8tate, Federal, Local).

=

These are just a few of the responsibilities tylprcassociated with an emergency
management director. However, the point is any rgemey manager coordinates
response and brings resources to bear in suppoat difaster operation. The same
applies to the ecom manager or ARES Emergency @Gwiait (EC) It is the job of the
ecom manager to deploy resources in such a wayttegtare used both efficiently and in
the capacity in which they offer the best perforo@an

Once the ecom manager has identified the emergesppnse functions, which must be
supported, he or she must carefully consider thetnsoitable telecommunications
resource to be used in support of each emergenoggeaent function. For example:

Pagers

Cellular Telephones

Police and Fire Radio Systems

High Frequency Radio Systems
VHF and UHF Radio systems

Public Switched Telephone Systems
Satellite telephone equipment
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The principle here is rather straightforward. Epokential disaster is carefully examined
with respect to the types of emergency operatitiumgtions”), which must be carried
out. Next, consideration is given to the type omenunications systems or networks,
which are most likely to best support each paréicdunction. Finally, a primary,
secondary and tertiary resource is identified fachefunction based on survivability,
flexibility, circuit capacity, and security.

For example, a VHF or UHF Repeater system wouldvigeo ideal support for
coordinating the movements and deployment of AmaerilRed Cross Emergency
Response Vehicles (“ERVs”). A highly survivabléeahate to such a system would be
VHF simplex network operated from a high-profileylstation. Likewise, a packet radio
system may be ideal for originating health and arelftraffic out of a disaster area. In
addition, a highly survivable alternative to thigstem might be a Section NTS
Radiotelegraph Net.

RELATIVE MERITS

Of fundamental importance to issues of planning r@sgonse is an understanding of the
relative merits of each available telecommunicaioesource and its allocation for a
particular emergency communications function. Sassources will simply do a job
better than others. Some resources may be moxwévabie than others or may be
suitable only as a secondary or tertiary system.

Ecom managers are cautioned against making assamapigarding the capabilities or
usefulness of various communications modes or mgstéor example, one American
Red Cross Disaster Services Director severed katraeship with a local Amateur Radio
organization stating “we don’t need Amateur Racdigraore because we just purchased
30 cellular telephones.” Unfortunately, she faitecconsider the issues of survivability
and circuit capacity! When a disaster occurred esononths later, she found that the
cellular telephones were useless! Many cells etk @ff-line due to power outages or
damage to the public switched telephone network8hose cells that were still
functioning were quickly overloaded with calls (demuate circuit capacity) as local
citizens tried to rely on cellular phones in theetice of “traditional” telephone service.

Even knowledgeable radio amateurs make similarakést During a recent disaster, a
High Frequency Single Side-Band circuit failed betw a State EOC and a distant
Command Post due to deteriorating propagation tiondi The lack of radiotelegraph

capability at one end of the circuit resulted istlcommunications until which time a

properly trained operator could be located. Oiie was done, the circuit was quickly

returned to reliable operation using “CW.”

The following “relative merits” of some common tetenmunications resources are
essentially generalizations. The author makeslaiondor completeness. The idea is to
show some of the benefits and disadvantages ot tbhesamon resources to get one
started in the planning process. Remember. Theksdive merits” are somewhat fluid,
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depending on the size, duration and unique circamess of each emergency. As you
review each of these summaries, consider the dlitijabf each system for those
emergency response functions outlined in your glicteon’s emergency response plan.
Let’s examine some of the relative merits of vasicommon communications systems:

Command and
Control
communications

A single
transmission can
broadcast a bulletin
to all personnel
simultaneously
Predictable
coverage area
Universal equipment
and technical
standards

RESOURCE SURVIVABILITY ADVANTAGES DISADVANTAGES
CELLULAR Poor Convenient Limited Circuit
TELEPHONES Easy to understand Capacity
and operate (anyone Bulletins requiring
can use them) multiple distribution
May be used to call will require multiple
any working phone calls
telephone in the Traditional Analog
World systems offer minimal
security
One can not prioritize
message traffic to
preserve circuit
capacity
Expensive (per-
minute charges in
many cases)
PAGERS Fair to Good Convenient Difficult to
Easy to use and acknowledge receipt
understand of a message
Alpha pagers Difficult to find out if a
provide written message was
instructions and received
messages to System may be
personnel vulnerable to disaster,
Reasonably large making coverage or
circuit capacity access questionable
One can not prioritize
message traffic to
preserve circuit
capacity
VHF REPEATERS Fair to Good Excellent for Significant technical

failure will result in
major disruptions
Vulnerable to
jamming, intentional
or otherwise

Limited Circuit
Capacity

VHF-FM may be
prove a slow mode for
record message traffic
transmission
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RESOURCE SURVIVABILITY ADVANTAGES DISADVANTAGES

VHF SIMPLEX Excellent Good resource for Limited range
command and Mobile and Portable
control stations may not hear
communications each other
Predictable Low Circuit Capacity
coverage area High-profile NCS
(under certain required
conditions)
Less vulnerable to
jamming

HIGH FREQUENCY | Good No infrastructure Subject to

RADIOTELEPHONE required interference, fading,
Good resource for solar anomalies
medium and long- Low Circuit Capacity
haul circuits Less accurate than
May be used for CW for record
coordination within a message traffic
State or between applications
States or Regions

HIGH FREQUENCY | Excellent No infrastructure Subject to

RADIOTELEGRAPH required interference, fading,
Excellent for point- and solar anomalies
to-point or Low Circuit Capacity
medium/long haul Smaller pool of
circuits experienced
Excellent for high- operators
priority, low volume Experienced
message traffic operators are
More accurate than necessary to achieve
phone for message the advantages listed
traffic applications above
Security (media Network subject to
can’t monitor) disruption by poor or

inexperienced
operators
VHF PACKET Good Automatic error Digipeaters subject to
RADIO checking failure from power

Flexible Networking
Moderate Circuit
Capacity

Security (media
generally can't
monitor)

loss

Automation diffuses
responsibility for
message delivery
Vulnerable to
unauthorized use or
jamming

High Signal to Noise
ratio required
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RESOURCE SURVIVABILITY ADVANTAGES DISADVANTAGES
PUBLIC SWITCHED | Excellent - Easytouseand - Significant damage to
TELEPHONE understand Central Office can
NETWORKS (everyone knows disrupt service over a
how the instrument wide area
works) - Cables and wiring
World-wide access subject to damage
to millions of people | - Circuit Capacity may
High Circuit be exceeded due to
Capacity the large number of
Compatible with subscribers
computers, FAX - Can not prioritize
machines, the traffic to preserve
Internet, etc. circuit capacity
Survivability
achieved through
redundancy
SATELLITE Excellent - Can be used to call - Very expensive (per
TELEPHONE any working minute charges are
EQUIPMENT telephone in the quite high at the time
world of this writing)
Operate - May be impossible to
independent of local use from indoors
infrastructure - Limited circuit
Only minimal capacity
training required to - Inability to prioritize
operate message traffic

OK, you get the idea. There are many other regsunehich could be considered
here, and, undoubtedly, there are many other adgastand disadvantages which
could be summarized. The goal is to show that easburce has advantages and
disadvantages. Avoid the trap of “parochialism” arbn't write off a
communications resource just because it doesréraest you or you feel it is “old-
fashioned” or too “high-tech” A diversity of resources is the key to an effectared
survivable disaster communications prograniet’s repeat that:

A diversity of resources is the key to an effective and
survivable disaster communications program!

The Emergency Communications Plan

Perhaps one of the most important, yet most ofteml@oked aspects of preparedness
is the drafting of an emergency plan. The developgnoé an effective emergency
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plan is critical to developing a successful emecgezommunications program. One
word of caution;

The process of creating the plan is more importanthan the plan itself!

New emergency managers often make the mistake tempting to draft an
emergency plan on their own. When completed, thauchent may look nice, but
those that will be expected to follow it will noetause they've had no say in its
creation! In other words, they are natvested in the process! As a result, the plan
is left on the shelf and no one uses it whenmast needed.

The idea behind creating an emergency communicatigan is fundamentally

simple; the roles and responsibilities of each ey communications function
should be clearly explained. Essentially, thedesrand responsibilities should be
consistent with the routine capabilities of the amigation. For example, NTS
networks and operators may be responsible for handigh-priority message traffic.

Skywarn networks and observers may be responsibte réporting weather

conditions. Technical staff members may be resptn$or installing phone circuits

and data networks. Each ecom function is cleatplagned in its own “functional

annex.” Each individual with the responsibility feupervising a particular “function”

should be the one who drafts that particular “fioral annex.” It is the role of the
ecom manager or ARES Emergency Coordinator to énstitat roles and

responsibilities are not duplicated and that eacdictional annex is complete.

So how does one go about drafting an emergency conmcations plan for an
Amateur Radio group, or similar organization? &e&xamine a “step-by-step”
approach suitable for this process:

1. The plan should define the overall mission ef dnganization

For example, an Amateur Radio Emergency Servicemright define its
mission as that of “providing back-up emergency eamications services to
public safety, emergency management and reliefagenvhen required to do
S0 in the absence of primary communications infuastire.” The plan should
go on to define those agencies with which it hasemgents to serve, and
clearly define what it is capable of doing for eaency. This should be
done with a watchful eye toward potential over-catnmnt.

2. Identify those activities, which are common iad&saster operations

A few examples include:
- Alert and notification — Explain how personnel ametified and
activated.
Staging — Where do key personnel report? How atrank and file”
personnel?
Identify primary, secondary and tertiary coordioatirequencies.
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Outline a basic response checklist for members.

3. A basic hazard and vulnerability analysis shdadgerformed

As stated earlier, this process essentially asW#hdt typed of disasters are
most likely to affect our area and how will theyeat existing resources. The
process of examining potential hazards and vulnl@red can make for a

“fun” evening of discussion and speculation ovdfamin advance of drafting

the plan.

4. Key personnel should outline, in general terbhmsy they will most likely
respond to a given emergency

For example, each potential emergency should bsidered with an “eye” to
what agencies and functions will require assistande sure to ask the
following questions:
What key facilities must be staffed?
County EOC
City EOCs
NWS Forecast Office, etc.
What specific ecom functions must be carried out?
What equipment or special materials are needeedch type of
response mission?
Are only specific individuals activated for a padiar type of
incident (e.g. “Search and Rescue Team, etc.)?
What special skills are required for each typeesponse mission?
What frequencies or networks are to be used (pyinsacondary,
tertiary)?

This portion of the plan may be broken down by gpedisaster such as
“Tornado”, “Flood”, “Hazardous Materials Inciden@ind so forth. In each
case, basic procedures common to the type of dissisbuld be clearly
outlined.

6. Functional Annexes should be created withingla® in order to identify the
roles and responsibilities of each team or ecomtfon when it is activated

Perhaps there is one team whose primary missitm ssipport the American
Red Cross. Perhaps another team’s primary missias part of the SATERN
program (Salvation Army). Yet another role maylude Skywarn spotter
operations. One could go on with such questionsaisat is the role of
NTS?” “What Section Nets do we maintain liaisonth®’ and so forth.
Consider carefully the relative merits of each e telecommunications
resources for the various functions. This alloles developers of the plan to
identify primary, secondary, and tertiary resourfcesach ecom function.
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7. The plan should include useful reference dateh s telephone numbers and
pager data for key personnel, served agenciepeaia facilities

This data should be updated approximately everymgirths in order to insure
that is it always useful in the event of an emeegenif the updating process
is overlooked, you will be surprised at how quicktiys information becomes
obsolete! Additional useful information may inckudn outline of minimum
training requirements, an organizational flow chand so forth.

8. The plan should be shared with those agenciés wiich the emergency
communications program works

This process creates a wonderful opportunity tdl™seur service and gain
additional insight into what might be expected ofiyorganization in time of
emergency. Use this opportunity to take notes l@adn more about the
agencies with which you will be working. Likewisbe sure to share this
information with your key personnel and modify fflan accordingly.

9. Share the plan with your members

Find a way to “beg, borrow, or steal” the fundscessary to print enough
copies for each program member. While some witlnead it, enough will
gain an understanding of what is expected of theran emergency to make
the effort worthwhile.

Drills and Exercises

An important part of preparing for a disaster istipgoation in regularly scheduled drills
and exercises. It is wise to implement a cycledolis and exercises of increasing
complexity with an eye toward both training perselnas well as exposing faults within
the emergency plan.

Generally, drills and exercises may be broken dovm five categories. These are the
Orientation, Drill, Tabletop Exercise, Functionaké&rcise, and Full-Scale Exercise.

Orientation: Orientations are typically conducted on a peridahisis throughout the year
for new personnel. Such activities serve to faanitie the individual participant with
his/her roles and responsibilities within the eneay organization. In addition to
providing an overview of the management and strectaf the organization, the
individual should receive information on any spiecémergency response roles to which
he may be assigned.

Ecom orientations should include an overview ofhsiméormation as:
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Agencies served

Alert and activation procedures
Standard Operating Procedures
Roles and responsibilities
Personal Preparedness

Drills are conducted on a periodic basis to test a spegatiise of emergency response.
Contrary to popular belief, a drill is not an “egise,” but rather a specific task or

procedure, which is practiced to insure proficienByills are perhaps the most important
activity an emergency communications organizatian conduct. This activity insures

that membership is familiar with those procedurdsctv are common to all emergency
communications activities. Some examples of dmltdude:

Alert and Notification This type of drill simulates an emergency callaf personnel as
defined in the emergency plan. Activation may beugh a “telephone-tree,” tone-
encoder/decoder device, NOAA Weather Radio, orlamalert mechanism. Individuals
typically report into a directed net as proscrilbethe organizations emergency plan.

Alert and notification drills are of significant portance. They not only maintain
awareness amongst ARPSC members, but reveal soicleims as:

Incorrect telephone numbers
Deceased members
Members who have relocated to other cities

Weekly NetsMost ARPSC organizations conduct a weekly net. odohately, such nets
often amount to little more than a series of chiesk-a few bulletins, and perhaps some
discussion. Because such net sessions appeanvidgiittle purpose, participation tends
to be poor and an excellent training opportunity ba lost.

An effective weekly net should be conducted with eanphasis on training. Some
activities, which may prove beneficial include:

The transmission of NTS format message traffic.
The transmission of simulated Skywarn or otherasitun reports
A review of commonly utilized prowords and prosigns

For example, the transmission of NTS format message a weekly net familiarizes
members with the proper phonetic alphabet, prowsalje, methods for spelling difficult
words or names and so forth. When conducting ngeskandling drills, remember to
instruct stations to utilize the phrase “test mgesan advance of all simulated traffic.

It is recommended that the Net be controlled fromifferent communications facility
each week. For example, the NCS may be at thetZ&MC one week, a City EOC the
following week, and so on until all key stationsveabeen tested, at which time the
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rotation begins again. This insures that equipnpenblems are identified in advance of
an emergency situation.

Response Drills It is important for ecom group members to ob@mnunderstanding of
the complexities involved when deploying to an uwmfear location to provide
emergency communications. A response drill sinesl&mergency deployment to a Red
Cross or Salvation Army Shelter, Command Post, wlip building. Typically, the
communications volunteer is provided with two orrmoadiogram format messages and
is instructed to drive to a specific location, gpta station, establish communications,
and transmit the messages. At which time the ngessare acknowledged, the drill is
over and the individual returns to the staging ar@asponse Drills may be conducted in
lieu of a monthly ARPSC meeting. Arrangementstgpecally made in advance with a
served agency for access to a suitable building; E a location indicated on a “shelter
roster.”

Similar drills may be conducted in which the memiseasked to install a portable VHF

or UHF radio in an unfamiliar vehicle, such as &rglacar, Red Cross ERV, or similar

mode of transportation using a magnetic-mount arated2 VDC adapter, and so on.
Specialized capabilities may also be tested inrtasiner. For example, a packet radio
team might be sent to a local park pavilion to geta packet terminal and transmit
several radiogram format messages back to the BO@erhaps an HF operations team
may be deployed to set up a portable High Frequestagion and originate several

messages via a Section CW or SSB net.

The drills should be fun and interesting. An irnic&may be provided in the form of a
certificate or similar recognition for those suafelly completing the drill.

Traffic Handling ARPSC members may take part in a drill at amyetisimply by
checking into a NTS net. The procedures utilizedaily traffic nets are quite useful on
any communications circuit. Traffic handling famailzes the individual with net
discipline, proper procedures, and efficient methddr conveying information. A
complete list of NTS traffic nets is available imetform of theARRL Net Directory
available from ARRL Headquarters at Newington, CT.

Tabletop Exercise Unlike the orientation or drill, tabletop exeses are oriented more
toward problem solving and discussion. During blei®p exercise, key response
personnel are presented with a hypothetical emeygsituation. There is no message
input nor is there a time-line applied to the eierc Individuals participating in the
Tabletop Exercise simply attempt to deal with peold and determine the best solution
as the “event” evolves. During a properly condddi@bletop exercise, the Coordinator
will inject new problems as necessary to maintae“natural” flow of the activity.

Tabletop Exercises encourage participants to cendlte “What ifs?” associated with
disaster preparedness and response.
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Some tabletop exercises take place in an EOC getimd will involve representatives
from various agencies. However, individual agesiceuch as an ARPSC group, can
utilize this format quite effectively. In some easa tabletop exercise may serve as the
main subject of a monthly or bi-monthly ecom grangeting.

Functional Exercise These exercises typically test an Emergency @jpeis Plan or
Incident Command System (NIMS). Unlike a full scakercise, there are no “troops” in
the field, however, message flow to and from tleddfiis simulated in real-time. The
functional exercise is an excellent way of familiarg new personnel assigned to an
EOC or communications center with the stress ofrgamey response.

Most functional exercises are conducted as para dérger emergency management
activity. Their purpose is to test the level obperation and the quality of coordination
between those individuals and/or agencies workoggether in a coordinated disaster
response. Key Amateur Radio personnel are oftesept to offer potential solutions to
any telecommunications problems that may arisendtttie exercise. However, rank and
file members typically do not participate, nor actual radio nets conducted.

Full-Scale Exercises These exercises might be described as “everytbung the
disaster.” When a full-scale exercise is condugbetdsonnel are actually deployed in the
field, simulated victims may be present, sheltees @pen, the Incident Command is in
place and the EOC is fully activated. Such exercisften rely on ecom programs and
other emergency communications systems for trarssomsof simulated emergency
traffic in real time.

Many emergency management programs conduct exercimesed on a cycle.
Orientations and drills are conducted on a periatic¢as-needed” basis. Remaining
exercises are often conducted annually. For exanapl abletop exercise the first year, a
Functional Exercise the second year, followed BylhScale Exercise the final year.

DISASTER RESPONSE
As stated earlier, theesponsephase begins when the emergency or disaster strikés
here that one finds out how effective the mitigatend preparedness steps have been

during the weeks and months leading up to the ébignt.”

Message Prioritization

When disaster strikes, the ecom manager becomeensble for insuring that the
surviving communications systems operate at redderedficiency. This requires a basic
understanding of what types of communications moisl can be expected. In most
cases, the over-riding problem will be a lack gdaaty on available circuits.

Because circuit capacity (the maximum amount of mamications traffic a system can
handle) is typically a constant, that is, it cant me increased beyond the design
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parameters of the communications syst#me;first step toward dealing with excessive
demand on circuit capacity is to prioritize messagédraffic. Many agencies do this
intuitively. For example, when a police officernimstrouble, the dispatcher, as well as the
other officers on the channel, will dispense witigls relatively unimportant information
as starting and stopping mileage, in-service repartd so forth.

An important point for all emergency planners tmeenber is this:

Most communications facilities provided by common arriers are not subject to
message prioritization

For example, unlike a public safety radio systemAorateur Radio network, cellular
telephone systems or public switched telephone arésvdo not distinguish between
communications traffic of varying importance! # therefore important to not rely on
any network, which does not permit prioritizatiohcommunications traffic in time of
emergency.

Many agencies have formalized the message priatitia process by creating a set of
standardized criteria for determining the prioribf messages. For example, the
American Radio Relay League denotes formal messagjee in order of importance as
1) Emergency, 2) Priority, 3) Welfare and 4) Roetin

Many Military and maritime agencies follow a simmijarocedure with such precedence as
1) Flash, 2) Immediate, 3) Priority and 4) Routine.

While message prioritization on circuits, which tknformal record message traffic
(radiograms, etc.), is a rather straightforwardcpses, similar procedures should be
implemented on all disaster communications cir¢cuggardless of their function. This
includes both circuits carrying tactical communigas as well as those, which may be
carrying e-mail, telex, and so forth. Those indbals who will be serving in a

communications capacity in time of emergency shdugdregularly drilled on these

procedures.

Types of Ecom Traffic

Generally, the ecom manager will be responsiblecémrdinating three types of disaster
communications. These are:

1. Tactical Communications

2. Record Message Traffic (including Health & Wedfaraffic)

3. Specialized Communications Modes

Tactical communications essentially instructs personnel bere/to go and what to do.

A common form of tactical communications is a radispatched police call. For
example:
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“Unit 225, proceed to 22334 West Grand Blvd. Ccaannt reports her child
was attacked by the neighbor’s dog.”

An Amateur Radio example might be:

“ERV 221, return to the Chapter to pick up additdicoffee and blankets for the
Shelter at Harding Middle School.”

Generally, other than a notation in a radio logcomputer database, this type of
communications is not “written down” word for wordJost disaster communications is
of this type, and most of it will be carried by VHiad UHF radiotelephone systems.
However, the importance of keeping an accurate apdo-date radio log is not

diminished simply because a circuit is carryingita¢ communications.

Message Traffic This is any form of communications, which must Wwetten down
word-for-word and delivered to the addressee exasloriginated. Common examples
of message traffic include telegrams and radiogrametex messages, facsimile
transmissions, Law Enforcement Information Netw(rkIN) messages, and electronic
mail.

Standardized message formats, such as the ARRLradi8gram format, should be used
for any messages, which must be passed or reldyedigh a number of parties.
Requests for supplies, damage assessment sumnsaoies,damage reports, and related
traffic, is often best handled using a standardsags form. Why?

The addressee will have access to potentiallycafiinformation such as time of
origin, place of origin, originator's name, andfedh.

If the message is undeliverable, a “service meSsage be returned to the
originating station requesting better address ersaty him of the undeliverable
status.

The requirement for an authorizing signature on nessage form limits the
liability of the agency transmitting the message!

The message is more likely to arrive intact at rideeiving end. This accuracy
may be critical when requesting medical suppliesdf personnel, or additional
funds for a disaster operation.

Imagine yourself originating hundreds of messagea sommunications circuit between
several key agencies. If a message becomes unddlieethe receiving station need only
refer to a message serial number or date-time-giolnyis service message. Otherwise,
someone must look through hundreds of messageasthreaontent, and determine which
information is being referred to!

Standardized message format is ideal for circu#ggi packet radio, CW, or High

Frequency SSB techniques. It is, of course, inmmalcfor tactical communications
intended to provide basic instructions directhatoindividual, patrol car, or similar unit.
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Today, some digital communications modes can auioally “date-time stamp”
messages. However, public service communicatorsaargoned to avoid relying on such
a capability as a replacement for a standardizessage format. Such automatic date-
time stamping may not realistically reflect the e¢irat which the message was drafted.
Likewise, such information may be lost when the sage traffic is transferred to another
communications circuit (e.g. VHF, radiotelephon®y (etc.) or delivered to a third party.
In addition, standard message formats provide greaformation than simply the date
and time of origin.

Specialized ModesThese are modes, which provide a unique and higpécialized
function in time of emergency. Some examples et&ized modes include:

Amateur Television (ATV)
Automatic Packet(Position) Reporting Systems (APRS)
Vehicle location using GPS and APRS technology

Consider the advantages of an ATV video link betwae EOC and Hazardous Materials
(“Hazmat”) Incident. Emergency planners could nanthe progress of response and
recovery operations from an EOC while staying saflit of the way of Hazmat
technicians and fire officials!

Consider vehicle tracking. Imagine the advantagfegstalling a number of portable
GPS receivers and APRS transmitter units in Amarigad Cross Emergency Response
Vehicles (“‘ERVs”). If the Job Director needs tooknwhere a particular unit is, he need
only look at a computer display located in the E@ Command Post!

APRS technology has recently been applied to tlaetioe of automating reports of

weather conditions. Consider the potential of augr of dedicated radio amateurs
creating a “Mesonet” through which such informates precipitation, wind speed and
direction, dew-point and temperature can be refdoibethe National Weather Service
through a continuously up-dating process. Such datld be of significant value for

NWS officials monitoring the progress of severealostorms or perhaps emergency
management officials who require wind speed andctivn data for plume-dispersion

modeling during a hazmat incident.

Amateur Radio is an excellent resource for thepaludities. Ecom organizations should
be encouraged to develop these capabilities inrdodeffer the flexibility and creativity

necessary to accomplish such unique communicatasks. Only Amateur Radio truly
offers the flexibility to provide such services am as-needed basis.

Applications

As mentioned earlier, it is wise to use the bestienfor a specific purpose. For example,
it would be unwise to transmit a list of names bélger residents via a VHF-FM repeater
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link when a telephone line and FAX machine is aldd! Likewise, it would be
impractical to use a NTS CW Net to coordinate respdetween multiple Counties.

In order to “start the ball rolling” we have crediz list of applications for some common
modes of communications in use by Amateur Radiamegations. While situations vary
from place to place and situation to situation, fiflowing generalizations have proven
to be accurate, based on recent research intadelisasiations:

VHFE/UHF Repeaters

Tactical communications

Skywarn weather spotting networks

Low volume NTS message handling

Note: UHF systems may offer better building pestedn or superior
performance in dense urban areas.

VHFE Packet Radio Systems

Point-to-Point circuits (between EOCs, commandfdshelters, etc.)
Record Message traffic handling (Local Nets only)

Local communications requiring a degree of security

Bulletin dissemination

Transmission of reference data

Note Do not rely on automated bulletin board systéondraffic delivery unless an
individual is charged with the responsibility oéating that BBS!

HF Radiotelephone Systems (SSB Nets):

Medium distance and long-haul coordination
Low Priority record message traffic handling (hleahd welfare, etc.)

HF Radiotelegraph (CW) Nets:

High priority record message traffic handling

Medium to long-haul point-to-point Circuits withioto moderate traffic
volume

Standardized reporting of weather data (precipitatweather information,
etc.)

Ideal mode during poor propagation conditions

Of course, numerous other resources are availabieany Amateur Radio groups.
However, these fundamental modes should be a pall @com programs. At a
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minimum, at least three operators should be availatho areskilled in network
operations using each of the modes noted abovem HEoanagers should sit down
with their supervisory personnel to determine wigpés of skills are available within
the Amateur Radio Community and, if necessary, &kes to develop those skills,
which may be lacking.

Welfare Traffic

Perhaps one of the most difficult problems confranthe ecom manager is the issue of
welfare traffic. Various agencies have adoptedumlrer of methods for dealing with
health and welfare Inquiries entering or leavingisaster area. Some are better than
others; perhaps the least effective being the linef’ set up by some agencies to field
inquiries about the well-being of individuals affed by disaster. These “Hot Lines”
present some potentially serious problems for toeremanager. For example:

If national press coverages wide enough, so many inquiries may arrive on
the hot-line numbers that the local telephone Cfudi capacity may be
overloaded. This may result in disruption of catls Public Safety
Answering-Points (PSAPs) or long distance commuigna entering or
leaving the community. Always plan in advance! eTFelephone Company
must install a “choke network” on such lines toglealls and preserve circuit
capacity for other users when such a program isgnenplemented!

Health and welfare tracking systems, which requimesncoming message or
phone call in order to achieve a response douliiesdemand on critical

communications circuit capacity! Remembelt is always better to “give

than to receive!”

Large disasters displace individuals It is very difficult to locate the

individual referred to in an inquiry when homes destroyed, various areas
are inaccessible, and local phone service is disdupFurthermore, inquiries
may require personnel to travel or spend hourskimgcdown the disaster

victim in question.

Similar systems used by Amateur Radio operators esst. Programs such as ARES
Data allows packet radio users to access a datafesevivor information and related

information, however, this program again doubles tlemand on circuit capacity. In

addition, the likelihood of violating a person’snémentiality may be increased!

A Dbetter plan is to have a method through whichltheand welfare reports may be
voluntarily originated by disaster victims for transmissiorfriends or relatives outside
of the area. This may be done through the ARRLdWat Traffic System, WINLINK-
2000 or, if necessary, via a point-to-point circtot a telephone bank located in a
community unaffected by the disaster (e.g. at ewative American Red Cross Chapter
or similar installation). Here, volunteers couldqe calls to the addressees notifying
them of the well being of relatives.
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It is strongly recommended that ecom groups hawesacto a quantity of packets
containing a number oARRL Field Services Form 24#Disaster Welfare Message
Form”). These packets may be sent to American ®exs Shelters, Salvation Army
facilities, and similar locations along with comnmations personnel where they can be
used to draft and originate messages leaving testir area on behalf of survivors and
displaced individuals. However, remember rnever originate a welfare message
without the express consent of the person whose s&jure appears on the message

Of course, the ability to originate disaster weadfanessages requires that the ecom group
have access to a number of individuals skilledhim techniques of traffic handling and
NTS network operations. It is strongly recommenddtht each emergency
communications organization have access to at ldase individuals capable of
operation on NTS circuits using the following modes

NTS Radiotelegraph Nets
NTS Radiotelephone Nets
NTS Packet systems and digital networks

Whenever possible, all outgoing Health and Welfaressages should be originated in
“book” format, regardless of the mode used. Ireotivords, each message should have
an identical text, preferably aARRL Numbered Radiogram TextWhen traffic is
originated in “book” format, it is necessary tortsanit the text only once, followed by the
unique portions of the messages. This preserveaba circuit capacity since only the
unique message serial number, address, and itsatesp signature need be transmitted.
Full details on how to “book” message traffic aneluded in a later chapter.

One final note about Health and Welfare Inquirisring wide-spread disasters it may
be wise for the Emergency Coordinator or RACES d@ffito request a “moratorium” on
incoming Disaster Welfare Inquiries during the tfi&3l to 48 hours of the operation.
Amateur radio operators may request that the ARRDsmit a bulletin via W1AW
announcing this. Military Affiliate Radio SystefIMMARS”) commanders may issue a
“minimize” order limiting messages entering a disasarea. This will insure that
communications circuits are available for high ptiotraffic during the critical early
stages of disaster response.

RECOVERY

As the disaster operation enters the Recovery Phasst primary communications
infrastructure will be rebuilt quickly. Secondasystems will be shut down and
organizations such as ARES and RACES groups wii fzan opportunity to go home and
pick-up the routine business of day-to-day life.
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Mental health services, social service agencieg] garious public and private
organizations responsible for restoring infrastuuetwill be operating throughout this
stage of the disaster, as it is often their rolprtamote the return to “normality.”

The Recovery Stage is the ideal time for the ecanager to take a careful look at how
the disaster affected various systems. With messodf the operation still fresh in
everyone’s mind, the opportunity arises to sit damd debrief those who were active in
the response operations. Such a practice allowst@iind out what worked and what
didn’t. Only by doing so, can one repair or redldbmmunications systems to prevent a
future recurrence of similar shortcomings or sysfaitlures. As systems are repaired or
upgraded in response to lessons learned, mitigateps can be implemented to improve
the likelihood that they will survive future disast intact.

It is at this stage that the Emergency Communinat®lan for the jurisdiction should be
carefully examined. It is this document, whichlméts the roles and responsibilities of
each communications function. It should be remestehat the plan is of no value
unless it is relevant. Relevancy can only be ghiwken the individuals responsible for
ecom response continually rewrite the plan basedlemsons learned from prior
emergencies. RemembéA plan written in a vacuum will not be used!”

Immediately after the disaster (or an exercisedl$® a good time to look at training
issues. Examine carefully the level of personappredness within the staff. Seek ideas
and recommendations for improved or additionalntrey. Seek out key volunteers to
develop the expertise and materials necessargitortnk-and-file members.

Emergency Coordinators and others should plan enfdllowing immediately after a
disaster operation or emergency exercise:

After-Action Reports submitted by participants slaodoe reviewed. Major
problems should be noted for future discussioresolution.
Once significant problems have been identified pheicipants should be
invited to a critique session. However, a few giuules apply:
Individuals should not be singled-out or criticized
Only constructive suggestions should be discussed.
A final report should be written. Any problems slbbe honestly identified
and solutions offered.
Funding and/or staffing should be sought to corteese deficiencies while
memories of the disaster are still fresh in evegy®mind.
THE EMERGENCY PLAN AND STANDARD OPERATING
PROCEDURES SHOULD BE REVIEWED AND MODIFIED AS
NECESSARY.
Training programs should be developed to addremgcgimings in the skill-
base of rank-and-file members.

Disaster brings opportunity. Use the opportunity lessons learned to seek the
community support necessary to improve and “groarinprogram.
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SKILLS and EQUIPMENT

General Skills:

Much of the information in this chapter is abouterll planning, that is, the “big
picture.” However, no less important is the traghiand preparedness of the individual
radio amateur. All emergency communicators shdwdde certain basic skills, which
will allow them to function at a basic level on@m@munications circuit. This should not
be taken to mean they should be expert at a pkatickill, however, they should be
proficient to the point where they can function qutely during the stress of disaster
operations. It is therefore recommended that allafeur Radio volunteers have the
following basic skills and training:

Ability to properly use the ITU (“ICAO”Phonetic Alphabeto spell names,
words, and initial groups

Basic understanding gieneral net procedures

The ability to draft a radiogram message and trénsicorrectly using
radiotelephone

Basic Skywarn training (where appropriate)

Hazardous Materials Awareness Training

Introduction to Emergency Management (FEMA Cou&e lor equiv.)
NIMS training

General Equipment

While it is inappropriate to tell volunteers whdtey should own, all emergency
communicators should be encouraged to procureicdrtsic equipment. Ideally, this
equipment can be placed in a small brief case grtvdoe kept available for use in time
of emergency:

Proper Identification

VHF hand-held radio

Cigarette Lighter Cord for above (negative ground)
Mag-Mount antenna for above

Spare Alkaline battery pack for above

(qty 100) ARRL Disaster Welfare Message Forms (238}
(gty 100) Radiogram forms and “agency-specific” sagge forms
8 %2 by 11 pad of paper

pens, pencils, etc.

flashlight, personal needs (medications, etc.)

Foul weather gear &turdyshoes/boots arfteavyclothing
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For example, all too often an Amateur Radio volanteill report to the scene of a
tornado touchdown in a pair of tennis shoes orsdtesng-tips.” Unfortunately, these
types of shoes offer little protection against :iqtotruding from boards, jagged metal,
and other hazards, all of which can quickly takecaanmunicator out of service.
Likewise, it is common for an individual responderreport to a disaster scene with a
just a handheld radio and single Ni-Cad pack. fHsalt: the battery dies and contact is
lost, or worse, the HT is useless from inside ddmg! In the former case, a pair of
heavy-duty work shoes would have prevented injurythe later case, an alkaline pack
might be revived with scavenged AA-cells!

The individual operating from home may wish to adas
Battery or generator back-up for essential equigmen
An inexpensive spare antenna, which, can be prestedervice if needed.

Appropriate message forms and operating aids
Emergency lighting, flashlights, lanterns, etc.

Much of the Ecom Coordinator’s time should be spesatiring that members have the
basic equipment and skills necessary to effectikedpond to a disaster.

Available Skills:

As in the case of the professions, many communigagpecialize in a particular area of
technology and operating. For example, one ecampmmember may have an interest in
packet radio and computer networking, while anothey be a “hot-shot” CW traffic
man. Still another may be retired from the Telegh@ompany. In addition to each
member developing the basic skill-set describedv@padditional members having the
following specialized skills should be sought foreffective ecom program. Ideally, this
would include:

Access to three operators with reasonable experiencCW traffic nets
Access to three operators with reasonable experienSSB traffic nets
Access to three operators with reasonable experiasmg packet radio and
similar data modes

Access to at least two individuals with a thorodgiowledge of telephone
wiring and repair.

Access to at least two people with a thorough kedgé of computer
software troubleshooting and/or programming.

Access to at least one person with a thorough kedgéd of two-way radio
repair and/or component level trouble-shooting.

While it may not be possible to locate all of thegdls within your existing group, it
may be possible to locate members who have theesttand willingness to develop a
particular skill. If so, it is the responsibilitgf the ecom manager to locate these
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individuals and to encourage them to develop tlcapabilities. Likewise, keep in mind
that not all tasks require an Amateur License. [&vhelpful, it may not be necessary for
the individual charged with the responsibility afocdinating the installation and repair
of telephone systems, the resident computer saftwad networking “expert,” and so
forth. Considerable reference material is avaddbl provide training and guidance in
those areas related to Amateur Radio operatiomeReer; a good rule of thumb is:

Whenever possible, each key “skill-set” should bedld by at least three people
within your organization whenever possible

The reason for this “three-deep rule” is straigiviiard. A sizeable percentage of your
volunteer membership may be affected by a disdsféen up to 1/3 of members). A
serious disaster operation may last days, requopgyators to perform duties in shifts.
In addition, some individuals will not be able &ké time off work or they may hold key
jobs essential to the restoration of critical isfracture. For example:

broadcast engineers

telephone company technicians
two-way repair shop employees
police officers

fire fighters

medical doctors

One final word of caution: Dealing with volunteess an art form. Ecom program
managers are encouraged to try to use individogi®sitions, which are compatible with
their interests and talents. It makes no senses¢oa high-speed CW traffic man as a
message runner, nor does it make sense to try ke e local computer and packet
radio “guru” into a SSB traffic handler! While ducituations may, on occasion be
unavoidable, they should be the exception, notule

The Operator’s “Image”

While perhaps a somewhat sensitive subject for sahee Ecom Manager should not
overlook the importance of how volunteers preskeaiiselves in the field. In addition to
each operator understanding the limits of his ar d&ehority, it is also important that
members present themselves in a fashion that earfietut” and professional. This
means clean properly fitting clothes, a shave éfassary), and an overall presentable
appearance. We've all seen the individual whovasriat the Emergency Operations
Center or Command Post wearing a pair of runningassvand a shirt two sizes too
small. All that is necessary is a pair of cleanebjeans or casual pants, a neat button-
down or sport shirt, and a recent shower. Unifoaresunnecessary, as would be a suit
and tie! However, ecom program leadership shooldignore the fact that emergency
operations require one to interact with agencidsicliv place a premium on personal
appearance and uniforms. Your personnel reprggemtorganization and determine its
image in the field.
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FACILITIES

Many Amateur Radio organizations maintain a radioAan or similar installation at a
local Emergency Operations Center or American Reas< Chapter. The question is
often asked as to what equipment should be maadaand what steps should be taken to
prepare this facility for a disaster. While locacumstances may vary, as a general rule,
a well-equipped EOC should consist of the followaggipment:

A 144-MHz FM transceiver for local FM repeater ohplex operation
A 440-MHz FM transceiver for point-to-point interoccircuits (i.e. to a
command post,etc.) or a secondary disaster operatio

A 144-MHz transceiver, Terminal Node Controller,/uuter and Printer for
packet radio operations

A High Frequency transceiver capable of both SSBradiotelegraph
operation on 160, 80, 40, and 20 meters.

Headphones for each operating position

Radiotelegraph keys (one straight key, one senaraatic (bug), one
automatic electronic keyer)

A typewriter (basic, electronic/no-frills) for eacdiperating position or
computer terminal for log-keeping, message trapson, etc.

A complete set of all necessary message formsaatid logs

A telephone and FAX machine

If the radio-room is located some distance from BE@C, it may be desirable to have a
dedicated telephone line or data link between the locations for transmission of
messages to the “message router.” A “PX” linevaretwo army-type “field telephones”
can often serve this function.

It is recommended that discrete radios be use@doh operating position. This allows
not only simultaneous use of each band, but prevecdtastrophic loss of
communications should a dual purpose radio failnduan operation. Therefore, use of a
single dual-band radio for both 440-MHz and 144-Mkimot recommended. However,
the use of separate dual band radios at each ogepisition can be beneficial since it
creates redundancy for each band.

Another commonly asked question is “why do we né4@d-MHz capability when almost
everything we do is on two meters?” There are aberrof situations where access to an
alternate band can prove beneficial:

A local disaster scene, such as a plane crashazmdit incident, may be
inundated by multiple agencies and jurisdiction®gépersonnel are all using
VHF and UHF radios within a confined area. Therefo“Intermod”
problems may render 144-MHz useless at some lowatiequiring access to
an alternate band.
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It may be necessary to set-up an “intercom” circagétween and Incident
Commander on-scene and the Emergency OperatiorterQersimilar facility
or perhaps between two Emergency Operations CenfEngs is often best
done on an alternate band.

Two meters may be needed for large-scale operatguth as a continuing
Skywarn Net, while selected personnel respond tdisaster scene. For
example, it may be necessary to coordinate damagessment during a
severe weather situation while a Spotter Networdtilsin operation. Access
to two bands allows two operations to be conducaultaneously with
minimal interference.

440-MHz offers superior “building penetration” asellv as superior
performance in dense urban areas.

Staffing the EOC

The critical stages of a disaster are typically fire 24 to 72 hours, depending on the
size and type of emergency. As a general ruleetoen manager should have access to
enough individuals that the EOC radio room can tadfesl in shifts throughout a
continuous operation. Any one shift should consfsat least one, preferably two, radio
operators for each radio position in use and twoneus (who need not be licensed
operators) who will be available to process andvdeimessages, answer telephones, and
so forth.

Related Equipment

While not particularly related to Amateur Radiojstimportant that the ecom manager
have access to the equipment and skills necessanptement unique aspects of disaster
communications response. For example:

The American Red Cross may need to have a tempB@&y built and
service centers wired (for phone service) to accodate a National Level
Operation.

An Incident Commander may wish to have telephoméseat his command
post for e-mail, facsimile transmission, or basiephone calls (he may need
to coordinate with a railroad dispatcher, trainregstr a chemical
manufacturer)

Social Service agencies may require telephonecgeoricomputer
connections at a disaster application center.

For example, it is common for the American Red €rwsrequire the construction of a
temporary Emergency Operations Center at a pubtdity. Often a Union Hall, ball-

room, or similar facility is reserved and telephaeevice for various key personnel, FAX
machines, and computers must be brought into titya Often, upwards of 40 to 50
dial tone circuits must be installed to support Aamerican Red Cross national-level
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operation. This is typically done with volunteerklkewise, service centers in outlying
areas may be open for days or weeks, each onegirggaibank of telephones and several
computers for on-going operations.

This is just the tip of the iceberg! Technical Ekire needed in addition to the ability to
communicate. Many of these technical skills arailable within the Amateur Radio
community. In addition, the use of Amateur Radjpe@tors to perform these functions
provides instant access to an excellent commupitsithetwork for coordinating the
installation of these more *“traditional” telecomnmations resources. Emergency
management agencies or American Red Cross chapsgrsvish to maintain a stock of
basic telecommunications equipment for deploymenime of emergency. For example,
the State of Michigan has such equipment availtisteugh the State Lead Chapter of the
American Red Cross. The following list is a setefommended equipment, which can
serve these functions until additional material barprocured:

Telephone Equipment
- 25 Basic “touch-tone” desk telephones
50 RJ-11C Telephone jacks
500 feet 4 conductor flat ribbon cable
200 crimp-on RJ-11 plugs
1000 feet 4 conductor 22 ga. Telephone wire
500 feet 25 pair cable
6 type 66B-25 telephone blocks (Simeon or equivalen

2 Telephone Lineman’s hand-sets (“butt sets”)

2 toners and trackers

1 Simpson 260 VOM or equivalent

4 Harris-Dracon “banjo clips”

2 Punch tools (for 66 blocks)

Misc. tools — screw drivers, nut drivers, strippets.
Note basic telecommunications tool kits available frepurces such as
“Jensen Tools.”

Equipment:
-1 FAX machine with extra paper

1 Alpha-mate paging terminal

10 pagers (make arrangements to allow activatidi asphone call)

5 Cellular phones (make arrangements to allow amtim with a

phone call)

Misc Equipment and Materials:
Lots of duct tape
Electrical Tape
Misc. wood screws and hardware, wire nuts, splieiggipment
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Felt markers (“Sharpies”) and labels

Radio Equipment
- 3 Amateur Radio VHF mag- mount antennas
1 Amateur Radio VHF “Ringo-Ranger” antenna or egléat
4 rolls 50 foot RG8-U coax with SO-239 barrel cortoes
1 ARC 47-MHz base antenna
1 ARC 47-MHz base transceiver

Electrical
3.5 KW + generator
2 extension cords — heavy duty/grounded
3 power strips
ground rod and copper braid ground wire for gemerat
Outlet tester

Mutual Aid

Amateur Radio programs, like public safety depariseare encouraged to develop a
mutual aid program with surrounding communitieshisTis of particular importance in
those areas where the number of radio amateursngewhat limited. Under these
circumstances, mutual aid provides access to nigt amtditional personnel, but also a
greater likelihood that special skills needed fadter response will be available. The
drafting of Mutual Aid agreements should involvesiatance from the local emergency
management department or a similar official agenBpr example, Amateurs arriving
from outside the area should not be turned backusectheir ID is not recognized at a
roadblock.

An effective Mutual Aid program should encouragamsoconsistency between the
operating methods and procedures used in all iegblgounties or cities so that an
Amateur from one area will feel comfortable withetbperating procedures used when
assisting a neighboring community.

Remember that volunteers arriving from outside #iea may be unfamiliar with
landmarks, street names, local slang terms, andr dttal peculiarities. Therefore,
during a disaster operation, an orientation sesshanld be scheduled for those amateurs
arriving from outside your area to assist. Maps loa issued, lodging can be arranged,
and operators can be brought “up-to-speed” on this of the emergency. This will
also provide an opportunity for Emergency ManagdnmnPublic Safety officials to
issue disaster site passes or similar temporangifamtion.

It may also be advisable to conduct a medical sange There are considerable stresses
associated with any disaster operation. Indivislwaith “pacemakers”, heart problems
and other stress-related medical conditions shioalldxcused from operations in the field
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or offered slower-paced “administrative” work at B®C or similar installation. This
procedure may be advisable for all Amateur Radianteers, not just outside visitors.

In some states, the American Red Cross maintain&raergency Communications
Response Team. This team provides technical assestand consulting on emergency
communications response issues. For example, gliubie July 1997 tornadoes in
Detroit, Michigan, a team of three people built ttemporary EOCs, wired three service
centers, and repaired numerous two-way radios, FreXhines and copiers. The job of
this group is to provide assistance, not run theragmon, so ecom managers and others
should not fear such assistance.

CONCLUSION

This document was created to provide a “thumb-nsiiétch of some basic issues of
emergency communications planning. The followihgmters contained in this booklet

are designed to help key ecom volunteers develkils necessary to become familiar
with such systems as NTS traffic nets, Skywarn Ne#gket Radio systems, and personal
preparedness. There is no true substitute forabgiactice and experience on public
service networks and operations. However, it ishmpe that this book will expand the

knowledge of many dedicated public service commatois.
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Amateur Radio Public Service Programs

In the early days of amateur radio, public serg@emunications was often spontaneous.
Now and then, a few local radio amateurs would fhmeimselves amidst a disaster, which
had demoralized commercial communications facditd simply step in to fill a need.
However, over time it became apparent that muctebservice could be rendered to the
community through organized emergency communicategtivities. As a result, today
we find a number of amateur radio public servicegpams. Many radio amateurs and
public safety officials are confused by the varideisns and acronyms used to describe
these programs. Perhaps the most often heardauestWhat's the difference between
ARES, RACES and NTS? In this chapter, we will tyieliscuss the three most popular
Amateur Radio emergency communications programs.yad\u will soon see, the three
are quite closely related and, in many cases, ¢laéyn the same membership!

Amateur Radio Emergency Service

The Amateur Radio Emergency ServifARES”) is a program administered by the
American Radio Relay League (“ARRL”), the Natiowklest and largest, amateur radio
organization. The ARRL administrative structurdisken down intdivisions usually
compromising a number of States within a Regionaha For example, the Great Lakes
Division consists of Michigan, Ohio, and Kentucky.Divisions are further subdivided
into Sections In most cases the term “Section” may be consaisynonymous with the
word “State.” However, many heavily populated aographically large states are
broken down into two or more “Sections” (e.g. Ndflbrida, South Florida, etc.). This is
done to ease administrative burden for League @fiavho must maintain contact with
their field organization throughout a large are&e Tleadership officials at both the
Division and Section level are elected by the ARR&mbership within that particular
area.

ARES programs on the Section Level are ultimatély tesponsibility of the elected
Section Manager However, most Section Managers (“SM”) deleght ddministrative
duties for ARES organization to an appointe8ection Emergency Coordinator
(“SEC”). The Section Emergency Coordinator, wiihaf approval of the Section
Manager, appoints locaEmergency Coordinatorg“EC”), who are responsible for
organizing radio amateurs to provide disaster andrgency communications services to
public and private relief agencies at the locaklevAn EC is typically appointed for each
emergency management jurisdiction within a Staféhis may be a County, City, or
District program.

Most ARES programs are structured on a county-lwatyobasis. In other words, there
is one EC per county within a State. Occasion#dhger cities or metropolitan areas will
also have an Emergency Coordinator due to the enmublic service needs of these
larger communities. This is especially true whermajor city has an independent
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emergency management jurisdiction as defined ugtlte Law, such as Michigan Public
Act 390.

It is important for local public safety officiale temember that ARES is an independent
program. While cooperation and coordination wiahal public safety agencies, such as
emergency management, is critical to success, hdsEultimately answerable to the
ARRL alone. Because ARES is an independent progttaenEC is encouraged to work
with all erstwhile public and private relief agencies meiof emergency. The successful
ARES program will typically have working relationgh with a diverse set of agencies,
such as:

State and local emergency management
National Weather Service

Salvation Army

American Red Cross

National Memorandums of Understanding are mainthinetween the Headquarters of
the American Radio Relay League and a variety ehags. Copies of these agreements
are available upon request.

One advantage of affiliation with the American RadRelay League is the support
offered by their Field Services Department, whichvides significant support to local
Emergency Coordinators in the way of training amtiniistrative materials, some
examples of which include:

Membership application forms

Operating Aids

EC Manuals

Public Service Communications Handbooks
Identification Cards

In addition to the above items, the ARRL conductaanthly column on the subject of
Public Service in its national magazin€®ST” Likewise, many ARRL Section

Emergency Coordinators and other officials condegular training seminars on the
subject of emergency communications planning aredains.

Radio Amateur Civil Emergency Service

The Radio Amateur Civil Emergency Service (“RACESH)the other hand, is a Federal,
state, and local government program designed twes&mergency Management
(formerly known as “Civil Defense). On a local é&yvthe RACES program operates
under the direct authority of a County or City Egercy Management Director. This
Emergency Management Director has the authorigpfmint a RACES Officér(* RO”)

or “Communications Officewhose responsibilities include the organizatiériAmateur

Radio Operators as an emergency resource formeparedness work. The authority to
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create a RACES program is granted to Federal, ,StateLocal Emergency Management
Agencies under CFR 4Part 97, Subpart Fof the Rules and Regulations of the Federal
Communications Commission governing the Amateuri&&ervice.

The origins of RACES date to World War Two when #hmateur Radio Service was
closed for the duration of the War. As a resulingnlocal government agencies lost the
much-needed assistance of Amateur Radio until whioke a special War Emergency
Radio Service could be created. This program operated in sttppbd local Civil
Defense efforts using FCC Licensed Amateur and Ceroiad Radio Operators,
providing much needed service to local governmening the war years.

With the coming of Civil Defense programs during ttold-war years of the 1950s, the
Federal Communications Commission decided to inghee future availability of
Amateur Radio for Civil Defense purposes in thenéva a national emergency. This
was done through the creation of the RACES prograithis program insures that
Amateur Radio operators will be available to assigh Civil Defense measures during a
declared national emergency; even if such indepgnoiegrams as the Amateur Radio
Emergency Service are prohibited.

In the early days of Civil Defense (1950s and 196BACES planning activities
concentrated on the cold war threat of nuclearcamyentional warfare. As such, a local
Civil Defense Director was likely to use RACES foery specific “Civil Defense”
functions. However, over time, local governmentgdn to realize that the same
planning concepts and material resources used it Befense planning were also
applicable to planning for, and responding to, stiolkeats as natural and technological
disasters (e.g. tornadoes, floods, chemical spilts).

“Civil Defense” eventually evolved into what we kmotoday asComprehensive
Emergency ManagementThe result is effective local civil preparedngsegrams that
require close cooperation between a wide variefyublic and private agencies. Today, a
County Emergency Management Director will insurat thn-going coordination between

a wide variety of agencies occurs duradphases of the emergency management cycle.
A few examples of agencies typically included ie tamergency management process
are:

Law Enforcement
Fire Service
Public Health
Department of Public Works
Private Relief Agencies such as:
American Red Cross
Salvation Army
Baptist Disaster Relief
Conservation Departments
Emergency Alert System (Broadcast media)
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The observant radio amateur will quickly note thetny of the “independent” agencies,
which are an integral part of the modern emergemeynagement program are those
agencies traditionally served by ARES. As suclait often be impractical to have two
completely independent Amateur Radio (ARES and RBY IBrganizations serving
clients who, by necessity, are working togethein some cases, the mere existence of
two independent Amateur Radio organizations withis context has led to infighting,
competition, and ultimately, a failure to deliver @ffective service to the community.

Combined ARES and RACES Programs

For an emergency management program to be trubgtefé, each disaster relief agency
and governmental department must insure that ressuare not being duplicated.
Furthermore, maximum efficiency is gained by inggrithat each specific emergency
response function is carried out by the agency bgsipped for that particular task.
These same concepts apply to Amateur Radio. Alesiagnergency communications
program with a unified leadership and a larger menstiip “block” is typically more
effective than several small “competing” organiaati. Therefore, many ARES and
RACES programs chose to “combine” under a singkedéeship with a common
membership body.

When ARES and RACES are combined, the EmergencydGwdor and RACES Officer
are simply titles applied to the same person. ARiEMbers hold identical positions in
both organizations. Only the name on the “hatthanged depending on the specific
emergency communications task being conducted. dinggement also insures that all
participating radio amateurs will be allowed to eem“on-air” for emergency response
purposes should a national crisis arise.

A combined ARES and RACES program requires sompeam@dion and consensus at all
levels. The ARRL SEC or Section Manager must nmakeappointments carefully and
with the consenof the local Emergency Management Director. Liissy the local
Emergency Management Director must be willing tcogmnize the necessity of ARRL
membership and the consent of the ARRL Section Menas a prerequisite to
appointment as EC (and RO). Fortunately, thesayareally minor issues and as such,
they seldom get in the way of an appointment. Asa#ter of fact, they often serve as the
foundation for future cooperation.

There is one caution however for combined ARES/RAQiItograms. Because RACES
is designed to support Emergency Management, #wasts a remote possibility that a
conflict of interest may arise when personnel assburces are diverted from a local
emergency management program to support anothdic poib private relief agency.
ARES leadership officials are cautioned to avoi@éresommitment and are encouraged
to educate local public safety and relief officialsrole of Amateur Radio in support of a
variety of agencies.

41



National Traffic System:

Like the Amateur Radio Emergency Service, Metional Traffic Systen(*NTS”) is a
public service program sponsored by the AmericadidRRelay League. As a matter of
fact, the ARRL was founded in 1914 to coordinated gszromote the organized
transmission of public service and emergency messatpus the word “relay” in the
name of this organization.

The NTS is best described as a system of commuomsahetworks, which provide for

the exchange of record message traffic throughaumtiNAmerica on a continuing, daily,

basis (See Chapter 3). The NTS might best be ibescas a type of “Western Union”

through which “telegram” type messages may be tnated for delivery to destinations

throughout North America. Because many disastevsrcmore than one county or state,
NTS networks provide the foundation for effectiv@ordination between two or more
ARES or RACES programs. NTS networks may servih@doundation for such tasks
as:

Point-to-point communications circuits with a SteteC or Headquarters.
Widespread reporting of weather conditions throwglaodisaster area.

The filing of status reports with government agesdin the absence of regular
telecommunications facilities.

The transmission of health and welfare traffic ehddf of disaster victims.

Because National Traffic System nets are layefegletare nets, which provide for the
exchange of both routine and emergency messagesertal levels. These are:

Local Nets

Local NTS Nets are typically combined ARES and NESs. These nets provide access
to the system for the origination and delivery adssages going to locations outside of
the local emergency management jurisdiction. Sdémoal nets meet on a daily basis
whereas others serve primarily as a training famctor ARES and RACES members.

Section Nets

Section Nets typically meet in the High Frequenaestipn of the Radio Spectrum. These
nets provide for the exchange of messages throughState or ARRL Section.

Region Nets

Region Nets facilitate the exchange of traffic with region. Typically, the region is an
entire FCC “Call Sign District.” For example, tk#ghth Region Net provides for the
exchange of messages between Michigan, Ohio, arsl Wiginia.

Area Nets
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Area Nets facilitate the exchange of traffic wittanbroad portion of North America.
There are three Area Nets covering the Easterntr&@eand Pacific areas of the United
States. These nets are linked by special poipbtot circuits, which provide for the
exchange of messages between Areas.

A more detailed explanation of how NTS works isluded in Chapter 3 of this
Handbook.

ARES and NTS

There are several steps that each EC/RO shoulditakeder to insure that effective
liaison with NTS takes place. These are:

Insure that all ARES and RACES members are tragwethat they have the
ability to draft and transmit a basic radiogram sage.

Maintain regular liaison between daily or weekly BRRACES Nets and
Section NTS Networks to facilitate the originatiand delivery of message
traffic.

Conduct regular training on basic net procedutesch ARES member should
be thoroughly familiar with the following:
- ICAO ("ITU”) Phonetic alphabet.
Proper methods for reporting into and out of austrc
Proper methods for spelling difficult names and agor
Proper methods for transmitting groups of figuresmexed groups
Proper transmission of NTS messages (“radiograms”).

Each ARES program should have access to at least pveferably three,
operators, with the ability to handle NTS messagsemg the following
modes:

Radiotelephone

Radiotelegraph

Digital (Packet, Pactor, Amtor)

Emergency Operations Centers (“EOCs”) and similatallations should be equipped for
access to NTS using each of the above modes.

It is important for the Emergency Coordinator tmesmber that NTS is not based on any
particular mode of communications. For NTS to be affective emergency
communications resource, a diversity of modes shbel available on both a local, as
well as a Section-wide, basis.

Many new Emergency Coordinators lack experiencé WiTS operations. One source
for NTS training is theARRL Section Traffic Manageor “STM.” The STM, like the
SEC, is appointed by the ARRL Section Manager foestise the administration and
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development of NTS programs throughout a particBtate of ARRL Section. The STM
may be able to provide an EC with the names andeadds of experienced traffic
handlers, who would be willing to assist with trevelopment of NTS capabilities within
a local ARES or RACES program.

In more populated areas with larger ARES prograims,local Emergency Coordinator
may wish to appoint aAssistant EC (“AEC”) to supervise NTS training and liaison.
This will insure that a specialist is always avaliéato insure continuing NTS capabilities
are available for the community.

One last word about NTS; one of the great advastag®&ITS is the convenient training
it provides the participant in the area of basit amerations and circuit discipline. Any
day of the week, an ARES or RACES member may cled¢k-an NTS net in order to

become familiar with the proper use of phonetichalget, prowords and prosigns,
spelling and transmission techniques, and so forflne ready access to this training
through regular NTS participation is far more efifee (and easy) than an attempt to
provide similar training in a meeting or classrosetting.

For a listing of both NTS and independent publiviee nets the reader is referred to the
ARRL Net Directory. This publication is available from ARRL Headquastdor a
nominal fee.

What is ARPSC?

Occasionally, one will hear the term ARPSC usectkference to Amateur Radio public
service programs. At one time, the American R&ltay League adopted this term for
use in reference to combined ARES, RACES, and Ni&grams. In other words,

ARES, NTS, and RACES were all considered part ef‘thmateur Radio Public Service

Corps.” The idea behind this terminology was tonpote on-going cooperation between
these three primary public service organizatiovdhile not commonly used today, many
ARRL Sections and individuals continue to use tkisn in an effort to emphasize the
importance of on-going cooperation between thesgrams. Consistent use of the
“ARPSC” title may also serve to eliminate some bk tconfusion present when
discussing Amateur Radio public service communicetiwith served agencies.

“Marketing” the local ARES or RACES Program:

In recent years, the communications capabilitiesnahy local public safety and relief
agencies have improved dramatically. The constmcof 800-MHz trunked radio
systems, the installation of Mobile Data Terminalspublic safety vehicles, and the
prevalence of personal wireless devices such asil@ellelephones have led many to
believe that the need for Amateur Radio is elimedat In reality, the need for Amateur
Radio will continue to exist far into the future.
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Amateur Radio operators need to remind both estadadi and potential clients that ARES
and RACES continues to offer a wide range of compations technologies at an

extremely attractive cost (“free”). As a matter fatt, no other radio service offers
similar “one-stop shopping” for such a wide rangeapabilities, ranging anywhere from

highly survivable radiotelegraph circuits to theek digital communications techniques.
As an added “bonus,” Amateur Radio throws in tlanegd personnel with a diverse set
of skills ready to assist served agencies at litlao cost!

Access to technology is only part of the picturevbeer. As high-tech capabilities
become readily available to much of the public, enpossession of two-way radio
capability is no longer sufficient to render thelimamateur of value to his community.
Today’s radio amateur must be a skilled communicatbis here that many Emergency
Coordinators “drop the ball.” In addition to havitfte proper equipment, it is necessary
to insure that ARES and RACES members know hovoitorounicate effectively!

There is no substitute for training on emergencymanications procedures. While

daily participation in NTS, as mentioned, is an abent starting place to learn

communications skills, other subjects, which shdaddaddressed by the EC or RO may
include:

Personal PreparednesfWhat type of equipment, message forms, and data
should one have ready?).

Operator Roles and Responsibiliti¢ghat is expected of me and how do |
interface with served agencies?)

BasicandAdvanced Skywarn Trainingvhere applicable).
Hazardous Materials Awareness Level Training

Net Control Operator training(How do | keep a radio log? How do | control a
net?)

The National Traffic SystenfHow do | draft a radiogram and transmit it on a
radiotelephone net?)

Introduction to Emergency ManagemégREMA Independent Study Course IS-
2).

Training programs appropriate to local conditions.

The Emergency Coordinator is encouraged to remethbéthe primary role of Amateur
Radio is communications. It is often tempting teclude ARES members in training
classes that might be better suited to relief warleend public safety personnel. There is
certainly nothing wrong with this. However, suclaiming should besecondaryto
fundamental training on subjects related to emargenmmunications methods.
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The variation in local conditions from such factassdiffering hazards, population levels,
and so forth are such that it is outside of thepscof this book to provide detailed
information on how to conduct a local ARES or RACESgram. However, there is no
substitute for basic communications skills andceite planning.

Independent Amateur Radio Public Service Programs

Some States and localities maintain independentgamey communications programs
operating under the direct supervision of a govemnagency or similar organization.

These programs have often arisen when such progrardRES have failed to provide

adequate service to the particular agency in questiln other cases, such programs
utilize the technical skills of local radio amateuo maintain and operate government
telecommunications systems. Unfortunately, a féwhese independent programs have
arisen out of personality conflicts and power gglag between Amateur Radio

organizations.

As a general rule, there is nothing wrong with peledent emergency communications
organizations. The goal should be the same forAatlateur Radio public service
activities; to serve the public in time of emergenddowever, emergency management
agencies and radio amateurs are cautioned to amyidsituations, which may result in
decreased service delivery. Cooperation must sasvéhe foundation for all Amateur
Radio public service programs. ARES, RACES, amtependent organizations should
meet regularly to clarify roles and responsibiifi@and if possible, to insure that mutual
aid will take place in time of emergency.

Starting a local program:

Despite the fact that ARES and RACES programs lheen around for decades, many
locales still lack a local program. In some caffesre may have been a similar program,
which has since folded for a variety of reasonghilg\it is outside the scope of this book
to provide extensive details on starting a localgpam, a few basic ideas apply to the
process.

The first step in starting a local ARES or RACE®Sgam (assuming a similar program
does not already exist) is to request appointme@inaEmergency Coordinator. As noted
above, this may be done through the ARRL Sectiorrdgency Coordinator or Section
Manager. The name and address of the Section Mangagvailable in each issue of
QSTmagazine, the journal of the ARRL. Contact infatimn may also be available via
the Internet. Keep in mind that one must be a negmi good standing with the
American Radio Relay League in order to be appdintgnder some circumstances, one
may be appointed an “Acting EC” until which timarembership application has been
processed.
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Once the appointment of EC has been made offiBRRL Headquarters will supply the
new appointee with a quantity of training infornaattj including various handbooks,
membership application forms, operating aids, anfbgh. Look this information over
carefully. There is quite a bit of useful inforneat contained within it.

Recruitment

Before holding a meeting or engaging in promotiéryaur new ARES program, it will
be necessary to have a well-planned presentatiavhaih one wishes to accomplish. One
may wish to begin by preparing a “draft” missioatstment for the organization. This
will allow all involved to keep the primary goal pliblic service in mind during initial
discussions. Some other tasks, which should be donadvance of membership
recruitment include:

Solicit the support, or create partnerships, witbal Amateur Radio clubs.
This will allow the newly appointed EC or RO to chahe majority of active
radio amateurs in the community.

Arrange with a local radio club or repeater orgahans for the authorization
to use at least one, preferably two, VHF (“2 meteepeater systems for
ARES activities (primary and secondary). The 144Adnd is ideal for this
purpose because it is used by more radio amatbars dny other band for
local communications. Select the system based on:

Coverage area (does it cover the entire county?)

Emergency power (preferred)?

Auto-patch (MRAS) capabilities (nice, but not neszey)?

If possible, you may wish to negotiate additionacess to a 440-MHz
repeater for use as a secondary system. Thesalssh to do this, but access
to a UHF repeater is important during some emengantvities.

Prepare a questionnaire, which may be distributecheetings or via mail.
This questionnaire may be used to determine whhs$ sikd communications
capabilities are available within your new membgrdbody. Some areas of
interest include:

NTS experience; Phone, CW, digital

Skywarn weather spotting experience or training

Public Safety experience

Prior military service or similar experience

The member’s individual equipment capabilities unfileed (home),

portable, and mobile conditions.

Ways in which the member can be reached. Ask donéhand work

telephone numbers, pager numbers, and so forth.
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Once the basic administrative details have beerkedsout, the time comes to visit the
local clubs, seek registrations, and generallyk*tgd” the program. Use this opportunity
to announce an initial organizational meeting toplement the ARES or RACES
program.

Another useful tool for membership recruitment ikect mail. The ARRL can provide
the EC with a list of Affiliated Amateur Radio Clsitor a list of all ARRL members
within a specific set of USPS Zip Codes. Thesemaer-generated lists may be used to
create a mailing list with which to send out ifitteecruitment” letters announcing an
organizational meeting. Likewise, such Interneddzhresources as “QRZ” and so forth
may be used to search for radio amateurs livin@iwiyour City or County who are not
ARRL members. This later point is important. Véhilne must be an ARRL member to
be appointed EC, one needtbe a member to join or participate in ARES adesit

As membership recruitment continues, the new ECwaht to seek out individuals who
can serve as Assistant Emergency Coordinators (‘$8E®ho will be charged with the

responsibility of developing specific capabilitispecific to the local area. Some
examples of typical AEC responsibilities include:

NTS Training and Liaison

National Weather Service Liaison (“Skywarn”)
Local Net Manager

American Red Cross Liaison

Salvation Army Liaison

It is the author’s recommendation that the orgammal framework of the local ARES

program be created in advance of approaching keraled agencies. Most public safety
officials have had their “fill” of frustrated pokcand firefighters and will therefore tend
to look at volunteer programs with a high degreeswspicion. This is understandable
under the circumstances. It is therefore necedsarthe EC to be well prepared for
meetings with local officials. One of the best wap be prepared is to have the
organizational structure and membership alreadylace. In this way, one can not only
sell a “product” that already exists (as opposedamoidea), but one will have the
personnel available to conduct suitable demonstratiof the capabilities of Amateur
Radio.

New Emergency Coordinators should not expect 10@epé¢ success at first. Avoid
over-commitment and be sure to start small. Thpeaet of both served agencies as well
as local radio amateurs will be earned slowly. pAblic visibility increases, demands for
local ARES capability will also increase. Befoomd), one may have more business than
originally bargained for!

Retention

Membership retention is perhaps the most signifiganblem facing a local ARES or
RACES program. Without adequate activity, membeér$t away. If too much
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responsibility is placed upon the shoulders of latireely few members, individuals
“burn-out” and leave the program. Likewise, indagd mobile and fast-paced society,

job pressures, family responsibilities, and trarssfeo distant areas, also negatively
impact membership.

Members must perceive training programs and pug@iwice activities as being useful.
This means realistic, relevant training and judisiese of membership time and energy.
The EC should work closely with served agenciesobtain worthwhile training
programs. Likewise, served agencies must be eagedrto “thank” the membership
through awards, perhaps a yearly “banquet,” or sother method of saying “thank you
for your commitment.” Just a simple piece of “wadlper” in the form of a certificate
will do much to maintain enthusiasm of an activeE8ror RACES member.

Conclusion

As stated earlier, it is beyond the scope of themdibook to provide extensive step-by-
step instructions in the areas of leadership agdrozation for new ARES or RACES
programs. It is the author’s firm belief that gpea mind and honorable intentions will
serve as a firm foundation for those wishing toadep an effective local program.

The reader is encouraged to pursue much of theirffioemation available through both
the ARRL as well as literature geared toward mamege and leadership techniques.
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THE NATIONAL TRAFFIC SYSTEM

The National Traffic System (NTS) is a system ofeled nets, which provide for the
systematic exchange of record message traffic tfimout the United States. The system
is designed in such a manner that no one statiepenator is required to participate on a
nightly basis.

The foundation of the NTS is the standard “radiogrdormat. The radiogram format
has origins dating back to the Western Union anstd®d elegraph message formats of
the late 19 century. Many concepts adopted for the transwomissf formal messages
over 100 years ago are still applied today in aewidriety of communications systems,
including military and maritime networks, the NT&nd even the Internet! The
standardized radiogram format offers a varietydvamtages for certain applications:

The standard format insures that messages arritfeeat destination accurately
transcribed and intact, particularly when seveedhys are required during the
transmission process.

Standardized message format limits liability by ydong a written record of
messages handled. Furthermore, the requiremeiat $aynature on the part of a
competent authority during time of emergency furthmits liability of radio
amateurs providing disaster communications.

The service data included in the message preantiblesaa delivering station to
not only easily identify the originator and his/Hecation, but also refer the
originator to a particular message, which may beleliverable or require
clarification.

The standardized preamble also contains key infibtomaof potential critical
importance to the addressee, such as “place ofnbrand date and time of
origination

The use of the NTS message format is of significsahtie for the transmission of high
priority message traffic or health and welfare fcdtions/inquiries during
communications emergencies.

How NTS works:

The NTS, as mentioned above, is made up of a yawieinterwoven nets, all of which
meet according to a specific schedule. Traffidh@xge between networks is provided by
key stations; called “liaison stations.” These ieted represent their respective nets on
special “upper echelon” networks, which facilitéte flow of message traffic throughout
North America.
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Local Nets

The most basic net is the local net. Many of thrests serve a dual purpose of both NTS
affiliate and ARES or RACES net for a county orycitThese nets typically meet on a
given day each week and are therefore utilized gmilgnas a training-ground for local
ecom group members who wish to learn about publigice communications.

There are local NTS nets dedicated solely to thrpqme of traffic handling. These nets
typically operate using VHF-FM on wide coverageeaers, or serve large metropolitan
areas such as Detroit, Michigan or Dallas, Tex&aes€& nets often meet on a daily basis
to insure that reliable outlets exist at all tinfesroutine NTS message traffic. Because
of the limited coverage area of these nets, theyesgrimarily as a final delivery point or
an initial origination point for NTS traffic. Inrder to be effective, liaison must be
maintained with the next highest echelon of NTSoadled theSection Net.

Section Nets

Section Nets are perhaps the most numerous and @oroindedicated NTS networks.

Section Nets typically cover a state or ARRL Settid-or example, the Michigan Net

(QMN) provides a communications circuit for the lkange of message traffic

throughout the State of Michigan. Some large guubaus states, such as Florida and
Texas, may have several ARRL Sections (e.g. Nolbhida, South Florida, etc), each

with separate section traffic nets.

Most section nets meet on 80 or 75-meters withenHigh Frequency portion of the RF
spectrum. The most common modes are radiotelephoderadiotelegraph (“CW").

However, some sections are currently developingraated digital methods for the
transmission of radiogram traffic at the sectiorele

When traffic is listed for a location outside theigdiction of the Section Net (“through
traffic”), it is taken by an assigned liaison statito the next echelon of the NTS, the
Region Net

Region Nets

The Region net typically covers a single call siigtrict. For example, Michigan, Ohio,
and West Virginia, all of which make up the Eigh@tall District, fall within the
jurisdiction of the Eighth Region Net (8RN). Thiet provides for the exchange of
traffic between these three states.

Region Nets usually operate as “closed” nets. @agrgned liaison stations representing
Section or Area Nets should report into a Regioh Nghould a station check-in while
not representing a particular Section or Area Netmay be excused politely by the Net
Control Station. An exception to this may be aistalisting Priority or Emergency
Traffic or stations functioning within a specialtong set-up during disaster operations.
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Should a piece of traffic destined for a locatiaristde of the jurisdiction of the Region
Net be listed, it is taken by an assigned liaigatian to theArea Net

Area Nets

Area Nets cover a broad portion of North Ameriddere are three region nets covering
the Eastern, Central, and Pacific Areas of the ddhBBtates. These nets provide for the
exchange of traffic between Region Nets within thea. For example, traffic for
Florida which originates on a Michigan Section weuld pass first to the Eighth Region
Net, then to the Eastern Area Net (EAN), then te Bourth Region Net (4RN), and
finally to the Florida Section Net, where it coldd picked up for delivery.

Traffic for which no outlet exists within the judtion of the Area Net is passed to its
proper Area Net via special point-to-point commati@ns circuits which function as
part of theTrans-continental Corp6TCC).

Trans-continental CorpgTCC):

The TCC is not a net, but rather a group of higsiylled operators who meet on
schedules to exchange traffic, which must pass dmmwArea Nets. These
communications circuits are typically high-speedliotelegraph circuits or digital

networks. For example, a message from Michiga@dbfornia, after passing through
the Section, Region, and Eastern Area Nets, woale lto be transmitted to the Pacific
Area Net via the TCC.

Message Routing Examples

Message from Michigan to Florida

Michigan Section Netto Eighth Region Net (8RN)to Eastern Area Net
(EAN) to Fourth Region Net(4RN) to Florida Section Net

Message going from Michigan to West Virginia

MichiganSection Netto 8RN to West VirginiaSection Net

Message from Michigan to Los Angeles

Section Netto 8RN to EAN via TCC to PAN to 6RN to Section Net
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NTS Cycles of Operation

There are four cycles of operation within the Na#b Traffic System. Each Cycle
represents a complete exchange of traffic betwdlemets within the NTS. Typically,
only two cycles operate on a routine (daily) basisse being cycles two and four. These
cycles are often referred to as the “daytime” (ey2) and “nighttime” (cycle 4) cycles.
The daytime cycle is typically built around radiefghone nets, and the evening cycle,
due to the increased traffic load, is typicallylbaround radiotelegraph nets.

The cyclical concept is designed to allow for th@sth flow of traffic during periods of
heavy usage, such as holidays or during commuaitatemergencies. Cycles 1 and 3
may be added (activated) as necessary to facithatdow of additional traffic.

Within each cycle, a Section Net has some flexipilis to when it meets, however,
Region and Area Nets will typically conform rigidlp the times identified in their
respective cycles. The NTS Cycles are as follows:

Cycle One Cycle Two

10:00 AM Section 1:00 PM Section
10:45 AM Region 1:45 PM Region
11:30 AM Area 2:30 PM Area
12:30 PM Region 3:30 PM Region
Cycle Three Cycle Four

4:00 PM Section 7:00 PM Section
4:45 PM Region 7:45 PM Region
5:30 PM Area 8:30 PM Area
6:30 PM Region 9:30 PM Region

10:00 PM Section

Operation in Disasters

Contrary to a belief held by some radio amatetns,National Traffic System does not
exist as an alternate to the Public Switched TalepiNetworks or the Internet. Rather,
the NTS system provides a highly survivable commations network for use during

communications emergencies that may require medwrtong-haul communications

capabilities. NTS networks also provide an easdgeased method through which an
individual radio amateur can obtain practice araintng on the use of standardized
network communications procedures.

During normal times, deviation from the regular NT&iting system is considered
detrimental to the overall “health” of the systentowever, it is not necessary to
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maintain the routine flow of traffic throughout thEI'S system during a communications
emergency. For example, special routings, pokgeint circuits, and temporary high-
capacity digital circuits can be set up to faciétahe flow of traffic between a disaster
area/operation and key locations. For examplegiat4o-point circuit may be set up
between a State EOC and a disaster operation omeach post for high priority
messages.

Independent Traffic Nets

A number of independent traffic nets also providéliz service communications using

the standard radiogram format. These nets areanstidered “NTS” nets; however, they

rely on the standard radiogram format for the tnaiesion of message traffic. Such nets
as the Hit and Bounce Neétor “ARTS cover wide portions of the country. In addition

to providing additional traffic flow and outletsaison is often maintained with NTS

Section Nets by participants of these programs.nya these independent nets have
been in operation for decades and continue to geowautstanding, efficient service.

Check the latest edition of tARRL Net Directoryor frequencies and times.

Preparing for disaster operations

NTS members are encouraged to prepare for disadtes following ways:

Equip your station with emergency power, eitheregator or battery, which will
allow you to operate a minimum of 24 hours at reabte power levels.

Obtain 50 copies of the standard ARRL Disaster #elMessage Form (ARRL
Form FSD-244) and familiarize yourself with its use

Contact your local Emergency Management Office amtief agencies.
Familiarize them with your access to a communicetimetwork, which can
provide emergency communications throughout bothbryocal area and the
United States.

Be sure to register with your local ARES/RACES parg. Inform your local
ARRL Emergency Coordinator of your affiliation witiT'S.

Equip your home computer with FAX software, whiclilwallow you to FAX
messages directly to a served agency in time ofganey. Be sure to telephone
first to insure someone is awaiting the arrivalngportant messages!

Understand the use of proper message format amdiatsd skills such as the
ability to print neatly or type, and know how toelgea radio log.

Promote NTS amongst your local amateur radio coniiylun
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It is important to remember that many ARES Emerge@oordinators and RACES
Officers have no idea how NTS operates. Many nvayneonsider NTS unnecessary to
their local program. However, experience shows WES can play a critical role in time
of emergency. When an emergency strikes, be suddfér your services to the local
ARES program or your local served agencies.

Understanding the Radiogram Format

The radiogram format consists of three main pahspreamble (contains the service
information), thetext, and thesignature. Each component plays an important role in the
transmission of written message traffic:

The Preamble

Message NumberThis first component in the radiogram is the ragesnumber. This
serial number is assigned by the originating stabeginning with “1” at the beginning
of the year. Some stations begin a new seriesuafbers each month when traffic
volume warrants it.

The message number allows a delivering or relagtagion to reference a particular
message should a problem occur while the messagelgrthrough the system. Imagine
yourself originating hundreds of messages duridgsaster operation and having to read
each one should a reply refer to a specific messagmtent! The assignment of a
message number eliminates this problem!

Please avoid assignment of large or unwieldy nusen originating traffic.

Precedence The precedence of a message is assigned byritieating station and
indicates the importance of the traffic to the panthose signature appears on the
radiogram. There are four precedences, which ateithe order in which traffic should
be handled on the network. In order of importahey are:

1. Emergency
2. Priority
3. Welfare
4. Routine

Specific definitions of each precedence appeahéndperating aids associated with this
book.

As a general rule, Emergency traffic should “gdt-tfie system at the first access to
Public Switched Telephone Systems or similar concrakf government service. Large
volumes of priority traffic are often handled oresfl point-to-point circuits between
official agencies in time of emergency.
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Handling Instructions (HX): (Optiona) Handling Instructions (HXA through HXG)
provide guidance for the delivering station on htawhandle the disposition of the
radiogram. For example, the handling instructibfXC” asks the delivering station to
report the time and day of delivery to the origingtstation. Please sé@&RRL Form
FSD-218 also called the “Pink Card” (ARRL Amateur Messagaerm) for specific
definitions of each handling instruction. Thisamnhation is also available on QMN
Form 9802. Thélational Radio Emergency Nieas also implemented several additional,
specialized “HX” handling instructions.

Station of Origin This is the call sign of the first station to ggathe radiogram on the
air. For example, if one radio amateur calls aeotdio amateur on the telephone and
asks him to originate a radiogram, the stationrajio would be that of the station who
first places the radiogram on-air. This policyures that service messages arrive (are
returned) to a party who is both active and capabtgperating on NTS networks.

Check (“Group Count” These figures indicate the number of words oetéigure
groups in thetext of the message (excluding address and signatuegch word is
counted as one group and mixed groups are coustedeaword. For example:

American Radio Relay League 4 groups
ARRL 1 group
WBS8SIW 1 group
313-477-3957 1 group
313 477 5665 3 groups

Therefore, the textWishing you the best in your new locatiovould have a group count
(“check”) of 8.

When an ARL Numbered Radiogram message (preforthigte) is included in the text,
the group count is preceded by the initials “ARL(e.g. “ARL 5”). Therefore, the text
“ARL Fifty Thanksgivingwould have a check of “ARL3".

Place of Origin The place of origin is the location of the indival or agency whose
signature appears on the radiogramot the location of the station of origin. For
example, if a radio amateur in Ann Arbor, Michigaansmits a radiogram for a friend in
Franklin, Tennessee, the place of origin would Beafklin, TN”, not Ann Arbor,
Michigan.

Time of Origin: (Optional) This part of the preamble is fairly self-explayrgt It is the
time the message is draftedWTC (GMT). Donot use local time on any NTS message
traffic. Therefore, a rain gauge report to theidial Weather Service filed at 6 PM EDT
would have a time of origin at “2200Z.”

Date of Origin This is the date on which the message was fiedrigination. Use

only the standard three-letter month and day. ekample “May 13" or “Dec 24" is OK;
5/13 or 6/24 imnot. Also, remember that a new radio day starts alA00T herefore, a
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message originated at 705 PM Eastern Standard dimdarch 22, would actually have
a date of March 23! In other words, “0005Z Mar 23"

The Address The address should be as complete as possibldudé the full name,
address and telephone number (with area code) whem®ssible. Use the standard
two-letter state abbreviations at all times (e.gctvgan = “MI”). Telephone numbers
should include the area code if possible. Origirsashould not use punctuation in the
address

The Text

The second part of the ARRL Radiogram is Tiext. Try to limit the text to 25 words or
less. A surprising amount of important informatican be conveyed accurately with the
deletion of unnecessary words and phrases. Dmaolkide punctuation such as comma,
period, parenthesis, etc. However, do use thediX'X-ray” in place of the period. This
is similar to the “stop” used in old-time telegrams

ARRL Numbered Radiogram Texts

The American Radio Relay League has developediessef special “texts” or phrases,
which are represented by codes called “ARL Numbeffiese special ARRL Numbered
Radiogram Texts speed up the transmission of realng, For example, the cod&RL
One means Everyone safe here. Please do not wdrryikewise, ARL Forty Six
means Greetings on your birthday and best wishes for naoye to comé&. The idea
behind ARRL Numbered Radiogram Texts is to presemaleable circuit capacity by
limiting the amount of time it takes to transmitn@ssage text. A complete set of ARRL
Numbered Radiogram Texts can be found with theadjpey aids section beginning on
page 147..

Some rules to follow with respect to using ARRL Naered Radiogram Texts are:

Include the letters “ARL” in advance of the chetf§réup count”) in the message
preamble whenever using an ARL Numbered Radiograxt.T However, the
check is determined in the usual manner. For el@mpmessage containing the
text “ARL Oné would have a check of “ARL 2.” In other word&gtoriginator is
indicating that an ARL number is contained withime ttext of the message;
however, there are still only two groups in thetltex

Alwaysspell-out the ARL Numbered Texts. In other wordsRL Forty Six” is
acceptable, whereas “ARL 46 not The same rule applies when transmitting
them via radiotelephone. For example, “ARL Forty”$s transmitted as “ARL
Forty, | spell,Foxtrot, Oscar, Romeo, Tango, YankEerty, Six, | spellSierra,
India, X-ray, Six.” This prevents someone from copying, foamyple, “fifty” as
“sixty,” thereby significantly altering the meaninfithe message.
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Two or more ARL Numbered Radiogram Texts may béushed in the message.
However, be sure to include the *“fill-in-the-blankiformation, if applicable,

immediately after its respective ARL Number. Feample, consider this text
containing two ARL Numbers:

“ARL Fifty One Ohio State FaiARL Fifty Three_package 73"

This radiogram text contains two ARL Numbers ar@hstates asGreetings by
Amateur Radio. This message is sent as a freecpsdalvice by ham radio operators
at the_Ohio State Fair Am having a wonderful time. Received your pgekadt’s
appreciated; many thanks. .73The check would be “ARL 12.”

This raises another point! Always translate theL Aumbered Radiogram Texts in

advance of delivery. They are codes representngn@only used phrases. Pity the
poor member of the general public who is telephohgdan inexperienced radio

amateur with the message “ARL Five.” The addresgd#lehave absolutely no idea

what it means! Likewise, be sure to convert thedy into a period in advance of

delivery, particularly when delivering a messageviiting.

The Signature

The signature is self-explanatory, however, a caugl points are important. First,
official messages during time of emergency shouéd signed by competent civil
authority whenever possible. Second, feel fremc¢tude a telephone number or address
with the signature where appropriate.
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RADIOTELEPHONE NET PROCEDURES

Unlike radiotelegraph nets, the procedures used radiotelephone nets vary
tremendously depending on the nature of the reetnémbers, and the type of business in
which it engages. Furthermore, the procedures wikdiffer depending on whether the
net is primarily used for tactical functions (suah many ARES nets), traffic handling
(such as many NTS nets), or severe weather spg#iirglp as many Skywarn nets).

The suggested guidelines presented here are gendesl based on standardized
procedures for radiotelephone traffic nets. Whieecking into a phone net for the first
time, one may need to modify his or her procedsfhghtly in order to “fit-in” with the
local group. However, regardless of the infornyatit a net, one should remember that
there is no place on any public service commurooatnet for poor operating practices.

Circuit Discipline :

In order for any communications circuit to operaticiently, it is necessary to maintain
a measure of circuit discipline. This is the jdittee Net Control Station (NCS). At all

times, the NCS is the boss of the net. His regugsbuld be complied with immediately
unless one has reason to believe they are incorr€te should not transmit unless
invited to do so by the NCS. Of similar importarase the following rules applicable to
all radiotelephone nets:

Net Guidelines

Avoid unnecessary transmissions and phrases. &e#pnsmissions short,
succinct, and to the point.

Always determine that the net frequency is unocadipiefore transmitting.
Be prepared to move to alternate frequencies &r tieffic.

Use the correct message format and procedures.

Comply immediately with the instructions of NCS.

Use the correct ITU (ICAO) phonetic alphabet.

Never leave the circuit without first notifying NCS

Do not transmit without the permission of NCS.

Perhaps the most important rule is;Listen. It is often possible to learn everything you
need to know about the status of a net or emergepeyation by simply listening for a

period of a few minutes. Do not simply jump intonat and waste valuable circuit

capacity by requesting information. We've all hedlr before; the Skywarn net is in

progress, and two or three “lids” (slang for “pagrerator”) jump in and say: “Is there a
weather watch?” Meanwhile, critical reports of ehstions are being delayed. Need
one say more?
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Again, the following procedures apply mainly toffi@nets; however, they are equally
applicable to nets serving other functions, suctaescal or Skywarn operations, and so
forth.

Checking into the Net

Without Traffic

The proper procedure for checking into any radegibbne net (without traffic) is as
follows:

Say “This is

Unkey your mic to make sure you are not “doublingth another station
Transmit your call sign phonetically

State “no trafficover’

For example:

“Thisis ..... (unkey)....Whiskey Eight India Hotel Xyrano traffic,over”
With Traffic
The procedure for checking into a net with trafi@most identical:

Say ‘This is”
Unkey your mic.
Transmit your call sign phonetically.
List your traffic
Quantity
Precedence
Destination
Followed by the proworddver’

For example:

“This is...Kilo Eight Quebec, Mike, November, one routinetidg, two priority
Lansing,over.”

When checking into the net, remember that mostcoetrol operators are keeping a
hand-written radio log. Therefore, be sure to kmdawly and deliberately, allowing the
NCS enough time to write down your call sign araffic list! It is especially important
that one give their call sign phonetically whestfichecking into the net.

When listing traffic for small towns, unusual destions, or by call sign, you may wish
to spell the location phonetically. For example:
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“One Routine Podunk,  Ispell, Papa Oscar  Delta, Uniform,
November Kilo, Podunk, over.”

“One Priority Whiskey Eight,  Zulu,  Zulu, over

The net control operator will typically allow a nber of stations to report into the circuit
before acknowledging those stations checking-inhis Timproves net efficiency by
avoiding unnecessary “net calls”. The NCS may aekadge a group of check-ins in
the following manner:

“RogerWB8SIWNBAHA WIBK, KABKDR no traffic; W8IHX 1 Routine
Detroit, 2 Priority PontiacwW5WE 1 Routine ThroughOut.

The Prowords:

Prowords, or “Procedural words” are the equival@ftthe “Prosigns” used on
radiotelegraph nets. Skillful use of prowords samificantly improve the efficiency of
a radiotelephone net. All operators should be famwith the proper use of the standard
prowords. These are:

“Over” A reply is expected, “go ahead.”

“Out” No reply is expected. Do not respond (mlikb “hanging
up” the phone).

“Roger” Received and Understodd@T “Yes”)

“Affirmative” Yes

“Negative” No

“Clear” Same as “Out.” No reply is expected

“Say Again” Repeat

Please take some time to familiarize yourself itk proper use of these prowords and
phrases. Likewise, review these basic check-inquoes several times using your own
call sign and some “imaginary traffic.” Be sureuse the proper prowords when doing
So.
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Signal Reports

Unlike routine communications, there are severfféint phrases, which can be used to
provide a signal report on a radiotelephone circliliese are quite self-explanatory:

“Good Readable”
“Fair Readable”
“Poor Readable”
“Weak Unreadable.”

Avoid unnecessary language by using these starzdarghrases.

When establishing communications with another @tatifrom whom you will be

receiving traffic, be sure to provide him with arsal report. This will allow him to

adjust his transmission speed and “spelling” pracesl to suit your particular receiving
situation. For example, let's say thaB8SIWhas traffic folW8IHX A proper exchange
might be:

“WB8SIW this is W8IHXover’
“This is WB8SIW are you ready to copgyer?”
“This is W8IHX fair readable, ready to copypver’

Receiving Traffic:

Establishing Communications

When two stations are directed to exchange messaffie, the station receiving the
traffic alwaysestablishes communications with the station hgidime traffic. This is
especially important when two stations are sentobfthe net frequency to clear traffic.
This procedure insures that the receiving statias & clear frequency to work with.
Once initial contact is made, the receiving stasbould provide the transmitting station
with a suitable signal report.

While traffic is often exchanged on the net frequent is often preferable that net

members be sent off frequency in order to improgtaificiency. The procedures for
each situation are:

Exchanging traffic on net frequency - example
The Net Control Station will instruct two net paipiants to exchange a routine message:

NCS WB8SIWcall N8AHA ONe routine Ann Arboout.
WB8SIW. This isWB8SIWair readable ready to copyer.
N8AHA: This isSN8BAHAMessage Number........
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Please note the lack of unnecessary language.ofértor at WB8SIW simply lets the
operator at N8BAHA know how well he is being hearndl dhat he is ready to copy the
message. Also, note the use of the proword “owtiich indicates the NCS has
surrendered the frequency to WB8SIW and N8AHAwilt be theirs until which time
WB8SIW acknowledges receipt of the traffic and ubesproword “out.”

Exchanging traffic off-frequency — example

In this example, the NCS will send WB8SIW off freamey with NBAHA to receive one
routine message for Chelsea, Michigan.

NCS WB8SIW callNBAHA 3932 KHz one routine Chelsaayer.
WBS8SIW: WB8SIWroger, out.
NS8AHA: N8AHA roger, out.

An alternate procedure would be for WB8SIW and N&Akb simply state their call
signs, dispensing entirely with the prowords “rogart.” This would serve as adequate
acknowledgement of the instructions from NCS.

WB8SIW and N8AHA will now move (QSY) to 3932 KHzRemember, the station,
which will be receiving the traffic, always callbet transmitting station. Therefore,
WBS8SIW will call NBAHA; provide a signal report, dnstate “ready to copy.” If
conditions are difficult or interference is preseihtmay be necessary to first establish
communications. For example:

WB8SIW. N8AHAthis isWB8SIWover.
N8AHA: This isSN8AHA how do you copypver.
WBS8SIW. WB8SIWwveak readable, ready to copyer.

In this later example, N8BAHA now knows that hisre&gis weak, but readable. He will
take extra care to spell difficult words, perhapgeat the occasional difficult phrase, or
transmit more slowly.

Receiving the Radiogram

The transmitting station will commence transmissaina radiogram with the phrase
“message numbérfollowed by the entire message preamble. Thesags preamble
consists of:

Message Number

Precedence

Handling Instructions (optional)
Station of Origin

Check

Place of Origin
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Time of Origin (optional)
Date of Origin
Address

These items will be transmitted in the order in abhihey appear on the radiogram form.
They shouldhot be preceded with a “title phrase” such as “Pldd®rigin”, “Check”, or
“Station of Origin”.

Upon completing transmission of the preamble infation, the transmitting station will
say ‘break’ and unkey his mic before continuing into the tex@his provides the
receiving station an opportunity to ask for anyisfi or confirmations on the preamble
material. If, after a brief pause, the transmiftgiation hears no interruption, he should
automatically continue with the transmission of tbet. In other wordsf you copy the
preamble correctly and require no fills, you simply keep quiet at the first break
Your silence will be your assent to the properlyeieed information.

The transmitting station will then continue witteteecond part of the radiogram, thet

A properly transmitted radiogram should be doneaaspeed at which the average
operator can write comfortably. Upon completing ngrmission of the text, the
transmitting station will again say the word “brgaénd listen for any “fill” requests. If
he does not hear a fill request from the receigitagion, he will conclude transmission of
the radiogram with the signature.

Upon completing transmission of the signature ttAesmitting station will state:
“end, no moré if he holds no other traffic
or

“end, more to follow if he holds additional traffic for the receivirggation.

If one has received the entire message corretilynecessary to acknowledge receipt of
the traffic. This is done using the prowoiRidger.” For example:

Say your call sign
Say “Roger”
Say the message number.
Say “Out” (no reply expected).
For example: WB8SIWRoger message number 224yt.”

Note the use of the proword “out.” No other commations is required between the
two stations.
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Requesting Fills

Fills may be requested at three places duringrémesinission of the radiogram.

At the first break following the address (preamble)
At the second break following the text
At the conclusion of the message after the sigeatur

All fill requests should be preceded by the phr&Say Again” This phrase may be

followed by:
- Word Before

Word After

From to (insert appropriate words)

All Before

All After

Group (insert group number)

For example: Say agairword after Robert” orSay agairgroup 15.”

The station transmitting the radiogram should abkvegply to a fill-request by repeating
the request, then providing the actual fill itseFor example, a typical exchange might
be:

“Say againword after Roberipver’
“I say againword after Robert, Johnson, | spell, Juliet @ddatel November
Sierra Oscar November, Johnsomyer’
“Roger, over
Up to three fill-requests may be given at one tirker example:

“Say agairword after Robert; saggainword before Hickory; saggaingroup
23,over’

If you have requested fills at the conclusion o thessage (after transmission of the
signature) and you have received all fills corregtith no further need for clarification
on message content, just use the standard ackngeviexht of message receipt:

“Roger message number over (or out if no moredraffto be exchanged).”

When Group Counts do not Agree

Occasions will arise when the number of words, rmugs, you count upon receiving a
message will not agree with the number stated enpiteamble. It therefore becomes
necessary to inquire as to the accuracy of thepgcount. The procedure is simple:
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Note the number of groups you copied in the mestade
Say “Is the group count (insert the numbeayrofips you countedpver”

The transmitting station will then recount the gyswand, if his count agrees with yours,
he will confirm your count and you may change thessage preamble to the corrected
figures. For example:

“Is the group count 15ver”
“Correct, group count 1mver’
“Roger message number @@yt.”

If the transmitting station’s count of the groupghe text is different, he should then say:

Wrong, groups (inserts the correct number)
Transmit the first letter or figure of each grouppetically.
The receiving station then “rogers” or requestsoropriate fill.

For example, consider the following example pentgjnto the text “I hope you are
having fun 73":

“Is the group count sixpver”

“Wrong, group count seven, India, Hotel, Yankédpha, Hotel, Foxtrot, 7,
breakover”

“Say again word after ‘arever”

“| say again word after ‘are’, ‘havingaver”

“Roger message number 2iyt.”

Transmitting the Radiogram:

Transmission of the radiogram to another statiora ifairly straightforward process.
However, it should be remembered that radiotelephoets have quite limited circuit
capacity. In other words, only a limited amounttrafffic can be transmitted in a given
time period using this mode of communicationsis therefore necessary to eliminate all
unnecessary language. For example, if a SSBdra#t is in session for an hour, and
each station transmitting traffic were to repeat phrase “place of origin is”, it would be
easy to consume such time as would be the equivedethe transmission of several
radiograms!

Spelling Difficult Names and Words

The first step in learning to properly transmitagiogram is to commit to memory the
ITU Phonetic alphabet. Thorough knowledge of ghisnetic system is the foundation to
effective radiotelephone traffic handling. Thistepet is:
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Alpha
Bravo
Charlie
Delta
Echo
Foxtrot
Gulf
Hotel
India
Juliet
Kilo
Lima
Mike
November
Oscar
Papa
Quebec
Romeo
Sierra
Tango
Uniform
Victor
Whiskey
X-ray
Yankee
Zulu

N<Xs<CH0xTOTVOZZIrX~«“~"IOMTMMOO®>

An easy way to learn the ITU Phonetic Alphabetasptactice spelling the names of
streets or billboard advertisements as one traeelBnd from work using the standard
procedures outlined below.

Spelling Difficult Words or Names

In order to spell difficult names or words on aicdelephone net, please follow this
procedure:

Pronounce the name or word.

Say ‘1 Spell”.

Spell the word phonetically using the ITU phonetiighabet.
Pronounce the name again.

Continue with the remainder of the message.
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For example, let’s say you are transmitting the aa@riffith”:

“Griffith, 1 spell, Gulf, Romeo, India, Foxtrot, Foxtrot, India, Tandtntel,
Griffith”

Do not rush through the process of spelling the engrnonetically. Also, while it is
possible to spell the name without a phonetic dphgparticularly on a VHF-FM traffic
net, we recommend the above procedure be usettmhes, particularly for the training
value.

Consider this: Say the letters “B, D, E, C, andd@ickly. You will note that they sound
very much alike! Consider these similarities 08%B traffic net under poor conditions!
The value of a phonetic spelling method becomesooisv

Transmitting Figures:

When transmitting telephone numbers, zip codescambinations of numbers, one
should precede the group with the phrasgutes.”

The procedure is:

1) Say Figures’.
2) Pronounce each number distinctly.
3) Continue with the remainder of the radiogram.

Note Do NOT “chunk” numbers. In other words, for thember 64, “six four” is OK,
“sixty four” is not! Also, please note that suchrases as “telephone” or “zip code” are
not standard radiotelephone prowords. For exantpke;zip code “48867” would be
transmitted as:

“figures four, eight, eight, six, sevén

Mixed Groups:

Whenever a radiogram contains a group of mixed malwa@nd letters, it is necessary to
precede that group with the phrassgell.”

The procedure is:
Say 1 spell’
Pronounce each letter or figure clearly using thengtic equivalent of each

letter.
Continue with the remainder of the radiogram
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For example the group “CH297” would be transmitisd

“1 spell Charlie, Hotel, Two, Niner, Seven

Regardless of what you might hear on the air, the’dO such proword as “mixed
groups,” or “amateur call.” Use the “I spell” pemture for any mixed group including
radio call signs!

ARL Numbers:

ARL Numbers are preformatted texts designed to ¢spep the transmission of
radiograms, which convey routinely heard phraseSscommon” texts. For example,
“ARL Fifty " means “Greetings by Amateur Radio.”ARL Sixty” means‘Wishing you
the best of everything on (insert thelhylhere)’

The one basic rule is that ARL numbers aleays spelled out This prevents the
translated product from arriving at the addressdetation with a totally different
meaning than was originally intended by the origpnia This rule is extremely important.

For example, the proper procedure for transmitantext that includes “ARL Sixty”
would be:

“ARL Sixty, | spell Sierra, India, X-ray, Tango, YankeeSixty, Christmas”

The delivering operator would translate this teatobe delivering the radiogram to the
addressee. Therefore, instead of hearing “ARLySixhe addressee would receive the
message as “Wishing you the best of everything loms@nas.”

Please note that had the ARL number been expressedmerals, it would have been

transmitted as “ARL FigureSix, Zero’ This would have been incorrect. The ARL
Numbered Radiogram Texts asvays spelled out!

Transmitting the Radiogram:

Now that you are familiar with the proper spellewgd transmitting procedures, here are a
few rules about transmitting the radiogram:

Do not precede the preamble contents with titles suchSgtion of Origin,”
“Check,” or “Place of Origin”. The receiving stati knows the format!

Do not precede the address contents with such phrasd@®l@phone,” “Zip,” or
“Amateur Call.”
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Do not use phrases such as “common spelling” or methadk as “last name
Wells, as in ‘Kitty Wells.” Always spell the namesing standard procedures.

Do speak clearly, slowly and evenly!

Upon completing the transmission of the addresgrira Break” before the text.
Wait a moment for the receiving station to requelst If no request is heard,
continue.

Transmit the text slowly and clearly, spelling diffit words, names, or groups.

Upon completion of the transmission of the texgiagnsert a Break” and again
listen for any fill requests.

Transmit the signature followed by the phrasad, no moré or “end, more to
follow.”

Use the correct prowordsyer if you expect a replyout, if your transaction is
completed!

Repond to all fill requests by repeating the féhuest followed by the missing
information: For example: “I say again, word afBeorge, Wilson, | spell....... ”

Let's consider the following example of the procedwsed to transmit a properly
formatted radiogram:

221 R WB8SIW 21 ANN ARBOR MI JUL 14

EMMYLOU HARRIS
AMERICAN RED CROSS
225 PAKCARD RD
IONIA MI 48934
517-555-2121

BT

REQUEST COPY OF ARC FORM 3025 X MUST HAVE YOUR RERT BY 6"
OF MONTH X ARL SEVEN X BEST REGARDS

BT

JIM WOJCIECHOWSKI
STATE COMMUNICATIONS OFFICER
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“Message number two two one, routine, whyskieavo eight sierra india whiskey,
two one,  Ann Arbor, Michigan,  July, orwaf.

Emmylou, | spell echo mike mike yankee lima oscar uniforniEmmylou, Harris, |
spell hotel alpha romeo romeo india siefra Harris.

American Red Cross.

Figures two two five, Packard,| spell papa alpha charlie kilo alpha romeo delta
Packard, Road.

lonia, | spell india oscar november india alpha lonia, Michigan. Figures four
eight nine three four.

Figures five one seven, five five five, two oneotene.
Break

Request copy ofnitials alpha romeo charlieform, figures, three zero two five. X-ray.
Must have your report by théspell, six, tango, hotelof month. X-ray. ARL Seven
spell, sierra echo victor echo novembeeven X-ray. Best Regards.

Break

Jim Wojciechowski, | spell whiskey oscar juliet charlie india echo charlie élobscar
whiskey sierra kilo india Wojciechowski.

State Communications Officer.

End, no more, over

Book Traffic:

The occasion may arise when one is required testngna quantity of messages having
an identical text to a specific station. In these one should place the traffic imobk
format.” When traffic is placed in “book format” the comon parts (those parts that are
identical) are transmitted first followed by thepappriate message number and those
parts that differ. This procedure is practical yomthen significant portions of the
message are identical, such as the text and preambl

An example of traffic suitable for transmissionaasook might be two greeting messages

originated at a public demonstration of Amateur iBadlring a fair or festival. For
example, the format might be:
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R W8JXN 12 JACKSON MI JUL 4
BT (break)

GREETINGS FROM THE JACKSON INDEPENDENCE DAY FESTIVAX HAPPY
FOURTH OF JULY

BT
LORI AND DAVID GRYWICZ
BT

221 ROBERT AND LOIS CLARK
225 HARDING BLVD
HOUSTON TX 77077
713-555-1879

BT

222  BILLY JOE SPEARS
16789 ROUND OAK
HOUSTON TX 77078
713-555-9888

AR N (“end...no more”)

When using radiotelephone procedures, this mesasagdd be transmitted exactly as
written, including the proword “break” between eambssage component. The preamble
and text would be transmitted only once, followed dach message number and its
respective address. This procedure will save niytttime, but will lessen demand on the
limited circuit capacity present on a traffic net.

Leaving the Net

If you must leave the net for a short period ofdjrbe sure to let NCS know you will be
out of the net for approximately minutes. diywish to close permanently, simply
call NCS at a convenient time and “request permistd close” or “request permission to
secure.”

He should show your station closed.
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Summary:

Perhaps the best way to learn radiotelephone meegdures is through monitoring and
participation in routine network activities. Somadio amateurs make the mistake of
trying to learn proper radiotelephone proceduresnie of emergency. This is seldom a
successful method of learning. Inexperience costiwith the stress of emergency
operations not only introduces inefficiencies ire@nown operating practices, but in the
end, results in significant disruptions of criticedt communications.

Imitation of good radiotelephone operating pradtide an excellent learning tool.
Readers are encouraged to monitor and imitate gezatng practices of the better
operators on those nets in your area. Howeveratewf the possibility of picking-up

bad habits. Using this chapter as a guide oneldhmiable to identify those operators
who understand and use proper procedures as oppm$iedse who do not. The author
has no doubt that you will want to be classifiedhe former group!
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RADIOTELEGRAPH NET PROCEDURES

Radiotelegraph nets offer significant advantages ather modes for a variety of traffic
handling and public service communications fundiorsome of the advantages of CW
nets can be summarized as follows:

CW nets are more accurate than radiotelephondaretise transmission of record
message traffic.

A Properly conducted CW net will typically cleardwo three more messages per
given time period than a similar radiotelephones net

Lower transmitter power is required on CW circuits the same level of
readability (QRK).

Less bandwidth is required for CW transmissiongydfore permitting a larger
number of stations to exchange traffic off-frequendth little or no interference
from other operations.

Mobile, portable, or stations with modest antenaad low power levels can
reliably communicate on CW nets when conditions| wibt support SSB
communications.

The competent emergency communications program geanaaintains a diversity of
capabilities within his ecom program. Includeceirery well-run ARES program should
be at least three operators skilled in NTS trafhendling techniques using
radiotelephone, radiotelegraph, and digital modes.

This chapter is intended to familiarize the NTS rapar with the procedures to be used
on radiotelegraph nets.

Checking-in to the Net

Checking-in to a CW Net is surprisingly easy! Asnatter of fact, once you take the
“plunge” you'll find out the water is quite warm.Follow these simple instructions and
before you know it, you'll sound like an experiedd¢eaffic handler:

The NCS typically calls the net to order witlpeamblestating the name of the net, the
fact that the net is directed, and so forth. Imiakedly following the transmission of the
preamble, he will invite several specific statighaison stations) to check-in first. This
permits stations with high volumes of traffic tgpoet in early in order to quickly to
conduct their business. This request to “answepr@arranged order,” also called
“QNA” is the first step in bringing up a radiotelegrapét. For example, the typical
order for QNA on theMichigan Nef(this varies from net-to-net) is as follows:

QNA 8RN (Eighth Region Representative)

QNA NWS (National Weather Service Rep.)

QNA MITN (Michigan Traffic Net Rep.)

QNA SEMTN (Southeastern Michigan Traffic Net Rep.)
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QNA  ONC

Once the assigned liaison stations have reportethenet will be opened to general
check-ins QNI). The NCS will typically do this by transmittirag“net call.” This “net
call” consists of the net designator (an abbresmafor the net name) and the QN-signal
“QNL.” For example, the net designator for the Mgan Net is “QMN.” The QN-signal
“QNI” instructs stations to report into the net.

Some examples of net-calls for the Michigan Neluide:

QMN QNI K
Michigan Net QNI K
QMN K

Upon hearing any one of these net calls, a statiay request an opportunity to be
invited into the net by sending any single lettehis/her choice (many choose the first
letter of their call sign suffix). If the NCS regts your letter, this is your invitation to

“QNL.”

For example
NCS “QMN QNI K'(net call)
ONI: ‘B” ‘C" S (several stations wishingtcheck-in)
NCS “B” (a single letter is repeated)
QNI: “de WBIHX QRU K (the station whose letter was repeated
checks-in)
NCS “R W8IHX GE AS (the check-in is acknowledged)

When checking-in without traffic, you should transithe Q-signal QRU’ after your
call. This notifies the NCS that you are holdirggtraffic for transmission on the net but
are available to accept traffic.

Typically, the NCS will hold your station for appiimately ten minutes in case someone
checks-in with traffic for your location. If nodific is listed during this period, you may
be excused from the net. When doing so, the NAEtransmit your call sign suffix.
You need respond with only a “dit” or a tap of yday. This lets the NCS know you are
paying attention. He will then proceed to excuse ysing the QN-signal “QNX.” For
example:

NCS “SIwW

“dit”

NCS “73 & QNX .
ONI: “73 de WB8SIW SK

E
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Your first experiences on a CW Net will likely castsof these two simple procedures.
This will give you the opportunity to gain confiden while listening to the net
procedures for a period of time.

Checking-in With Traffic :

Checking in with traffic is almost an identical pemlure. However, instead of stating
“QRU”, one should transmitQTC” followed by the destination and quantity of each
message. There are two proper methods for doiag Bor example:
“de W8IHX QTC Detroit 1 Muskegon 2  K”
or

“‘de W8IHX QTC 1 Detroit 2 Muskegon  K”

If one is listing priority or emergency traffic, duas during a disaster, the later method is
preferred as it allows one to insert message pezwsd For example:

“de W8IHX QTC 1 Emergency Lansing 5 P (“priority@rand Rapids K”

A typical transaction might be:

Z
0O
92

“QMN de WBIHX K
uzm
o HZH
“de W8ZZ Detroit 1 Lansing 2’K
S “R WB8zZZ GHgood eveningpse ASplease standby).

Z Z
OZ’OZ‘
=l '=

Once you have successfully checked-in to the met,need wait only a short time before
you are either excused or directed off frequencgxohange traffic with another net
member.

There are three ways, in which one can be senfrefluency to exchange traffic. The
following three examples will illustrate these pedares:

When conditions are good and the NCS has reasomaierance that two
stations can hear each other, he will simply uge“@NY” signal. If both
stations are presently on net frequency he willtbedollowing procedure:

“WBEGI & WBBSIVWQNY dwn 3 dwn 3 NWS-1"K

(WBEGI and WB8SIW are sent down 3 KHz to exale one routine message
for the National Weather Service.)
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If conditions are poor and the NCS does not hagsaeable assurance that
two stations can hear each other, he will use tQ&V” signal. The
procedure is:

“WBEGIQNV WBS8SIW dwn 3 dwn 3 NWS-1"AR

WBS8EGI would call WB8SIW on net frequency to seetliey can communicate
adequately. If so, they will QSY. If not, NCS nhiiad a relay.

If you were sent off frequency to exchange traffith another station already
engaged in a transaction off frequency, NCS woudd the “QNQ” signal.
This tells you who to call off frequency and whdfor example:
“WBEGIQNQ dwn 3 dwn 3 WB8SIW aft WBRTN NWS:1 K
WS8EGI has just been told to QSY dwn 3 Kidd #o call WB8SIW when he
is done with WBRTN so they can exchangeNME message.
Handling Traffic on Frequency:
In order to maintain net efficiency, as little frafas possible should be transmitted on the
net frequency. However, this may be necessaryrupoie conditions or when NCS is
the originator or recipient of traffic. For thiguation we use the “QNK” signal. For
example:

“W8ZZQNK Detroit 2 W8SCW AR

W8SCW would immediately transmitW8SCW QRK (1 to )RV K

Returning to Frequency (Net)

When returning to net frequency, one should sinaggit a “lull” in activity and transmit

his or her call sign suffix. If you are the proadner of a “two by one” call sign, you
may wish to include your call district number asliwe prevent being confused with a
new check-in. The NCS will acknowledge your retimn repeating your suffix. For
example:

ONI: “SIW
NCS “SIW R

ONI: “IHX”
NCS “IHX R’
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How to Transmit the Radiogram:

Radiotelegraph Nets offer some distinct advantagaes, of which is the accuracy and
speed with which one can transmit a radiogram. e@#ly the rules for transmitting a
radiogram using CW are as follows:

The receiving station _alwayscalls the station that will be transmitting the
radiogram. This procedure insures that the rewsgigtation has a clear
frequency on which to operate.

When conditions are questionable, theceiving station should give an
indication of readability using the prosigQRK”. For example:

“de WBSSIWVQRK-4QRV K
This states that WB8SIW is copying the traitisng station fairly well and is
ready to copy.

When transmitting the radiogram, notify the statajrthe CW mode you are
using, such as ¥OX system (semi-break-in), oJSK’ (full break-in). This
will prevent futile attempts to “break” your transsion for “fills” when you
are not operating “QSK.”

Never precede message content with titles suclplasé of origin”, “date”,
“to”, or “phone”. The receiving station is alreatymiliar with the message
structure, so these added words or phrases aréydimp wasters!

Separate the lines of the address with the Ameridamse comma, also
known as the prosign “AA”di-dah-di-dal). This prosign, whose roots date
back to the early days of telegraphy, tells therafoe to “drop down one
line”, much as a carriage return signal does oaletype circuit. This rule
also applies to signatures containing multipledine

Be sure to us the prosign “AR” (end of messagehatconclusion of your
transmission followed by the letter “N” if you an@lding no more traffic for
the particular station with whom you are in contact“B” if you have more
messages for his location.

Perhaps the most important rule to follow whendnaitting the radiogram is to transmit
no faster than the speed at which the receivingostacan copy. It is usually more
efficient to transmit a radiogram at 10 words peinute once than to transmit a
radiogram at 20 words per minute twice! If you am@nsmitting a radiogram to an
operator of unknown ability, the rule of thumb @sttansmit the message to him at the
same speed at which he transmits to you. Whengaa8 Net Control Station, remember
that this same rule also applies when respondinget® stations checking-in to the net.
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An example of a properly transmitted radiogram rhlggt
...QSK NR 221 R KC8ETY 24 DETROIT MI JUL 22

WILLIAM P RUTLEDGE AA (di-dah-di-dah)
1118 WEST OLIVER ST AA

OWOSSO MI 48867 AA

517-723-4978

BT (dah-di-di-di-dah)

WISHING YOU THE BEST ON YOUR MUCH DESERVED RETIREME FROM
THE DETROIT POLICE DEPARTMENT X HOPE YOU ENJOY SML TOWN
LIFE X BEST REGARDS

BT

THE PURPLE GANG AR N

Book Traffic:

Occasions may arise when it is necessary to traresmuantity of traffic in which each
message shares a common text or a common textigmatige. For example, during a
disaster situation, it may become necessary teitnéra quantity of Welfare messages on
behalf of shelter residents advising relativeshairt well-being. In this case, one may
wish to use a common “ARL Text”, such as “ARL Onejiich means;Everyone safe
here. Please don't worryy This would allow one to save time and valuabiecuit
capacity by transmitting messages ootk format”

When one transmits traffic in “book format,” he giy transmits the common parts of
the messages first, followed by the individual nagesserial numbers and those parts that
are different. The easiest way to understand ithigy viewing a typical example of
“book traffic:”

W W8IHX ARL2 LANSING MI APR 4
BT

ARL ONE

BT

23 JOHN GREBE AA
2234 MCKINLEY ST AA

UTICA NY 20225 AA
340-555-2211
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BT
MOM AND DAD
BT

24 NANCI WILSON AA
225 MAIN STREET AA
HARTFORD CT 06121 AA
803-555-6788

BT

MARY JO AND LEN
BT

27 FLORENCE JOHNSON AA
17235 PLAINVIEW ST AA
DETROIT MI 48207 AA
313-555-8690

BT
LAWRENCE AND EMILY JONES... AR N

You will note that the entire preamble and textfhwihe exception of the message
number is transmitted only once. This is donehat tery beginning of the message.
Only those portions unique to each message arenited separately, in this case, the
message number, address, and its respective signatu

While this technique is often used at such evestfmateur Radio demonstrations,
which originate large quantities of messages, do@irtique of transmitting book traffic
may prove to be an extremely useful tool for tladfic handler during a communications
emergency.

Requesting “Fills”:

There will be occasions when the receiving operatisses a portion of the text or
clarification is required on the message conteWhen this situation arises, it is
necessary for the receiving operator to requeks$™fr repeats on various portions of the
message.
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Group Count

Upon receiving the message, the operator must aaait word, or group in the text and
check his or her count against the check, or “groapnt” indicated in the message
preamble. This process increases the likelihoatlttte complete message was received.

When the number of groups counted by the receigpayator, do not match the “check”
in the message preamble, the two numbers mustdomeided. This is done using the
International Q-Signal QTB?,” meaning “Do you agree with my word count?” For
example, let’s say you are operating as W8IHX. Hg\ust received a message from
N8AHA, you note that the “check” in the preamblegiget you count only 5 groups in
the text. It is at this point that you notify N8AHhat the two numbers do not reconcile.
For example:

WBSIHX: QTB 5? (translation Is the group count 57?)
N8AHA: QTB 5 K (translation | agree that the group count is 5).

In the above example, NBAHA counted the numberrofigs in the text and his count, as
transmitting operator, agrees with that of youlothing more can be done to reconcile
the two numbers. This problem arises on occasibenwan inexperienced operator
originates a radiogram and does not understangriby@er method for determining the
group-count, or “check,” when originating the megsaFor example, the originator may
have included the signature when determining theck.”

Now, let’'s assume that W8IHX copied the messageriactly or perhaps that NSBAHA
made a mistake during transmission. W8IHX williagaquire as to the group count,
N8AHA, as transmitting operator will count the nuenlof groups in the text, and will
provide W8IHX with the first letter of each group the text for clarification. For
example:

WBSIHX: QTB 57 (Translation Is the group count 5?)

NS8AHA: N, 6 (Translation Negative, group count 6)
BT..GLONX7...BT...K

WS8IHX: QSL NR 221 AR

In this case, W8IHX, the receiving operator, askélthe group count 5?” N8AHA, the
transmitting operator said “No, the group coun.is He then proceeded to transmit the
first letter or number of each word or group in thgt. This saves time by eliminating
the need for an operator to repeat an entire tdxtthis case, the text represented by “G
LON X 7" was:

“Good luck on NTS x 7.3
W8IHX undoubtedly noticed that he missed the “X*raythe text, a common mistake on

the part of traffic handlers. Therefore, all heed® to do is “QSL”, or “Roger” for the
message.
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Had the operator at W8IHX missed a word, suchaas ih the preceding text, that is, he
does not know what “0” represents, he could thdnfasa “fill or clarification on the
missing word.

Fill Requests

“Fills” are requested on radiotelephone nets whth phrase “Say-Again.” On CW nets,
the “?”, or “IMI ,” is used (di-di-dah-dah-di-dit). Just as in ttese of phone nets, the
following phrases may be used to request fills:

IMIWB (phone equivalent*Say again word before ")
IMIWA (phone equivalent:Say again word after ")
IMI Group phone equivalentSay againgroup ")

IMIFM __ TO ___ phone equivalentSay againfrom __ to ")
IMIBN &  (phone equivalentSay again between & ")

As in the case of radiotelephone operation, whéfillais requested by the receiving
operator, the request is repeated by the transigpittperator in order to prevent
misunderstanding. For example:

WS8IHX: IMI WA “Luck” K
NSAHA: IMI WA “Luck” “On” K
WSIHX: QSL AR

Let’s take a look at a radiogram transmitted alaiitn some subsequent “fill” requests.
In this case, N8AHA is the transmitting stationd AW8IHX is receiving the radiogram:

NS8AHA:

QSK...NR 221 R W8ZZ 6 HIGHLAND PARK M| DEC 1
JAMES H WATT AA

FEDERAL EMERGENCY MANAGEMENT AGENCY AA
1616 M STREET AA

WASHINGTON DC 20022 AA

BT

GOOD LUCK ON NTS X 73

BT

BILL AR...K
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W8IHX: QTB57...K
NS8AHA: N....6...BT...GLONX7....BT....K

WS8IHX: IMI WA LUCK....K
NS8AHA: IMI WA LUCK....ON....K
W8IHX: QSL ....AR

In this case, W8IHX counted only 5 groups in thet.te Therefore, he asked the
transmitting station, N8AHA, if his group count agd. N8AHA said; “no” the group
count is 6, as stated in the preamble. He theoegaed to transmit the first letter of each
group in the text. W8IHX then located the missimgrd and transmitted a “fill” request
using the word “luck” as a reference. The cormttivas transmitted, and W8IHX
acknowledged receipt of the message.

Being excused :

As mentioned previously, stations are typicallywesad from the net using the QN-Signal
“QNX”. The NCS will transmit your call-sign suffix wwhich you should respond with a
simple “dit” or tap of the key; this will let himnow you’re listening. NCS will then
send something like:

“Tnx 73 QNX”
You then sign out legally as illustrated by thddwiing:

“GE and 73 de W8IHX"

Other methods through which you may be excusedsafellows:

Nets with a large number of check-ins may be extussing the signal
“QNF” or the “Net is free.”

Example: “QMN QNF 73 de W8IHX SK'tfanslation “Michigan Net is Free
73 de WS8IHX — closing down”)

When time is short, and only a small number ofiatat need remain on frequency to

conduct business, a group of stations may be edcas®nce. The NCS may use the
procedure:

“QMN QNC QNS QNX ..... (list stations)...AR"tfanslation “Michigan Net
General Announcement, the following stations a®iegd.....")

or
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“QMN QNC the following stations are excused AA AR”

CW Nets and Weather Reporting:

CW Nets offer significant advantages for the repgriof weather information, such as
rainfall, snow accumulations, wind speed and sthforThe use standardized message
format and procedures, combined with the efficieaogl accuracy gained through the
use of CW, results in a system that can often tinrles” around some of the commonly
heard phone nets providing similar services. B@nele, the Michigan Net (“QMN”)
operates a statewide rain gauge network througlehmthaily reports of precipitation are
transmitted to the National Weather Service. Rispof severe conditions or storm
damage are also transmitted during periods of sewerter weather, flooding situations,
or after significant thunderstorm events.

Those organizations that are currently providingtiver information to served agencies
via SSB during hurricanes, blizzards, and simileanés may wish to consider using NTS
CW nets as a resource for additional reports intihdko existing SSB circuits.

Other Resources:

All new CW operators should obtain a variety of @geg aids, including a copy of the
ARRL Public Service Communications Manualhis booklet will provide additional
information on the structure of the NTS as wellARES, RACES, and related public
service activities. Please be sure to read thigortant document. In addition, the
Michigan Net has available audio-cassette tapdsmg basic net procedures.

There are also extensive resources available gidgntiernet as well as a variety of ARRL
publications covering a variety of subjects relatedpublic service communications
including:

The ARRL Operating Manual

The ARRL Net Directory

The Emergency Coordinator's Handbook
The ARRL Radio Amateur’'s Handbook

The publications are available through:
The American Radio Relay League

225 Main Street
Newington, CT. 06111
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SKYWARN NET OPERATIONS

What is Skywarn?

Skywarn is a National Weather Service program, tvhéenploys trained spotters to

identify those storm features and characteristiod)ich often precede tornado

development or other significant severe weathenisveThe Skywarn program uses both
volunteer organizations, such as Amateur Radio @itidens Band groups as well as
professionals such as law enforcement officersfmadighters. However, the back bone
of the Skywarn program is the Licensed Amateur B&perator.

Amateur Radio operators are the ideal resourcaroeffective Skywarn program. The
use of VHF and UHF repeaters can allow a singletoetffectively cover a county
warning area. The ability to “layer” networks usiniltiple repeaters and packet radio
systems allow Amateur Radio operators to effegtiviekbd information from multiple
counties to the National Weather Service through &gtions (liaison stations). In
addition, because Amateur Radio operators are ndistracted” by primary
responsibilities during severe weather situatiohgy are able to concentrate entirely on
the job of “spotting,” unlike police officers orré fighters who must conduct severe
weather spotting as a secondary role.

The Amateur’'s Role

The role of the Amateur Radio volunteer in the S&gwprogram is to provide critical
“ground-truth” informationto the National Weather Service (NWS). This infonmat
may identify cloud features or weather events, Wwhiemain undetected by RADAR.
Even sophisticated WSR-88D Doppler Weather RADARsImot detect tornadoes.
While rotation and convergence may be visible withi mesocyclone as indicated on
RADAR, meteorologists can not always determine wa#rtainty if this rotation has
reached the surface as a tornado.

Emergency Coordinators and Skywarn Net Managerereeuraged to maintain critical
communications circuit capacity by discouragingteps from requesting information
via the net from the NWS or emergency managemditialé. The job of the spotter is
to provide information to the authorities as owtinn the ARES organization’s Standard
Operating Procedures (SOPs). In other words, t@@nity of information flow on the
Skywarn net should bifom the fieldto the NWS or emergency management agency.
Periodic bulletins should be limited to those traitted by the NCS advising net
members of the current status of storms in the, aaeéicipated storm tracks, and
anticipated arrival times at various cities, towosand-marks throughout the warning
area.

88



Training :

Annual Skywarn training should be provided for $p by an instructor whose
credentials are recognized by the local NationabhiMer Service Office. While training
varies from location to location based on local dibans, the typical Basic Skywarn
Program should consist of the following subjects:

1.The basic thunderstorm cell — how it works.

2. An introduction to the concept of a spectrunfiooir basic thunderstorms types:
- Single-cell Storm
Multi-cell Cluster Storm
Multi-cell Line Storm (Squall Line)
Super-cell Storms.

w

. The Super-cell Storm.
It's environment
The location of major storm features
The dynamics of the Super-Cell Storm
The importance of the Rain-Free Base
The characteristics of the Tornadic Wall Cloud
The characteristics of Tornadoes and Funnel Clouds

4. The structure of the Squall Line (Multi-cell Erstorm) including:
The structure of the Squall Line
The dynamics of the Squall Line
Updraft/Downdraft Interface
Location of major storm features

o

Spotter Criteria (“what to report”)

o

Spotter’'s “Quiz” — so students can test theowiedge.
Tornado look-alikes
Scud Cloud, Rain Shafts
Various storm features

Many NWS Offices also offer Advanced Spotter TnagniPrograms. While not

absolutely necessary to perform effectively as swakn Spotter, attendance at such
training programs should be encouraged, partigulot supervisory personnel. In

general, Advanced Spotter Training familiarizesghelent with:
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1. A detailed look at the environmental cdiogis in which each of the following
types of storms occur:
- Single Cell Storm
Multi-cell Cluster Storm
Multi-cell Line Storm
Super-Cell Storm

2. The effects of Draft strength on Storm Sigye
3. The effects of Vertical Wind Shear on Stdomgevity

4. A detailed look at each of the four majauriderstorm types including:
- Storm structure
Environmental conditions
Spotting considerations
Hazard analysis

5. Super Cell Variations:
Review of the “classic” Super Cell
The Low-Precipitation Super Cell
The High-Precipitation Super Cell

6. Downdraft-related severe weather events
Downburst
Microburst
Macroburst

Much of the information in the succeeding sectiohthis document presumes the reader
has attended at least one basic Skywarn trainagscl

How Skywarn Nets Operate

As mentioned earlier, it is the responsibility dfetNet Manager to insure that the
majority of information flow is from the field tdie NWS in the form of accurate, timely,
and necessary severe weather reports. As a genbrathe following information is of
importance to the NWS:

Winds in excess of 50 MPH

Halil in excess of ¥2 inch in diameter
Wall Clouds

Tornadoes

Funnel Clouds
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Flash Flooding
Rainfall in excess of 1 inch per hour.

In some cases, the NWS may set slightly differentesholds” for such information as
hail size or wind velocity, but these items listdoove are excellent guidelines for any
Skywarn net.

Some information, which is of little value and shibuherefore be discouraged
(particularly when severe storms are imminent), malude:

Rainfall arrival

Moderately gusty winds
Lightning

Scud Clouds

“SLCs” (“Scary looking clouds”)

The “TEL” System

Reports should be transmitted in a standard fousiy the “TEL” system. This stands
for:

Time at which the storm feature was observed
Effect which was observed
Location of the storm feature
Optional information includes the estimated dir@ctand speed of movement.
For example:
This is....W8IHX, at 535 PM a Wall Cloud at I-a&d &' Street
This is....WB8SIW at 603 PM a Funnel Cloud ah@®ss and River moving
northeast.
Skywarn spotters are encouraged to practice formgateports in this fashion during

drills and exercises.

Skywarn Numbers

While the EC for a smaller community may know eaciunteer and his capabilities
personally, Skywarn programs in larger metropolié@@as may wish to issue a “spotter
ID” number for use by Radio Amateurs when checkinge the net. This assures the
NCS that the individual from whom he receives aorepas had the minimum training
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necessary to insure accuracy. This number maydechn indication of whether the
individual has had basic or advanced training.

False Reports

The fact that a volunteer has had Skywarn traigiogs not guarantee competency. It is
therefore necessary for all net control operatoridve a thorough understanding of
storm structure and dynamics. This will allow thém“sift” through any false reports
they may receive by comparing reports against tkkeowledge of where various storm
features are most likely to occur. Ideally, nentcol operators and key Skywarn
personnel should have Advanced Skywarn Trainingedlsas extensive field experience.

Some typical situations, which may generate faperts, include:
The “Wall Cloud”

Research has shown that inexperienced spotterscordyse the Shelf Cloud, often
located at the leading edge of the storm, with “tall Cloud,” which is an isolated
lowering of the Rain Free Base at the storm’s flaak. NCS operators should compare
the location of those individuals reporting WalbGtls against RADAR images showing
the storms relative location. If the Wall Clougboet is coming from the leading edge of
the storm, it is quite likely false. Wall Cloudoats from the southwest edge of a storm,
particularly if located beneath a rain-free bassusthbe taken very seriously.

Remember the definition of a Wall Cloudn isolated lowering of the rain-free base
typically one to three miles in diameter

One way to detect the differences between Wall @cand Shelf Clouds or other storm
features is to be thoroughly familiar with the ameristics of each. For example:

Wall Cloud Characteristics

Wall Clouds typically occur at the Southwest edf@ storm beneath the
Rain-free Base.

Wall Clouds slope upward away from the Precipitatiand suggest
inflow.

Tornadic Wall Clouds tend to rotate and often exhpersistence in
excess of 10 or more minutes.

Airflow is typically into a Wall Cloud (inflow) whe it is viewed from the
east or southeast storm flank looking west.

Shelf Clouds Characteristics

Shelf Clouds typically occur near the leading edgethe storm or
immediately adjacent to a precipitation area. drtipular, watch the East
flank of the storm for a Shelf Cloud.

92



Shelf Clouds typically slope downward away from fhrecipitation area
and suggest outflow.

Shelf Clouds may appear vaulted when viewed asritiwse overhead.
Precipitation typically falls immediately behind advancing Shelf Cloud.

Rain Shafts (“Virga”)

Rain Shafts are occasionally mistaken for Funnel@s$ or Tornadoes. Rain Shafts tend
to be somewhat transparent in character. Unlik@raado, they will not show evidence
of inflow, rotation, or debris.

If a spotter reports a tornado under questionabteimstances, it may be wise for the net
control operator to ask the following questions:

Where within the storm is the feature located?
Is rotation present?
Is a debris cloud present?

Please look at the attached “Flow Chart” diagraonsuge in determining the accuracy of
Funnel Cloud and Wall Cloud reports.

Scud Clouds

Scud Clouds, occasionally called “Wind Clouds,” aieces of detached cloud, which
form when cool outflow air is injected into an arewarm moist air adjacent to a
thunderstorm. Occasionally, when viewed from theect angle, Scud Clouds may be
mistaken for a significant storm feature such &sianel Cloud, Tornado, or Wall Cloud.
Again, it is important for the NCS to seek cla@fion when such reports are in doubt.

Consider the location of the reported feature wépect to overall storm
structure.
Ask the reporting party key questions, which maly letarify his report.

Careful monitoring of reports by the net controlemdor will not only protect the
reputation of the Skywarn group providing the segyibut will prevent false warnings
from being issued to the public. The purpose ef 8kywarn program is to not only
improve warning time, but also improve warning aecy!

When should a net be called

A common question from many Net Managers involveisiglines for calling a directed
net for Skywarn events. As a general rule, itnsvige to call a Skywarn net too far in
advance. There is no surer way to discourage tedus than to make them sit at spotter
locations for a couple of hours awaiting storm\eti A Tornado Watch or Severe
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Weather Watch may be issued several hours in adwainstorm arrival. Therefore, the
following general rules are applicable to all Skymwalets:

It is suggested that guidance on when to activatelitained from the
meteorologist on-duty at your local NWS office.

EOCs and key stations should be activated apprdaglgnane hour in
advance of anticipated storm arrival.

Spotters should be placed on active status appedgiyn one half-hour
before the storms reach the nearest point witha dhea of warning
responsibility (County or City).

Generally, Standard Operating Procedures shouldarah net to be activated during the
following conditions:

Tornado Watch
Tornado Warning
Severe Thunderstorm Warnings

Depending on the guidance received from the Naltidhaather Service, Skywarn
Spotters may be activated foSavere Thunderstorm Watchas well

Whenever advance notice is given of an impendingreeweather event, it is wise to
arrange for staffing of key stations at such féedi as EOCs, the NWS office, or other
served agencies.

Some National Weather Services offices transnfBevere Weather Potential
Statement$ during the severe weather season either dailwloen thunderstorms are
forecast. These statements are typically issuetthenmorning, either around 6AM or
around noon. These bulletins, often available dN&AA Weather Radio or similar
services, should provide excellent guidance foresuipory personnel. When severe
weather is anticipated in the area, it is advisablaotify key personnel so they will be
ready to proceed to their posts should a TornadtchVar Severe Thunderstorm Watch
be issued.

Net Logs and Forms

NCS operators and key stations should maintairgaofaall radio activity. This should
include:

The time at which each station reports into andaddlhe circuit.
The location of each spotter.
The time each effect is reported along with a dpson of that effect.

Special forms may be prepared through which sicguifi reports can be transmitted in
writing within an EOC to emergency management @fecthrough a simple “fill-in-the-

94



blanks” message format. Typical reports are sinfphecked-off” and only the time,
location, and call sign of the reporting statioed®e filled-in.

It is important to remember that an accurate arat n&dio log protects the Skywarn

group from liability should a report be misinten@@ or lost during a busy severe

weather event! Because of the speed at which seveather may move through the
area, it may be wise for NCS operators to devdbepskills necessary to keep a log on a
typewriter or computer.

Spotter Safety

Spotters should select locations, which provideesgdo a safe area, such as a nearby
public building. Consider spotter locations nedire station, school, business, or home.
However, it is also important to remember thatbéoeffective, a spotter should have a
clear view of the western sky and horizon. If &idsbuilding is not available near a
spotter location, then a plan of escape shoulthlj@ace or, at a minimum there should
be access to a ravine, culvert, or other low-haneg.

Spotter Equipment:

Generally, in addition to radio equipment, a sposteould have access to the following
materials and equipment:

Detailed map of the surrounding area
Spotter ID, RACES, or ARES ID Card
Amateur Radio License

Rain gear

Flashlight

Field Glasses (“binoculars”)

It is also wise for the spotter, or any active ARENTS operator, to have access to a set
of basic emergency equipment, such as spare baitays, a portable VHF antenna,
message forms, pens and pencils, and so forths dduipment may be arranged in the
form of a “jump-kit” which can be kept in the car oarried to work and therefore
available at all times should an emergency arise.

Please take a moment or two to view the sample tgemey Communications Check
List” included with this document.

Storm Damage Reports

Spotter groups are encouraged to accumulate repiosignificant storm related damage.
Some examples of significant damage may include:
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Healthy trees or power lines blown down

Damage to infrastructure

Damage to substantial structures (homes, barns, etc
Flooding

Injuries or fatalities (do not refer to specifidimiduals).

These reports may be transmitted to the NWS widditnours after the event. However,
it is important that the time at which the eventweed must not only be included with
the report, butnust be accurate within just a few minutes These reports are critical to
the storm verification process, which the NWS memtduct after a warning has been
issued.

An excellent method for the transmission of storamdge reports may be had through
the use of the radiogram format. This standardimetiat provides the NWS with much
of the information they need when reviewing storamdge reports, such as place of
origin, date and time of origin, the name of theorting individual, and so forth.
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WALL CLOUD

When a questionable wall cloud report is receiestt, the following questions:

Are you a trained
Spotter?

Attempt to confirm
through a trained
spotter

No

Yes

Is the cloud feature

Located at the leading——»

edge of the storm?

Yes

I

Is the cloud feature
located at the end g
trailing edge of the

storm?

=

lYes

The feature may be
a ‘Shelf-Cloud’. Wal
Clouds rarely form at the
leading edge of a storm

No

Seek clarificatiorheT
‘Wall-Cloud’ shoulsl |
located near the trailing
edge of the storm

Are anytwo of the following

features present ?
- Rotation
Inflow
Updraft
Persistence

lYes

Report to NWS as ‘WALL-

CLOUD’

No ] ation from another spotter

Attempt to obtain confirm;

QMN Form 9801]Jan98
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Are you a trained >

Spotter?

lYes

Is the cloud feature

located at the leadiffg————»

edgeof the storm?

No

Is the cloud feature

located at the trailing >

edgeof the storm?

lYes

TORNADO

Attempt to obtain
No |confirmation through
a trained spotter

Yes

Is there evidence of

rotation about a vertica

axis?

lYeS

Are either of the following

features present?

* A debris cloud at the

Surface

* Condensation funnel
visible extending over
50% toward the ground

When a questionable Tornado report is receivedtteskollowing questions:

It is unusual for a Tolma
to occur at the leading edge of
a storm — seek clarification.

Seek clarification. Limas
on the South through West flanl

()

No of the storm are most likely to
favor Tornado development
Seek confirmation from
[ No ”|another spotter
Feature may be a Funnel
Cloud. If not suseek
—> clarfiion from another
No spotter. Otherwise....

Yes

Report to NWS as
‘TORNADO’

Report to NWS as

FUNNEL CLOUD

QMN Form9802
Jan 98
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THE SUPERCELL STORM

Watch thdeading edgeof the storm for possible damaging
straight line winds associated with tBest Front

Look fora Shelf Cloudlocated at the leading edge of the
Storm. This clouds not dangerous.

Watch theRain Free Basetypically located at the
Southwest edge of the storm for a possivial Cloud or
Tornado.

Remember the characteristicseot ornadic Wall Cloud:
Rotation

Inflow

Updraft

Persistence

PN PE

Do not confuse the Shelf Cloud located at the legdidge o
the storm with the Wall Cloud which is typicallyciated
beneath the Rain Free Base.

Remember! Large Hail often falls close to the Wall
Cloud or Tornado. When you are in large hail, youare
near the most dangerous part of the storm!

THE SUPERCELL STORM FROM A
DISTANCE:

Look for a well developed Anvil Cloud

Watch for an over-shooting top (summit of Updraft)
Main Storm Tower should be crisp and very well
defined.

Precipitation typically falls to the North and Ea$the
Main Storm Tower (Updraft)

WHAT TO REPORT :

Tornado or Funnel Cloud
Wall Cloud
Hail in excess of Y2 inch in diameter

Damaging winds in excess of 50
MPH

Flash Flooding
Significant Storm Damage

Use theTEL System:
Time of Observation
Effect or Storm Feature Observed
Location of Storm Feature

GUIDE FOR ESTIMATING WIND SPEEDS:

25 to 31 mph..Large Branches in motion whistling
heard in telephone wires

32 to 38 mph..Whole trees in motion; inconvenience
felt walking against thand

39 to 54 mph..Twigs break off trees; wind generally
impedes progress

55 to 72 mph..Damage to Chimneys and TV antennas,
shallow-rooted trees mbver.

73 to 112 mph..Peels surface off roofs;

113 to 157 mph..Roofs torn off houses

windows broken. Cars
pushed off roads.

large trees uprooted
mobile homes destroyed

QMN Form9803 WB8SIW




SQUALL LINE THUNDERSTORMS

The Updratft is typically located in a continuoustain
along thdeading edgeof the storm.

Watch the leading edge of the storm for possilalmaging
straight-line winds or arare gust-front tornado.

Remember that it isare for a tornado to occur at the
leading edge of the storm. If one does occurlikédy to
be weak and short-lived

Occasionally, &oll Cloud will form ahead of the Squall
Line in association with the Gust Front. This long
horizontal cloud iNOT a tornado!

The strongest winds usually occur immediately &fier
Gust Front passes or just before rain and hailrbegi

Watch new cells forming at ttgouthwestedge of a Squall
Line closely. They may be more severe!

Watch areas near breakin the Squall Line closely. The
cells may be more severe!

A Bow in the Squall Line indicates a greater potential f
damaging winds. Watch these areas carefully!

GUIDE FOR ESTIMATING

HAIL SIZE
Pea Size Yainch
Marble Size 1 inch
Dime Size % inch
Quarter Size 1inch
Golfball Size 1.75 inch
Baseball Size 2.75inch

NET GUIDELINES

Keep all transmissions shor
and succinct..Think before
transmitting!

Do not transmit without the
permission of the NCS

Tornado Safety

- In the home, go to the basement or a small intediom nearest the center of the lowest floor.
If caught outside, seek shelter in the neareshditaavine. Stay as low as possible.
Do NOT stay in mobile homes or vehicles. Leave tahe shelter elsewhere!
Do NOT try to out-run a Tornado in your automobigeek Shelter instead! L




SKYWARN NET REPORT

Date: From (call sign):

Time:

Effect:
L winds in excess of 50 MPH — estimated speed

O Hail — estimated size
(| Wall Cloud

Rotation
Inflow
Persistance
Updraft

. Funnel Cloud

U Tornado

O Other:

Location:

QMN Form 9809
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NET CONTROL OPERATOR GUIDELINES

The net control operator is the key to the efficienf the net. His/her performance not
only impacts the quality of the public service @iems, but also determines the “image”
the net presents to the potential member. Thezefois important that all net control

operators strive to perform their duties in a adreind considerate manner. The
following guidelines are written primarily for théWw traffic net. However, the same
general rules apply to phone nets as well.

Preparation:

Be prepared. Begin the net with the proper radgs] message forms, pens, pencils,
and operating aids (such as the “pink-card” — F3B}2n hand.

If you use a typewriter or computer, make sure @egaate supply of paper is on
hand and the margins and tabs are set up for dhe-Ilegs and forms to be used.

Ask a family member to answer telephone callsfdnpme alone, you may want to
take the telephone “off-the-hook.”

Turn down the volume on scanners, secondary radisso forth.

If conditions are poor, have available a set ofdpbanes to aid the “copying” of
weak signals.

Signal and Keying - Radiotelegraph:

Make sure your antenna system allows you to radietdest signal you can. While
not everyone can have a “contest-quality” anteryséem, it should be adequate to
insure that you can be heard even under margimalitons.

Net control operators should equip their statiamsfdll break-in operation (QSK).
If you are not used to this operating method, yoay rwant to practice using it
during routine contacts for a time before you usesiNCS.

The quality of your “fist” represents not only yas an operator, but, when serving
as NCS, the entire net membership. It is critibat you transmit the most readable
code possible for the sake of both efficiency aadvértising.” Listen to your fist
with a critical ear and, if necessary use an edeatr key or keyboard, which
provides the most readable signal.

Accuracy transcends speed! If you find yourselkima errors, please slow down!
You must be understood in addition to being heard.
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Most nets_do notequire that the entire net operate at the spéetieoslowest
operator, however, any instructions or communicetivansmitted to an operator of
unknown ability must be transmitted at the samed@es he uses.

Signal and procedures — Radiotelephone

Net control operators on “phone” nets should spedrly and concisely. Comments
and instructions should be as brief as possible.

The proper phonetic alphabet and prowords shoulddeel at all times. This will
prevent confusion and set a proper example fordepsrienced members.

Serving as NCS on a High Frequency radioteleph@téypically requires a stronger
signal for a given amount of readability than thequired on a radiotelegraph net.
This is due to the wider bandwidth and greaterriatence often present in the
“phone” sub-bands.

Serving as NCS on a VHF Net (such as ARES/RACES)) typically require a
stronger signal than the typical user. This iseseary for two reasons; to insure that
NCS may “overcome” malicious interference, andrsure continuity of operations
on an alternate repeater or via VHF simplex modaeilshthe primary repeater fail.

Operators should be careful with the use of audiocgssors. Some audio

compression is useful; however, excessive commessiay result in distortion,
difficult copy, or interference to adjacent netsQS50s.”

Calling the Net to Order (QND):

Never leave a scheduled net unguarded. Call thetonerder as close to the
scheduled starting time as possible. If the scleeldnet control operator for a
particular session is not heard within 3 minuteket over as NCS if possible
(QNG). When propagation conditions are poor, yoaymvant to check the
alternate frequencies first before calling a nedrtter.

Transmit the net preamble followed by the use oNAQ procedures. The use of
this procedure allows the NCS to call for key stagi (“reps”) first, at the beginning
of the net. This expedites the transmission and Bbtraffic by insuring that those
stations representing other networks or servedageare available immediately to
expedite the flow of message traffic.
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During the Net:

As soon as a station reports into the net (QNIhwiaffic for which an outlet is
available, send them both off frequency to clearTihis should be done quickly to
maximize critical network efficiency.

Call for general check-ins periodically throughthg remainder of the net using the
“QNI” signal, periodically listing any traffic fowhich there is yet no outlet. For
example, “net calls” for a radiotelegraph net migét

“QMN de W8BIHX QNI K

“Michigan Net de W8IHX QNI'K

“QMN tfc Detroit Lansing Jackson QSP? QNI K

The key stations (“reps”) may be excused (QNX)rate@ minutes (but not sooner)
if there is no traffic listed for their respectiftenction.

Regular check-ins may be excused sooner at theetimt of the net control
operator, however, those stations for which thenmeo business, should not be held
longer than 10 minutes if possible.

Nets with a large number of check-ins may be exdtusing the signal “QNF” or
the Net is free.

Example “QMN QNF 73 de W8IHX SK

When time is short, and only a small number ofiatiat need remain on frequency
to conduct business, a group of stations may besextat once. Use the procedure:

“QMN QNC QNS QNX ..... (list stations)..”’AR
or
“QMN QNC the following stations are excused AA AR”

How to send stations off-frequency:

There are several acceptable ways in which a netalooperator may direct stations to
move to a different frequency (QNY) to clear traffiPlease note that the radiotelephone
examples are in parenthesis.

When conditions are good and you have reasonabileaxe that two stations can
hear each other, simply use the “QNY” signal. dftbstations are presently on net
frequency use the following procedure:

“WB8SIW & WBEGI QNY dwn 3 dwn 3 NWS?1 K
(“WB8SIW call WBEGI down 3 KHz one National WeatBervice”)

104



If conditions are poor and you do not have reasienabsurance that two stations
can hear each other, use the “QNV” signal. Thegulare is:

“WB8SIW QNV WBEGI dwn 3 dwn 3 NWS-1 AR
(“WB8SIW call WBEGI here, if OK move down 3 KHz apatine National
Weather Service”)

WB8SIW would call W8EGI on net frequencyste if they can communicate
adequately. If so, they will QSY. If not, you nhdisd a station to relay.

If you wish to send a station off frequency to exope traffic with another station
already engaged in a transaction off frequency, would use the “QNQ” signal.
This tells the station who to call off frequencydamhen. For example:

“WBEGI QNQ dwn 3 dwn 3 WB8SIW aft WBRTN NWS-1 K
(“WBEGI move down 3 KHz call WB8SIW after W8RTNofug routine NWS”)

WB8EGI has just been told to QSY dwn 3 Kidd & call WB8SIW when he
is done with WBRTN so they can exchangeNWE message.

Handling Traffic on Frequency:

In order to maintain net efficiency, as little firafas possible should be transmitted
on the net frequency. However, this may be necgssader poor conditions or

when NCS is the originator or recipient of traffi¢zor this situation we use the
“QNK” signal. For example:

“W8ZZ QNK Detroit 2 W8SCW AR
(“WBSCW call W8ZZ two routine Detroit, out”)

W8SCW would immediately call W8ZZ, obtaisignal report, and then proceed to
transmit the two messages for Detroit.
Net Announcements:

Net announcements are typically listed by the ndgng stations asQTC QNC —
QTYY
The point at which a QNC is transmitted during tie is at the discretion of the

NCS, however, the timing should be chosen in sualayas to not delay the net
nor keep members without business tied up unnetlgssa
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Always ask if any station needs “fills” immediatedjter the QNC is completed. It
is appropriate for the station requesting fillscamtact the originating station (with
the QNC) directly without the permission of NCStat point.

National Weather Service or other “Served Agenagffic:

Because of the volume of NWS or similar traffic idgremergency conditions, this
traffic should be cleared as quickly as possiblée net control operator should be
prepared to send stations off frequency quicklyntet with the representatives at
served agencies.

During emergency events, the origination of prjoot emergency messages may
occur. Be sure to begin handling these message®dmately before dispatching
routine traffic to other side frequencies.

Radio Logs:

All net control operators should try to develop #islity to maintain a radio log.
Besides documenting the participation of individnat members for use in net
reports, this document serves two significant pseso

Develops the skill of record keeping which may bidaal in time of
emergency.

Limits liability of net members should an inquiryccur after an
emergency activation.

The Michigan Net has two types of radio logs, whichy be used either separately
or in conjunction with each other by Net Controlebgtors. These are:

QMN Form 9804 Radio Log
QMN Form 9805 Radio Log

QMN Form 9804 Radio Log — Instructions for use

1) As stations report into the net, their call sagrd the time at which they reported in
(QNI) is recorded in the section entitled “Net &tas.”

2) Should a station list traffic (QTC), the locatishould be listed atop a column in the
section labeled “Traffic.” The quantity of trafficsted is recorded in the column
directly beneath the corresponding location oppo#iie call sign of the station
holding the traffic.
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3) When a station reports into the net and acctémstraffic listed, he is sent off
frequency to clear the message(s). This is redonmddight erasable pencil or is
otherwise marked with a moveable object in the “QN¥ction opposite the call

sign in the column representing the side frequeatcwhich they are exchanging
traffic.

4) Stations who are present on frequency should tfair location noted as “net.”

5) Please note that when using “moveable” objasth ss hex nuts, it is important to
anchor the radio log to prevent displacement.

6) When traffic has been cleared, an “X” is pladhdough the quantity in the

corresponding “traffic” column and the station ither excused or held for further
business.

7) When a station is excused from the net, the isnecorded in the “out” column
opposite his call sign.

QMN Form 9805 Radio Log — Instructions for Use

1) Record the date and type of net in the uppdrgroof the log.

2) Note the time, call sign, and a brief summareath net transaction on the radio
log.

3) When the net is completed, note the total nunatbeheck-ins (QNI), total traffic
handled and the time the net was in session. ddt&s can be referred to at a later
time when drafting your regular report to the NedrMger.

Note Please see the attached examples of each log for

TCC and Special Representatives:

Occasionally, a station with an unfamiliar callrsigill report into net listing traffic
for various destinations within the service ardé.the station is not a regular net
member and identifies himself as “TCC” or a repnégve of a similar “upper-
echelon” net, his traffic should be cleared immtalja Solicit a volunteer to clear
his file of messages for the net immediately.s laliso helpful to excuse the TCC rep
in advance of sending him off frequency.
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Alternate Frequencies:

Many nets have alternate frequencies availablai$er This can be especially useful
during periods in which propagation conditions oiglHFrequency are anomalous or
when the net must operate at unusual times (suckluasg emergencies) High
Frequency Nets should publish in advance thesmatefrequencies.

Typically, section level nets use the 40-meter deepy during the summer months or
during the solar maximum when conditions will nofpport communications on 80
meters. The 160-meter frequency is typically udadng the late winter months or
during the solar minimum when evening conditionsll wiaot support local
communications on 80 meters.

Net Control Stations are encouraged to equip th&itions with effective antenna
systems for the alternate frequencies.

It is recommended that the following proceduredddewed when conditions warrant
the possible use of an alternate frequency:

In advance of the net, call two or more net reguiard establish communications.
If conditions are very poor, request that one renuai frequency for five minutes
and transmit several bulletins that the net is mgein Khz.

Be sure to avoid other nets, which may be operatimg@ur alternate frequencies.
For example, Canadians are often using SSB on fodiers when CW nets are
attempting to use a 7-MHz alternate frequency. rdfioee, you may need to choose
a frequency, which will avoid interference to eiigtconversations or “contesting.”

When using an alternate frequency, be careful wotsénd two stations off
frequency atop another net or within a “DX window.”

If you do not wish to move the entire net, you maant to send certain stations to
either 40 or 160-meters to clear traffic when nsags This is determined based
on experience with on going propagation conditioniSor example, during the

summer months, stations in Michigan's Upper Penisnay have better luck

exchanging traffic with Lower Peninsula stationsd@ameters.

Filing your report with the Net Manager:

Upon completion of the net, it is wise to draft yoet report for transmission to the Net
Manager. Try not to wait until the end of the nfotd file all your reports as this makes
it difficult for the Net Manager to consolidate tier summary report for transmission to
the Section Traffic Manager on time.
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The net report should be drafted in radiogram farared must include the following
items:

The date on which you were NCS

The stations who checked-in to the net (QNS)

The quantity of traffic, which was passem{ the quantity listed)

The amount of time the net was in session (in nesut

Any short comments of importance to the manageodfonditions”, “QRM,”
etc.)

Optional information includes identifying the liars responsibility of each station. For
example: “W8BRTN/8RN” indicates that WBRTN servexdliaison to the “Eighth Region

Net” and “WB8SIW/NWS” indicates that WB8SIW servad liaison to the “National

Weather Service.” It is also possible to use awbted call signs when confusion is
unlikely on the part of the net manager receivimgrtadiogram.

The following examples of properly drafted net mépcshould serve as a guideline for
you to follow:

221 R W8IHX 26 WAYNE MI MAY 26
KB8HGM

QMN/E MAY 26 X QNS WS8IHX/NCS W8RTN/8BRN AA8PI/NWSNX8Y/MITN
KB8ZYY/GLETN/NCN NS8TDE/SEMTN K8AI WB8R WDSKQCWS8EGI K8LJG
K8SB KB8HGM W8WVU X TFC 20 TIME 24 X 73

JEFF

13 R W8ZZ 26 DETROIT MI MAY 27
W8YIQ

QMN/L MAY 27Z X QNS WB8ZZ/NCS SIW TDE WX8Y ¥Y Al HGM EGI
LJG RTN SB WB8SR WVU QHB X TFC 5 TIME 2X 73

JIM

Note Please observe the fact that this second raahoga report for the Late Net
Manager, indicates that the net session occurrddayn27 UTC,not May 27 local time!
Because the QMN Late net occurs at 10-PM local ,times actually occurring on the
next radio day! Therefore, the net for which thee report was issued occurred on the
evening of May 26 local time, or May 27 UTC!
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RADIO LOG

Date:

Page

of

Pages

Station/Call Sign

Mission/Net:

QMN Form 9804

QNY

NET STATIONS

TRAFFIC

-9

-6 -3 NET

+3

+6

CALL

OUT




PACKET RADIO BASICS

A portion of the following information is adaptexbin a paper published by tAeiscon
Amateur Packet Radio Corporation (TAPR)

What is Packet Radi®

Packet radio is a communications system in whidbrimation is digitally encoded. In
this respect it is similar to RTTY or ASCII, buttia few important differences. These
differences are the key to insuring error-free ptiom and at the same time allowing
maximum use of the spectrum through shared frequese.

Data integrity is provided by packet radio through“hand-shaking” technique and

automatic error detection. Along with each trarssion, a computed value called a
“Frame Check Sequence” (“FCS”) is sent, which afidhe receiving station to check for
errors. The receiving station acknowledges an drear packet with a special

acknowledgement (“ACK”) signal. If the transmigirstation does not receive such a
signal within a certain period of time, it autoneatly retransmits the packet of data.

A packet also contains the identification of thestdetion station, permitting several
message exchanges to take place on the same foyquén packet radio station can
automatically ignore any packets, which are notreskkd to it. Because the duration of
most packet transmissions are very short, a singde does not require extensive time
when transmitting on a frequency. This time betwgansmissions is available to other
users on frequency. This system is called “timexdim multiplexing.” On a very busy
channel, the user will notice a delay time befoettigg replies to transmissions due to
occasional “collisions.” However, the packet radguipment will take care of automatic
retransmissions and sorting out of the repliegHerstation.

What is a Packet Radio Statiof?

Packet radio requires the use of a microprocessse¢b controller at each station, and it
will obviously appeal to the operator who alreadys ha computer in his “shack.”
However, it does not require that the operator ddiqularly computer savvy. All that is
necessary is a basic computer of nearly any redaetdge, a simple terminal-emulator
program, the Terminal Node Controllem{C’), and a VHF or UHF transceiver.

The TNC accepts the ASCII from the computer or teainand converts the data stream
to a “packet” by attaching a “header,” showing thestination of the packet and the
control information for the network. It also atti@s a “tail” containing the result of the
FCS calculation (not unlike a “group count” or “ck&in the radiogram format) for error

detection, along with flags to mark the beginning and of the packet.
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The TNC transmits the packet of information by trep an AFSK waveform and
injecting it into a transceiver through the micropbk input or other specially designed
data port. The AFSK waveform is similar to thatédigor RTTY communications.

The receiving TNC reverses this procedure, decottiacaudio tones from the audio line
of the transceiver, removing the header and tédrmation, checking the received data
against the FCS calculation, and passing the irdbon to the terminal at the terminal
baud rate.

The part of the TNC that does the translation betwthe sequence of AFSK tones and
the ASCII characters is called a “modem” short forodulator-demodulator.” Most
packet radio modems are set-up to operate at 1200;kalthough 9600-baud operation is
also used. However, higher baud rates require |pueial considerations with respect
to transceiver capabilities and design.

Flexible Networking:

One of the advantages of packet radio is the wbtlit manually attach routing
information to the header in each packet. Thigvadl an operator to “instruct” the TNC
to route a message through a number of relay pawnt&ligipeaters (digital-repeaters).”
In other words, one can transmit a packet to axisttation by attaching the call of one
or more packet stations located between the otigimgoint and the destination point.
Those stations identified in the header will autboadly repeat the message in a “store
and forward” fashion. This process is efficienotigh two or three digipeaters. Longer
paths may prove problematic, particularly on a dusguency.

This flexible networking is of significant value tthe emergency communicator. A
portable packet system can be set up at a comn@sidbpin the field using low power

and a low-profile antenna, and the packet TNC cannbtructed to connect through a
nearby high-profile digipeater in order to reachEADC or another served agency facility
some distance away.

Many emergency organizations maintain high-prafiigipeaters, which are dedicated to
this purpose. For example, an Amateur Radio stdtoated in Monroe, Michigan may

wish to send some information via packet radioh® Wational Weather Service Office
located near Pontiac Michigan nearly 80 miles awahile direct communications is not

possible on VHF simplex, the message can be reldyedigh a high-profile digipeater

maintained by the Michigan Net, which is locatedm&nn Arbor, Michigan.

What frequencies?

Most packet radio operation takes place on thereter (144-MHz) band. Packet radio
systems require a relatively high signal-to-noston to operate effectively. Therefore,
packet radio is ideally suited to the VHF and Ulégliencies. Systems operating in the
High Frequency portions of the RF Spectrum willicgtly operate at a lower baud rate.
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Because of the noise, selective fading, and oth@pggation anomalies, you will find
baud rates of 300 baud or lower common on HF dscun reality, packet radio systems
tend to perform poorly on HF systems.

In recent years, new data modes, similar to paedib, have been developed to permit
improved data communications on High Frequencyudsc These modes, called

PACTOR, are based on the maritime SITOR (“ShipeX&ver Radio”) mode. They

are far more resistant to the noise and selectang present on HF circuits and
therefore preferable for use on HF applications.

Equipment requirements;

The cost of setting up a VHF packet radio systesuigprisingly low! All that is required
is a two-meter transceiver, a TNC, and an inexpensomputer terminal. New TNCs
are often available at prices of 100 to 135 dollddsed computers are often available for
the asking or can be found at garage sales foo BB dollars! Remember that extensive
computer power is not required. Even a “dumb teafiiis enough to get you up and
running on packet radio. Since most amateurs dyrbave a two-meter transceiver, the
same unit you use for FM communications will oftdn nicely for packet radio
applications.

Public Service Applications

Packet Radio systems are the ideal public senocentunications resource for a variety
of applications. Some excellent applications idetu

Point-to-Point VHF Circuits

Because of the flexible networking capabilitiegpatket radio, it is an excellent resource
for establishing communications between two or mpoénts within a disaster area,
which may require the transmission of high-volumecomplex message traffic. For
example, various high-priority messages may nedaetexchanged between an Incident
Command Post, a County Emergency Operations Centeity EOC, and an American
Red Cross EOC. In addition to providing excelleeliability and automatic error
checking, packet radio affords a measure of comoatioins security since individuals
and media outlets with scanners cannot decodeigftalddata. Imagine the advantages
of having messages print out automatically on apder printer at an EOC for instant
delivery to key personnel!

Packet Bulletin Board (PBBS) Applications
It is often advantageous to post information in w@ldin Board fashion. Packet radio

mailboxes allow an individual to post informatiama bulletin board for later access by
individuals at their convenience. For examplegweese weather potential statement may
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be posted to a PBBS routinely at noon during seweaher days. This bulletin can than
be accessed by personnel at any time throughoulahe

One word of caution about PBBS postings: When ngesdeaffic is posted to an
automated bulletin board, a process callddftision of responsibility” often occurs.
Simply put, diffusion of responsibility is the pexs by which a number of individuals
observe an action and fail to act because thegreltbpe, or expect, that someone else
will take responsibility for the situation. Expenice has shown that when an operational
message or radiogram is posted to a PBBS, it akemains undelivered due to the
diffusion of responsibility amongst the PBBS uselsyou must post NTS or third-party
messages to a BBS, be certain to have an indig)ua$signed to clear traffic and see to
its delivery.

Another potential problem with PBBS message postingcurs when an individual

picks-up a third party message and fails to “kill” (remove it from the system).

Instances occur where the same message is pickedeupr three times and ultimately
delivered to the addressee, wasting valuable maepamd providing some minor

embarrassment for Amateur Radio when the addrasseeves three phone calls about
the same message.

Types of traffic:

Some examples of types of communications trafficctvins ideally suited to packet radio
operations includes:

Lists of names, such as shelter rosters, unit, staff so forth

Complex information, such as financial data, chaimformation, etc.
Information requiring a degree of communicationsusigy

Large volumes of record message traffic destinea fgpecific point.

National Traffic System messages

Operators should exercise caution when originatWigs messages via packet radio
networks. While packet radio systems offer a peang future in the field of traffic
handling, some automated gateway systems are kmawcasionally misplace a quantity
of NTS messages. It is not unusual to hear ofrab@u of NTS messages originated via
packet radio not arriving at a distant location,perhaps worse, arriving two or three
weeks late!

It is recommended that high-priority NTS messagestided for locations out of the
immediate area be routed through a network usingevor CW modes. However, if
packet radio is required for a specific NTS appiara such as the transmission of
messages, which would place high demands on cicepi#city, it may be wise to choose
a system with a proven record of reliability. Attee option may be to arrange for
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implementation of a temporary network of known istad for the duration of a
communications emergency.

General Packet Radio Procedures

“Sending” Messages

When preparing to send a message via packet naaooften best to create the message
before hand and save it to disk or a “buffer” irvakce of transmission. This way, the
entire message can be sent to the PBBS at onclogtgd”). While personal messages
posted to a PBBS or transmitted directly to theesysoperator (“sysop”) may vary in
terms of format or content, radiogram format shdaddused for all official public service
communications. For example, a properly formattadiogram message, ready for
transmission might be:

NR 332 R WS8IHX 17 WAYNEMI DEC3

DONNA SOUTHWELL
8663 AUSTIN RD
AUSTIN TX 77077
513-555-2121

BT

PLEASE SUPPORT AMATEUR RADIO PUBLIC SERVICE X THEURE OF
AMATEUR RADIO DEPENDS ON IT X 73

BT

JEFF
OP NOTE: REPLY NSAHA @WS8IHX.#SEMI.MI.USA.NA

AR

Please note that the number of words per line entéixt is limited to ten. This is the
same rule, which applies when typing NTS messagasugily on a typewriter or word
processor. This procedure allows the originatoregipient to quickly verify the group
count or “check” before refilling the traffic towice or CW net if required.

Once connected to the PBBS, you will be promptecafoommand. For informal traffic
or an NTS message addressed to a radio amateuireguents the same PBBS, you may
simply transmits the letter “S” followed by the lcsign of the addressee, for exampl8, “
WBS8SIW' The PBBS will then “prompt” you for a subjeat message title. This allows
you to type in a short title to notify the addreseé the subject matter. For example, in
the case of an NTS messag®,'C WB8SIW-1is an acceptable format.
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Next, you will be prompted for the message its&@fmply upload your message from the
computer to the TNC or type it in directly from tkeyboard when using the computer as
a “dumb” terminal. Follow with the/éX’ command on a separate line, and your message
will be saved and posted to the PBBS system fal Idelivery.

Some packet PBBS systems are networked allowingnaatic forwarding of messages
without human intervention. In order to originaéNTS message for forwarding out of
the area, one must use th8T (“sent traffic’) command. The message will be
automatically forwarded to the PBBS nearest itdidason based on the addressee’s zip
code. It is therefore necessary to include theceigle as well as a letter code indicating
the fact that it is an NTS message, followed by tWe-letter abbreviation for the
addressee’s state. For example, when prompteal fommand by the PBBS, the proper
format for originating the message above would be:

ST 77077 @NTSTX
This tells the PBBS that the destination zip camtelie NTS message 79077 in Texas

When prompted for a message title, the proceduielist the destination-city along with
the telephone area code and prefix. This allowperator checking the destination
PBBS to quickly determine if the message is forthlsfree calling area. For example,
the message title for the example above would be:

QTC 1 R AUSTIN TX (513)555

The operator in Texas who checks the destinatioB3Ban quickly note that the
message isne routine NTS radiogram for Austamd the addressee’s telephone number
is area code 513 with a prefix (exchange) of 555

It should be noted that automatic forwarding viaked radio has fallen into some disuse
in recent years due to the impact of the Intermet @early universal e-mail service. As
such, many packet radio systems are now utilizedasily as a local public service tool.

However, the “ST” command can still be useful. Wheaffic is posted to a PBBS using
the “ST” command, it allows any operator to readwdload, and deliver the message
posted. This is of significant value when a PBBSused to clear inter-agency traffic,
NTS messages, or Skywarn reports, which are nenhd#d for a specific individual. As

such, the “ST” command is an excellent defaultaibpublic service message traffic.

“Receiving” Traffic

In order to check a local PBBS for messages ong, muthe command prompt, entér*
for “list.” The PBBS will automatically transmit &st of all outstanding messages,
beginning with the most recent messages at the toach of these messages will be
referenced to an address indicating its positianystot,” in the BBS memory. For
example, a particular message may “reside” in“4@8.”
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Once all messages have been listed by the BBSywlbwagain receive the command
prompt. If you wish to pick up a particular messagimply type the commandR™
(meaning fead’) followed by the memory slot in which the desiretessage resides.
For example, R 198 means fead the message in slot 198You may then transcribe or
print the message. In the case of “Windows” baseahinal emulator programs, it may
also be possible to cut and paste selected messagesconcurrent word processor
program for fax delivery or printing.

Once you have downloaded a message, it is necessafkill” it using the “K”
command. This prevents the same message from Helngred more than once to the
addressee. At the command prompt, simply typehe letter K” followed by the
memory slot (address) of the message you wish leied&om the PBBS. For example,
let's assume you picked up the message in slot p@8ted it out for delivery via
telephone, and you now wish to delete it. Simpfyetin ‘K 198" The BBS will
respond by transmittingriessage deleted

Is Radiogram Format Necessary on Packet Radio Cirdts?

Public service communicators with limited expereraften question the need for NTS
radiogram format, particularly on automated digitedtworks. They often ask if a
standard format is necessary, particularly wherh systems often automatically stamp
messages with a “date-time” group.

The answer to such questions is an unequivo@s!™ Those who originate or transmit
message traffic via packet radio or other digitaldes often fail to consider the fact that
such messages are often transferred to nets usimg tmore traditional” modes of
communications, such as CW or radiotelephone. &gssntegrity may suffer when
inexperienced operators must “convert” informal sage formats to a standard format
suitable for final delivery via a radiotelephone@W net. Other reasons for using the
standard NTS format for messages transmitted \Gkgiaadio include:

TNC clocks may not be set to the correct date-tgraup. This situation can
result in messages being ignored by public saffftgials in emergencies because
they are thought to be “out of date” or “more reétehan others. Furthermore,
the radiogram format requires UTC or “Zulu” timeh@veas many packet systems
are set for local time.

The date-time groups should reflect the time theasage was written (drafted).
In an EOC or Incident Command Post setting, thesags may be drafted some
time before it can be transmitted. Therefore, ratiic time-stamp will not
realistically reflect the “age” of the message.

As mentioned earlier, messages may move betweenitsirusing a variety of

modes. The use of an entire NTS radiogram formatemts critical information
from being lost.

119



Local ARPSC Networks

Many emergency communications programs operatel lpeaket radio networks
designed to serve a District or several countidhiese networks often serve several
programs and are available at all times for emeargemand public service
communications. It is recommended that such nédsvatilize a frequency reserved for
public service communications. By so doing, one peeserve valuable circuit capacity
for when it is most needed; in time of emergendhis can often be accomplished by
politely asking the local amateur radio communityavoid using a dedicated network for
communications not related to ARES, RACES, NTSSkywarn. Non-public service
use can be discouraged by identifying the purpds$ieeonetwork on connect-messages or
beacons. A typical connect-message might be:

“Michigan Net, QMN/National Radio Emergency Net Retc Radio System. Public
Service Use Only. For more information see ‘ww\8waaorg/nren/

The web page within the connect message allowslia amateur who is curious about
the network to learn more about its purpose.

Managing the Network

Like any shared communications asset, a packetb ragtwork must be properly
managed. The majority of users must follow som&doguidelines to promote network
efficiency and prevent abuse. When establishingaeket radio network, which is
intended primarily for public service applications,is necessary to implement some
guidelines.

Of primary concern with any packet radio systenthis issue of “beacons.” A typical

packet radio TNC may be set to transmit a beacoiogieally. These beacons may
repeat anywhere from once a minute to every fewdodepending on how the user
programs his TNC. While a beacon can be usefule&inblishing a presence on a
frequency, excessive beacons can significantly atkgmetwork efficiency by causing
collisions, particularly for communications beingonducted over longer paths.
Automatic forwarding is similarly problematic asaitended PBBS facilities attempt to
cue similar distant facilities for traffic, therelmausing collisions with lower profile

stations deployed in a public service operation.

When multiple emergency communications groups eldfistations are attempting to
utilize a common network, such as during a majoerg@ncy, it may be wise to establish
a parallel coordination frequency using HF or VH&ice. This will allow users to
request access to the network and likewise notifierousers when the network is open
and available for use. These processes of shadtwork resources prevents collisions
and allows for longer connect paths, thereby imm@voverall packet network
efficiency. Likewise, the packet coordination pFss allows multiple users to exchange
information about available digipeaters, call sidos key stations or served agencies,
useful connect paths, and the like, thereby pramyosipontaneously problem solving of
any network problems.
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It may be wise to establish a dedicated public isermetwork on a frequency not

typically used for casual packet radio operatio@ommonly used frequencies, such as
145.01 MHz, 145.03 MHz, and so forth are likelyingite casual use, which can be hard
to “shed” in time of emergency when maximum ciratapacity is desired. As such, a
frequency in a less popular portion of a band nrayg beneficial.

Some suggestions for user guidelines for a dedigawlic service packet radio network
include:

1. Personal/Home stations should not beacon.

2. High profile digipeaters and key stations magdo®, but not more than once per
hour.

3. PBBS facilities should include a connect messatpch identifies the network as
being “for public service use only.”

4. Keyboard-to-Keyboard conversations should beatdisaged.

5. Automatic Forwarding should not be utilized sbould be limited to very specific
applications.

6. “Cork board” (for sale) items, general opinioessages (“I hate CW, etc.”), and
other soapbox announcements should be prohibitédwever, announcements
about radio club meetings, public service eventd,so forth are acceptable.

7. Each PBBS facility should have an assigned SYS@®B is responsible for
clearing obsolete messages, inappropriate messagkshe like on a regular
basis.

NTS Traffic Exchange

A high profile PBBS is an ideal resource for NTSffic Exchange. Multiple Section
Nets can quickly exchange outstanding traffic sigreng volunteers to post outstanding
traffic (radiograms, which can not be cleared om itlet) to the PBBS immediately after
the net is closed. The next schedule net candheess the PBBS, check the traffic list,
and quickly download traffic for location at whit¢he net has outlets. This process
lessens the need for multiple liaison stations fanthermore allows an operator holding
traffic to make it available to subsequent NTS metsn if he/she must leave town or be
absent from the system for several days. Suchsi@myincreases the likelihood of an
outlet being located for outstanding traffic aneéegbs the flow of NTS messages to their
destination by insuring there are no delays astmtivith an operator's absence for
several days.

A volunteer should be assigned to monitor the N$&ge and clear traffic that is old or
obsolete. For example, a policy could be impleméridy which any message over 72
hours old would be downloaded and cleared fromPRB8S. The volunteer would then
transmit a service message back to the originatothe normal NTS routings indicating
there was no outlet available.
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Winlink-2000

As mentioned earlier in this Chapter, PACTOR (Padlaetex Over Radio) offers some
significant advantages for High Frequency data camioations. PACTOR utilizes a

narrower bandwidth than SSB, thereby allowing fee wf lower RF power output and
less DC input power consumption in emergency otgde configurations. Furthermore,
unlike PSK-31 and related modes, PACTOR is fullyomated, providing significant

advantages in data processing. This allows forefitablishment of PACTOR bulletin

board facilities, which can function identically &oVHF Packet Radio BBS, as well as
remote e-mail processing via the Internet.

The Winlink 2000 organization offers an excellent infrastructure High Frequency
digital communications. This infrastructure, buliound the PACTOR modes, features
speeds of approximately 3200 BPS for long-rangensomcations. Winlink facilitates
remote access to the Internet for the originatiod delivery of e-mail messages via
radio. Winlink also offers real-time Packet "last mile" interfacing YHF or UHF
stations using TelPAC and Paclink methods.

Winlink is an Internet-based star network of a primary \(€lend, Ohio) Central Server
(CMBO) with a backup server (San Diego, Californe)d 39 HF node locations, many
with multiple radios for simultaneous use of selérequencies on multiple HF bands.
There are 23 Telnet Server nodes and WEB Accedbetasystem, all of which are
password protected. In addition, there is a supefgal Telpac network of many
additional stations using VHF/UHF-to-Telnet.

As of November, 2003, Winlink puts approximateh6 X®0 messages through its system
through the 39 existing participating stations (R from over 4400 radio end-users
each with multiple Internet recipients. It contisue grow at a rapid pacél/inlink 2000
has very robust digital capabilities that can bgleyed during any type of emergency in
which complex or highly accurate information must donveyed in written format via
digital methods or e-mail.

A detailed discussion of the Winlink-2000 organia@ats capability is beyond the scope
of this book. However, emergency communicationsganel with an interest in digital
communications are encouraged to visit the WINLIN&b page at: www.winlink.org.

Conclusion
Packet radio offers an exciting opportunity for Ama Radio public service operations.
This information only touches the surface of packadio theory and applications.

Emergency communicators are encouraged to explate applications as APRS, the HF
PACTOR modes, WINLINK-2000 and advanced networking.
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PERSONAL PREPAREDNESS

Much of this handbook has dealt with the “big-pretuof emergency planning and the
development of important skills necessary for emecy and public service
communications. In this section, we hope to intemlthe reader to an equally important
aspect of ecom preparedness: Essential equipmenhdoAmateur Radio Emergency
Service or RACES volunteer.

The “Jump Kit” :

While many individuals today possess wireless compations tools, few are prepared
to extend the operation of such devices througirradte power supplies, battery packs,
and so forth. For example, one may possess a helddshtellite telephone, however,
how does one use it from within a building? Hovesl@one charge the battery pack when
AC Mains are not available? Amateur Radio Opesatiften know the answers to these
guestions whereas the public does not.

It is our recommendation that the newcomer to puddirvice communications begin by
creating a jump-kif’ containing basic emergency-communications iteBecause many

emergencies occur without prior warning, the bgsiop-kit should consist of those
items most useful to the majority of radio amatemrsa wide variety of emergency
situations. Depending on one’s primary responsiédias well as local conditions, it is
ultimately up to the individual to decide what itere most useful.

Because most local emergency response takes phavélb (“two meter”) frequencies,
many operators will decide to build their jump-&ibund VHF equipment. Some typical
contents of a basic jump-kit are:

144-MHz handheld transceiver including:
Magnetic-mount antenna for above
Cigarette lighter plug for above
Spare alkaline battery-packs and instruction éar@bove
“Roll-up” J-Pole Emergency VHF Antenna (see lasig)a
Quantity of message blanks and blank pads of paper
100 copies of ARRL Form FSD-244 (“Disaster Welfitessage Form”)
Clip-board, pens, pencils
Emergency telephone reference list
Flashlight (with spare lamp and batteries)
Emergency Services Identification
Small bag of misc. RF adapters
Medical Data sheet (in case you are injured)

These items can be kept in a small bag or briefoak&eh can be kept in the back of
one’s vehicle or at one’s office for immediate uséime of emergency. This way, if an
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emergency occurs while one is at work, at the parlgn the golf course, it's a simple
matter to proceed straight to one’s assignment.

The reader will note that an “alkaline battery-gaik recommended for the handheld
radio. This recommendation is made for two reasons:

1. If you forget to charge a Ni-Cad pack it mayob@&o value when most needed.
2. Alkaline dry cell batteries (usually type “AA&re availableverywhere

All too often, volunteers report to an incident yrtb find their Ni-Cad or other
rechargeable battery pack has discharged (typi@dyut one percent per day) while
sitting on the shelf. Worse, some show up witreospare battery pack of any kind.

Another item of critical importance is the “magreetnount” antenna and cigarette lighter
plug. Many radio amateurs mistakenly assume tieat will be most needed in their own
vehicle. This is not always the case. Many sitmst require one to temporarily
communicate from a public safety vehicle, Ameri€ad Cross ERV, or similar mode of
transportation. While a handheld radio may be eorent to carry under such
circumstances, the simple fact is that the smaibber-duck” type antennas used with
such equipment perform very poorly from inside daheehicle.

An additional useful item is the “Roll-Up” two-met@antenna described later in this
section. This antenna can be of critical imporéasbould one have to communicate
from an American Red Cross Shelter, Command Po&inalar temporary facility. As
in the case of an automobile, attempting to comeatai from inside a building with a
“rubber-duck” antenna can be most inefficient. Thl-up two-meter antenna may be
deployed near a window or hung from a nearby tri¢le avlength of coax extending into
the building where the radio is conveniently lodate

Clothing:

One may also want to keep on hand a seasonallpapgie bag of clothing. When one
is at the office in a suit and tie (or in some $ird work, in overalls) he may suddenly
find himself dressed inappropriately for a disastsignment.

Many disaster sites present hazards such as naitsuging through boards, jagged
metal, and uneven surfaces. The emergency resporaewant to consider keeping the
following items on hand for use in time of emergenc

Warm Weather

Heavy steel toe shoes or work boots (prevent irtufget).
Pair of neat slacks or blue jeans made of a stieeagresistant fabric.
Light jacket for day, heavier jacket for night.
Hat and sun-screen.
Tooth paste, tooth brush, hand towel and shaver.
Any required medications.
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Cold Weather

Heavy Coat, insulated gloves, hat

Warm, insulated boots (must keep your feet dryvaadn!)
Spare pair of socks

Sweater

Tooth paste, tooth brush, hand towel and shaver.

Any required medications

Despite the fact that one may be responding teasthr, it is important to remember that
you still want to present a professional imageea@| properly fitting clothes are all that
is required. However, one may want to avoid siamgss as camouflage BDUs (kakhi or
solid color are OK) or items that are excessivetylitary” in appearance.

Family Preparedness

It is outside the scope of this Handbook to cover tletails of family preparedness.
However, plenty of excellent information is aval@kthrough such organizations as:

The American Red Cross
The National Weather Service
Federal Emergency Management Agency

It is important to insure that your family can beftlalone (assuming they are not
impacted directly by the disaster) for a time ie #wvent of an emergency. Emergency
responders should discuss personal and family prdpass issues with fellow family
members in order to make sure they are fully pespéw respond without your assistance
to those hazards most likely to affect your aréamr example, one’s spouse and older
children should know how to turn off important iids (gas mains, AC-mains
disconnect, etc). They should also know how toamergency lighting, where supplies
are located and the like.

Emergency Checklists

An emergency checklist can be of great assistarftenwesponding to an emergency
operation for which one has some warning. In soases, operators may be assigned in
shifts, allowing individuals to better prepare the specific emergency communications
needs of his assignment.

In this section you will find a sample checklissdged by a radio amateur who is active
in public service communications. It is importaot remember that this checklist is
unique to an individual or agency. The checklisu ydevelop will depend on your
specific skills, responsibilities, and the needsyolir primary served agency. For
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example, the individual whose primary responsiilis to establish NTS liaison
communications for the local ARES group may havgreater emphasis on High
Frequency radio equipment than the individual whaseary responsibility is reporting
to a fully equipped EOC.

For those that are more involved in public servicanmunications, the attached list
should provide a wealth of ideas. Please feel toeborrow liberally from these ideas
when setting-up your own emergency response cleeciistem.

EMERGENCY RESPONSE CHECK-LIST

VHF Radio Equipment:

Handheld radio(s)

Spare battery packs for above (rechargable)
Spare battery packs for above (Alkaline cells)
Battery charger(s)

Telescoping antenna for HT

Roll-up VHF antenna

Mag-mount antenna

25 foot length of coax

Misc. RF Adapters

HF Radio Equipment:

____ Portable transceiver (Amateur)

____ Portable transceiver (MARS)
Transportable dipole antenna
Transportable random-wire antennas

____ Qty.1 500 role of nylon rope

___ Qty 2. 50’ lengths of coax

___ Qty.2 SO0-239 barrel adapters for above

Microphones for above

Radiotelegraph keys for above

DC power cables for both transceivers

Electrical Equipment:

____ Spare fuses
Cigarette-lighter cord
Deep-cycle battery
AC Power supply

____ Qty. 2 Extension cords
____ Qty. 2 power strips
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3.5 KW generator
10 gallons gas
____ 2qgts. 10W-30 all

Writing Gear and Operating Aids:

Pens, pencils, erasers

clipboard with small light

ARRL Net Directory

Telephone lists and data base information

Qty 100 FSD-244 Disaster Welfare Message 5orm
FSD-218 “Amateur Message Form” Operating Aid
FSD-3 “ARL Numbered Radiograms”

Message Forms

“Scratch Paper”

Portable typewriter, spare ribbons, carborepap
Wind-up clock

Miscellaneous

____Tool bag

Portable table(s)

____ Folding chair

____ Flashlight and spare batteries
___ First-Aid kit

Personal

Identification

Medications

Eye Glasses

Aspirin

Sun Glasses

Field Glasses (“binoculars”)
Shaving-cream, razor, toothbrush, comb
Rain gear

Jacket and hat

Steel-toe shoes

Change of clothes

American Red Cross Radio Equipmerntt

_____ 47-MHz Base Radio
____ Transportable 47-MHz dipole antenna
____ Qty.2 50 foot rolls coax
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____ Qty.2 SO-239 barrel adapters
____ 450-MHz handheld radios
____ Qty.1 250 foot role nylon rope

J-Pole Antenna made from 300 ohm twin lead. Diageaurtesy “dxzone.com”

~~ % [ TN JES
i' I FETNCIg T ar =i
§ f c
\ / :
YHE EMERGENCY ANTENNAN T
L W O 1o Ry T % il =
144-148 mhz 1 | e =
! L i
L
-
—— : h‘m
P~ ¥ ——— s
[ Ve . .
™ s / ¢ wires [do not cut wires)
F __jf—"'f su:uicierIL coay bo wires asf shiowin
[ make leads from coax as short
. az poszible [1/4"
54" Fa, uze heat zhiink twbing of tape
— — R " to hald coax fiat against battam
L'_ 1.4 s - of cable
/ ‘ / bzt wire leads together and solder them
1614 / T i
S0 I - 7 total length of coax from cable
£l | T e rd £ connection to tip ot end connectar
I 11 coax | 7 ~ re | i 72", use B0 ohm coax, |
/ -1 / rini AG174 or AG58Y is OK
1 ] ?4..
2" | | /
\ / o

128



MICHIGAN NET / NATIONAL WEATHER SERVICE
REPORTING PROCEDURES
(Rev. 23 Aug. 2004)

| Basis and Purpose

The Michigan Net (QMN) — National Weather ServicailRGauge Network has been
developed to provide mutual benefits for both org@tions. In addition to providing the
Michigan Net with meaningful traffic and trainingpgortunities, the National Weather
Service may utilize the data collected for a wideiety of purposes including improved
forecasts, warnings, and on-going research.

Unlike random reports received via such public veses as the Internet, the use of
Amateur Radio networks insures a high level of dyalontrol and access to trained
personnel. In addition, Amateur Radio networksshsas QMN, offer access to highly
survivable communications capabilities for use nigidisaster situations.

Il How to enroll in the program:

Upon completing the attached registration form ifleat “Request to Participate),
participating stations will be provided with a raauge by the National Weather Service
or may supply their own provided it's of comparaateuracy.

Members must be able to operate on the QMN Netner af the alternative networks
noted elsewhere in this document. Individuals auththis capability may arrange for a
member station capable of operating on one of #sgdated networks to collect and
forward his/her report.

Il Procedures:

Routine precipitation measurements should be thletween 7:00 PM and 7:30 PM
Eastern Time in advance of the Net. Messages bdlltransmitted only when
precipitation has occurred within the last twerdawf hours. In other words, if there
iS no rain or snow it is unnecessary to transmépert.

All precipitation and storm damage reports will tbensmitted utilizing the standard
NTS message format, regardless of the mode utilized

IV Net Times and Frequencies

Whenever possible, reports shall be transmittedtren QMN Net. Alternative
methods for originating reports include the MITNESSlet, and the QMN Packet
Radio Network. Please make a note of the followraguencies:

129



QMN Net 3663 KHz* 7:30 PM Eastern Time
MITN (SSB): 3952 KHz 7:00 PM Eastern Time
QMN Packet 145.760 MHz Post to KBQMN-15 PBBS***

wnN P

* Alternate frequencies for QMN are 7068 KHz argd2 KHz.

V__Message Format
Message format: All reports will be transmittedngsithe standard NTS radiogram
format. The message will include the time of origh UTC, indicating thetime of
observation.
The NTS message preamble will consist of the falhgw
: Message Number
Precedence
Station of Origin
Group Count (“check”)
Place of Origin (City or town in which observelagated -this may be
different than that indicated in your mailing aedg
Time of Origin (in UTC)
Date of Origin (in UTC)
The address will consist of the abbreviation “NWiBflowed by the appropriate
three-letter code representing the NWS office undeose jurisdiction the reporting
station falls (CWA).
The text will consist of the County in which thepoeting station is located followed
by the precipitation type, and the amount. Préaiigin amounts will be expressed in
either three or four digits with an imaginary dealrpoint (not transmitted) ahead of
the last two digits. In other words...
0.07 inches of rain  transmitted as 007
0.25 inches of rain  transmitted as 025
3.24 inches of rain  transmitted as 324
8.25 inches of snow transmitted as 825
VI _Routine Rainfall Reports:

An example of a routine rainfall report is showrndpe Please note that the message
indicates the amount of rain, which has fallerhi@ past 24 hours ending at 2330Z or
7:30 PMEDT. Had Daylight time not been in place, the UTC timaud have been
0030Z on May 25, because the new radio day bedif9@LZ. Also, note that the
observation was made at Highland Park, in WaynenGou
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105 R W8ZZ 3 HIGHLAND PARK MI 2330Z MAY 24
NWS-DTX

WAYNE RAIN 007
DARR

Note Your last name or call sign will serve as sigmat

VIl Snowfall Reports:

Routine snowfall reports should indicate both theant of snow, which has fallen
within the past 24 hours as well as the total arhof@isnow currently on the ground.
For example; if 6 inches of new snow has falleminmitthe past 24-hours atop 10
inches of snow that is currently on the ground,ntfessage would be:

106 R W8ZZ 3 HIGHLAND PARK MI 0030Z DEC 24

NWS-DTX

WAYNE SNOW 600/1600

DARR
In some cases, an observer may experiemed precipitation (i.e. rain and snow),
particularly during the early or late winter monthsin this case, report the

precipitation as “mixed” and provide the liquid (ikeel) equivalent. For example:

107 R W8ZZ 3 HIGHLAND PARK MI 0030Z DEC 25
NWS-DTX

WAYNE MIXED 029
DARR
Note: It is important to maintain the exact messagentdras the message format is

automatically read and converted to a NOAA Weathidéire Service product by
computer.

VIl Net Procedures:

When checking-in to the QMN radiotelegraph or pacietworks, reports should be
listed using a format such &@TC NWS-1" (“1” reflecting the quantity of messages
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posted. Reports listed on nets other than the QMN CW oketadio net should be
listed as'‘QTC QMN-1."

A National Weather Service representative, will ahign to the QMN CW Net.
Traffic listed on MITN will be forwarded to eithéhe QMN CW Net or transferred to
the W8IHX-8 Packet Radio BBS.

Net Control Stations should endeavor to clear ti¢S\traffic as quickly as possible.
Due to the potential for a large volume of messalyesg significant weather events,
the assigned NWS representative should acknowleglggipt of messages quickly
with as little language as possible.

Those stations assigned as National Weather Selniacsons will be provided with

special instructions outlining the procedures fansmitting reports to the National
Weather Service.

EMERGENCY PROCEDURES

IX Winter Weather Emergencies

When severe winter weather is anticipated for di@orof Michigan, special QMN net

sessions may be scheduled to facilitate the reqgpdi 3, 6, or 12-hour snowfall amounts
to the National Weather Service. The reportinggoewill depend on the severity of the
event and will be at the discretion of the QMN Gah&lanager upon consultation with
the National Weather Service. The types of winteater warnings for which QMN

may be activated include:

Snow AdvisoryA low-pressure system which produces snow (avevaffrecast
range) greater than 3 inches, buttless Winter Storm Warning criteria

Winter Storm Warning A winter storm capable of producing the following
snowfall amounts is imminent:

Lower Michigan 6 or more inches in 12 hours or
8 or more inches in 24 hours.

Upper Michigan 8 or more inches in 12 hours or
10 or more inches in 24 hours

Blizzard Warning Sustained wind or frequent gusts to 35 mph arenpooducing
considerable falling and/or blowing snow reducwggbility frequently to less
than ¥ mile. Duration of the event will be 3 hoor longer.

During these situations, the following procedurds$ apply:
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If possible, the schedule of net sessions will heoanced in advance through a
“QNC” bulletin during a routine net session. Thigdletin will also be posted to:
W8IHX-1 BBS at Detroit
W8IHX-8 BBS at Allegan

If this is not possible, net members may be ndtifia telephone, pager, e-
mail or similar method.

Net members are encouraged to purchase a NOAA heeatlert” radio, which

automatically sounds an alarm when a severe weaemt is imminent. When
severe winter weather is forecast for your areajitaoupcoming QMN sessions for
appropriate bulletins.

If heavy snowfall has already begun in your area gou have knowledge that a
winter storm alert has been issued, please tak®libging steps:

Monitor the primary QMN frequency (3663 KHz) fovéi minutesat the top
of each houfor an emergency activation or bulletins.

If conditions are such that the primary frequensyunusable, monitor the
secondary QMN frequency (7068 or 1812 KHz) for fimeutesat the bottom
of each hourfor an emergency activation or appropriate bulketi

Snowfall measurements will be requested for 3,r@,.2hour periods, depending on
the severity of the winter storm event. The amdtemsmitted to the NWS during
each time-period should reflect the amount of snekich has fallen during that time
period, the amount of snow on the ground, and dked amount of snow, which has
fallen since the storm commenced. For example:

221 P WBIHX 5 WAYNE MI 1400Z NOV 26
NWS-DTX

WAYNE 3 HOUR SNOW 420 / 920 /620

MEYER
(4.20 inches has fallen in the past three hou2f) Bxches are on the ground; and 6.20 inches have
fallen since the storm began)

229 P WX8Y 5 BERRIEN SPRINGS MI 1700Z JAN 27
NWS-IWX

BERRIEN 6 HOUR SNOW 575 /1210 /910

WX8Y
(5.75 inches has fallen in the past six hours; @ hthes are on the ground; 9.10 inches have
fallen since the storm began)
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Depending on the reporting sequence, routine 24-teports may still be transmitted
on the early net session per standard operatingeguves, even if an emergency
activation is still in effect.

X Heavy Rainfall / Flooding Emergencies

When significant Flooding or Flash Floods are exg&or occurring, it may be necessary
to activate special net sessions. The procedurdhdee emergencies are:

The schedule of net sessions will be announcetlarsame manner as provided for
snow emergency nets (See Section IX).

Unlike snowfall updates, rainfall updates will egft the total amount of precipitation,
which has fallen between 7:30 PM the previous day the time of observation.
Remember!Do not empty the rain gauge during this 24-houigoksince the next
7:30 PM report must reflect the entire 24-hour antou
A typical emergency rainfall update format is:

131 P W8ZZ 4 HIGHLAND PARK MI 1200Z JUL 4

NWS-DTX

WAYNE RAIN UPDATE 280

DARR

(This message indicates that 2.80 inches of rasfaken since 2330z yesterday (730
PM on July 3)).
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MICHIGAN NET — NATIONAL WEATHER SERVICE RAIN GAUGE

NETWORK

Request to Participate

Name: Call:
Address: Date:
County:
Nearest City:
Geodetic Coordinates: N. Lat: deg min__sec

W Lon: deg min sec

What NWS Areaareyouin? DTX GRR APXMQT IWX

(circle one)

Telephone:

Can the NWS call you at the above number for enmengeeports? YES

If so, at what times are phone call permissible?

NO

Have you had Basic Skywarn Training YESIO
Have you had Advanced Skywarn Training YESIO
Do you regularly participate in a Skywarn Program YES NO
Are you a member of an ARES or RACES Program ESY NO

Note Reports are transmitted on the Early Net wheasueble precipitation occurs.

Updates or late reports are transmittethe Late Net.

Return completed form to:  Michigan Net — QMNg |
PO Box 457.
Allegan, MI. 49010
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Rain Gauge Placement and Snow Fall Measurement

Xl Placement of Rain Gauge

Ideally the rain gauge should be placed on a post felatively clear area with no
obstructions over 45 degrees above the horizomyndirection. Recognizing that
this is not always possible, please select the Ippessible location, which is
convenient and best meets these criteria.

Obstructions, which shield the gauge at low levédsly slightly higher than the
gauge) may serve to break the wind and provide raccerate readings (hedgerows,
fences, etc.).

Locations such as utility poles, sides of buildinged so forth are not suitable
locations for rain gauge placement

Xl Care of Rain Gauge

The plastic “wedge” type gauge is subject to danfag® freezing water within the
gauge. Please keep this type of gauge inside glyrariods of snow or freezing
weather. Cylindrical “all-seasons” gauges, basethe pattern of the standard 8-inch
government gauge may be left outside provideduhedl and cylinder are removed.

If the plastic yellows or you wish to clean the gaua solution of bleach and water
will serve nicely. Let the gauge soak overnightatessary.

Round cylindrical “all weather” gauges may be uimdughout the year. These are
now standard for the QMN Network. In the wintdre tcenter cylinder and funnel

should be removed. A snowfall sample can thandieated and melted to provide

the liquid equivalent data. The process is idahtic the method described for those
stations equipped with the “8-inch government gaageshown below.

XIIl Snow Fall Reporting :

Snowfall depth is typically measured at severabimns using a yardstick or ruler.
Choose locations that are generally free of dgftamd appear somewhat consistent
with respect to snow depth. As in the case ofrtie gauge, areas shielded from
wind tend to be most suitable. Locations proteftech wind by fence rows, shrubs,
or similar features may offer the best represergatnowfall.

When new snow falls upon previously accumulatedisribis typically measured on
a moveable surface, or a surface that can be deaffesince the last precipitation
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event. Examples include picnic tables, cars, sm@vboard built specifically for that
purpose. Plastic cutting boards available at kitckupply stores make an excellent
snowboard. Be sure to mark the location with g, ffsost, or other marker!

XIV How to Measure Snow

Snow Depth is measured by taking three to five $asnpf snow depth and deriving
the average value. Use this value when reportwogviall via QMN. For example:

6.5 inches
55
6.0
+ 5.0
23.0 divided by 4 = 5.75 inches (or “575” on youessage form)

If snow is already on the ground, utilize your shoard or clear off a suitable surface at
which new snowfall can be measured. Be certamadk its location in such a way that
you can find it after new snow has fallen.

Measure both the new snow, which has fallen as agethe total amount of snow on the
ground at the time of measurement. For example:

If 6 inches of new snow falls atop 10 inches, whisére on the ground due to
previous snowfalls, the message form would read1@I® or “6 inches of snow
in the past 24 hours, a total of 16 inches curyemilthe ground.”

Accuracy

Snow can typically be measured to the nearest gusath, however, if possible, please
try to measure snow to one tenth of an inch foaigteaccuracy.

XV Special Instructions for Stations Equipped with8” US Government Gauge

Stations equipped with the standard 8” governmeantg or the cylindrical “all seasons
gauge” are asked to report the liquid equivalensradwfall in hundredths of an inch in
addition to the standard information. This is ddayemelting the snow collected within
the outer container and measuring it with the maerfunnel and cylinder assembly.
Stations equipped with the clear, plastic cylindrigauges are encouraged to report the
liquid-equivalent as well.

The typical method of melting the snowfall sampmkdiws:
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Add a pre-measured quantity of hot water to thevéalb sample contained in
the outer cylinder in order to quickly melt the snoHot tap water is usually
adequate for this purpose.

Pour the melted snowfall sample and melt water theofunnel and internal
measuring cylinder. Note the total amount of lsgmeasured in hundredths
of an inch.

Subtract the original amount of hot water, whictsvadded to the snowfall
sample from the total.

The difference measured in hundredths of an inthediquid equivalent of
snow.

The following example is typical of the messagérassmitted by those stations
equipped with the standard 8-inch government gauge:

221 R KBBHGM 6 DEARBORN MI 0030Z JAN 14

NWS-DTX

WAYNE SNOW 275/600 LIQUID 030

TRAVIS

This message states that 2.75 inches of snownfétlei past 24 hours ending
at 7:30 PM (00302). 6.00 inches of snow are cuiyean the ground. The
liquid equivalent of the snow, which fell in thesp@4 hours, is 0.30 inches.

XVI Additional Operational Notes:

1. Occasional confusion arises with respect td't@ce of Origiri (i.e. location of
observation). This should reflect tpysical locationof the rain gaugenot a
mailing address. For example, one may live in amaorporated township, yet
have an official mailing address, which indicatestg some miles away. Please
utilize the political jurisdiction.

Example Don MacPhee (AA8PI) lives in Alamo Township apamately 10
miles from Kalamazoo, yet he has a Kalamazoo pastdless. Therefore, he
utilizes Alamo Township as his “place of origin.”

2. When transmitting messages via packet radi@aspleitilize the “ST” command.
This command permits a third party to access thesage for relay / delivery
when necessary. When prompted at the “subjec¥, Iplease state “QTC 1 R
NWS” or equivalent.
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SAMPLE NWS MESSAGES

1) 24-hour precipitation (rain) recorded at 7:30 PMTE&nd reported on the Early or
Late Net:

72 R WB8SIW 3 YPSILANTI M| 2330Z OCT 3
NWS-DTX

WASHTENAW RAIN 007

WADES

0.07 inches of rain fell in the previous 24 hourdiag at 2330Z (7:30 PM) on Oct. 3.

2) 24-hour precipitation (snow) recorded at 7:30 PM B8d reported on the Early/Late
Net:

22 R K8KIR 3 WETMORE MI 0030Z DEC 22

NWS-DTX

ALGER SNOW 300/300

K8KIR
3.00 inches of snow recorded at 7:30-PM and regantethe Early Net. No snow
was previously on the ground, so the total dep#iss 3.00 inches.

3) Emergency three hour snow update transmitted amnaergency net at 10 AM EST:

37 P W8IHX 5 GRAND RAPIDS MI 1500Z JAN 27
NWS-GRR

KENT 3 HOUR SNOW 0700/ 2120/ 1460
WALTERS

This 3 hour emergency snow report indicates th@Q ihches of snow fell in the past
three hours. 21.20 inches are on the ground. | $otavfall from this storm is 14.60

inches.
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4) Emergency rainfall update transmitted on the Lag& N
76 R WB8SIW 4 YPSILANTI MI 0200Z OCT 3
NWS-DTX
WASHTENAW RAIN UPDATE 150
WADES
This update report indicates an additional 1.50@scof rain has fallen since the 7:30

PM EDT observation (2330Z Oct. 2). Also, note tBaylight Savings Time is in
effect. Therefore, the Date-time Group reflect8@2at 10 PM local time.

5) Routine snowfall reported by a station equippedh&iStandard 8-inch Government
Gauge or an all-weather cylindrical plastic gauge:

112 R N8TDE 5 ALLEN PARK MI 0030Z NOV 13
NWS-DTX
WAYNE SNOW 670/670 LIQUID 074
N8TDE
This routine report indicates that 6.70 inchesnaive fell in the past 24 hours ending
at 7:30 PM local time. The liquid equivalent oistprecipitation is 0.74 inches. 6.70
inches of snow was on the ground at the time oéoiagion.
6) Update report transmitted during an emergencyesisgn at SAM:
107 R W8ZZ 4 HIGHLAND PARK MI 1300Z OCT 7
NWS-DTX
WAYNE RAIN UPDATE 230
DARR
2.30 inches of rain have fallen since 7:30PM yelstgevening. An emergency net

was scheduled for BAM(1300Z). The 0030Z report waflect the entire 24-hour
period. Therefore, Mr. Darr woulibt empty the gauge after taking this reading!
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INSTRUCTIONS FOR TRANSMITTING SEVERE WEATHER
DAMAGE REPORTS

| Introduction :

QMN Stations are encouraged to transmit severehgedamage reports after significant
severe thunderstorm, high-wind, flooding, or simé&ents. These reports will be used
for verification of warning purposes only and maytbansmitted during any net session
within 24-hours after the event. They are not &sstute for operational reports
transmitted during local Skywarn Net activations.

Il Message Format

The message format will be the standard NTS radmgformat. The criteria for
formatting the message follows:

Precedence The precedence will be routine unless the messaigansmitted in
real-time, in the absence of other communicatiawcsifies.

Place of Origin: The place of origin will refledhe location where the storm
damage occurrechotthe location of the originating station.

Date-Time Group: The date-time group will reflect the date andetiat which

the damage occurred in UTC. This will prevent csidn should transmission of
the report be delayed into the next radio-day. ddte and time at which the
damage occurred will also be stated at the endeofext in either local or UTC
time (see example).

Address The address should be “NWS” followed by the tHegter NWS office
designator representing the area where the dantagered. For example, if a
report reflects damage which occurred in Wayner@guhe address would be
NWS-DTX.

Text: The text should be limited to 25 words or lesemnédver possible. As in the
case of rain gauge reports, severe weather darepges will begin with the
name of the county in which damage occurred. €kewill end with the

location and time at which the damage occurred. ekample:

WASHTENAW COUNTY X SEVERAL LARGE TREES DOWN BARN
DESTROYED NEAR CLARK AND PROSPECT ROADS AT 447PM ED

Signature: The signature can be your last name or call sigif the report is
being transmitted on behalf of a third party sustadire, police, or emergency
management department, the last name and titleeadriginating official.
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[l Sources of Information:

Because most reports are informational rather tip@mational in nature, the source of
information may be other than the originating opararovided the source is considered
reliable. Some examples of possible sources f@reenveather damage reports include:

ARES/RACES Skywarn Networks

Emergency Management Offices

Local Police or Fire Departments

Actual Observation (by the originating operator)

ARES Groups may want to dispatch a storm damageguarew after a Skywarn Net to
identify uprooted trees, building damage, or o#ignificant storm impact for warning
verification purposes. This data can then be traitad to a QMN-NWS liaison station
for compilation and transmission to NWS.

Sample Messages

221 R WB8SIW 14 SUPERIOR TWP MI 19577 JUL 2
NWS-DTX

WASHTENAW X LARGE TREES 2 FOOT DIAMETER DOWN THREESE
TRAILERS DESTROYED SUPERIOR TWP AT 357PM EDT

WADES

224 RWS8IHX 12 CUSTER TWP MI 2022Z JUL 2
NWS-DTX

MONROE X POSSIBLE TORNADO DESTROYED 5 HOMES NEAR W30
AND HARRIS ROAD AT 422PM EDT

YUDASZ
EMD COORDINATOR
Remember! Accuracy and brevity are extremely imgoutit

When checking-in to QMN, list all NWS traffic, winedr rain gauge reports or severe
weather damage reports, as “QTC NWS-__ 7

-30-
142



SAMPLE ROUTINE RAIN REPORT

72 R WBSSIW 3 SUPERIORTWP Ml  2330Z OCT 30
X N

Place of origin: Location where Time and Day in UTC
observation was made

NWS DTX.__

Indicates observation was
made within jurisdiction of
the Detroit/Pontiac office.

WASH/TENAW R?IN OQ7\

County of Oriqir Type of Precir 0.07 inches of ra

WADES,\

Last name or call siagn of origina
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SAMPLE ROUTINE SNOWFALL REPORT

/7 R WB8IHX 4\TRAVERSE CITY Ml 0030Z JAN 27

There are 4 words
(“groups”) in the text.

NWS APX

GRAND TRAVERSE SNOW 500/1500 LIQUID Q51

N

5.00 Inches of snow A total of 15.00 inches of The liquid equivalent of
have fallen in the past show were on the ground this snowfall (melted) was

M EY E R 24 hours time of observation. 0.51 inches
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SAMPLE REPORT INDICATED MIXED RAIN & SNOW

45 R K8QMN 3 ALLEGAN MI 0030Z DEC 2

The station of origin is

NWS-GRR K

ALLEGAN MIXED 079
N

Rain and snow were mixed,
requiring a liquid equivalent
reading. 0.79 inches of liquid
fell.

WADES
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SAMPLE EMERGENCY SNOWFALL REPORT

221 P K8QMN 5 ANNARBOR MI 0030Z HQ 25

NWS' DTX 9.40 inches of snow are

on the ground at time of
observation.

WASHTENAW 6 HOUR SNOW 320 /940 / 650

e

3.20 inches of snow fell 650 inches of snow
M EY E R during the previous six - have fallen since the
hour period storm began
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Notes

INTERNATIONAL Q-SIGNALS

Blank spaces in Q-Signals will be completed indhaer in which they appear.
The addition of a “?” converts the Q-Signal to guigalent Inquiry

QAP
QAR
QBM

QCB

QCSs
QCX
QDE
QDP
QIC

QIF
QJA*

QJB*

Listen for me on KHz (MHz)
You may cease listening on the watch frequdocy minutes.

Here is the message sent by at rshou

Delay is being caused by
1. Your transmitting out of turn
2. Your slowness in answering
3. Lack of your reply to my .

My reception on frequency has brokemdow

My full call sign is Or Use your full call sign until further notice.

| have sent message to

| will accept control (responsibility) of at hours.

Establish communications with on HzKMHz).

is using KHz (MHz)

Your is reversed
1. tape
2. mark and space

I will use
radio
telegraph
teletypewriter
telephone
receiver
transmitter
reperforator

NooakwnpE
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QJC*

QJD*

QJE*

QJF

QJH*

QJI*

QJK*

QLB

QLH

QMH

QRA

I will check my
transmitter-distributor
auto-head

perforator

printer

printer-motor
keyboard

antenna system

NouokrwhE

You are transmitting
1. inletters
2. infigures

Your frequency shift is
1. too wide
2. too narrow
3. correct

My signal as checked by monitor is feattiery .
1. locally
2. as radiated

Run .

1. your test tape
2. atest sentence

| am transmitting a continuous

1. mark
2. space
| am receiving

1. a continuous mark
2. acontinuous space
3. amark bias

4. aspace bias

| have monitored station and reportodisws.
I will now key simultaneously on freqogrand frequency.
Shift to transmit and receive on estdidd within 5 minutes, revert

to present frequency.

The name of my station is
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QRB The approximate distance between our staions nautical miles.

QRR* | am ready for automatic operation.
QRS Send more slowlp(at __ words per minute).
QRT Stop sending.
QRU | have nothing for your.
QRV | am ready.
QRW Please inform __ that I am calling on __ KHz (MHz).
QRX I will call youagainat _ hourson __KHz (MHZz)
QRY Your turn is number
QRZ You are being calledon __ KHz (MHz).
QSA The strength of your signalsr those of ) are
1. scarcely perceptible
2. weak
3. fairly good
4. good
5. very good
QSB Your signals are fading.
QSD Your keying is defective( your signals are mutilated).
QSG Send  telegrams at a time.
QSM Repeat the last telegraor (nessage number ) which you sent me.
QSN | did hearyouon __ KHz (MHz).
QSO | can communicate with __ direct.
QSR Repeat your call on the calling frequencglidinot hear you.
QSS | will use the working frequency _ KHz (MHz

156



QSu
QsV
QSW
QSX
QSY
QSz
QTU
QTV
QTX
QUA
QuC
QUF

QUM

Send or reply on this frequenoy 6n KHz (MHz)).

Send a series of V's.

| am going to send on this frequenaydn KHz (MHz)).
| am standing watch (listening) on KNiHz) (or for ).
Change to another frequenoy (0 KHz (MH2z)).

Send each word or group twice.

My station is open from to hours.

Stand guard for me on the frequency of _ HzKMHz).

| will keep my station open for further commeettions with you.
Here is the news of __ (call sign).

The number of the last message | received frauns

| have received the distress signal sentby at  hours.

Normal working may be resumed.

* For Radio Teletype use

ONA*
ONB**
QNC

QND**
QNE**

OQNF

Michigan Net QN-Signals for NTS Net Use

Answer in prearranged order

Act as relay between and

All net stations copy.
Net is Directed.
Entire Net standby.

Net is Free (not controlled).
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QNG
QNH
QNI
QNJ
QNK**
QNL
QNM**
QNN
QNO
QNP

QNQ**

QNR
QNS**
QONT
QNU**

QNV**

QNW
QNX
QNY**

QNZ

Take over as Net Control Station.

Your net frequency is high.

Net Stations report in (I am reporting in;léel with QRU or traffic list).
Canyoucopy __ “r(can you copy me?).

Transmit messages for to

Your net frequency is low.

Your are interfering with the net. Standby.
Net control stationis

Station is leaving the Net.

Unable to copy yowf unabletocopy ___ ).

Move frequency to and wait for fitosh handling traffic
(with ) then send hraffic for .

Answer __ and receive traffic.

The following stations are in the Net.

| request permission to leave the Net for __minutes.
The Net has traffic for you.

Establish contact with on this frequgndf successful, move to
and send him traffic for

Route messages for to

You are excused from the Net.
Shift to another frequencyof to ) to clear traffic with

Zero-beat your signal with mine.

** for use by the Net Control Station
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RECOMMENDED STEPS FOR PROPER SEMIAUTOMATIC KEY ADJU STMENT

The semiautomatic key, commonly known as the “Bbg$ earned a poor reputation amongst
the Amateur Radio community due to improper usalikg the electronic keyer, the bug must
be set-up carefully and manipulated in a far défermanner in order to make good readable
code. A slight investment in time at the outseleafning the proper use of a semiautomatic key
will result in code that's a pleasure to hear op @mmunications circuit.

The following information was assembled not onlynir the author’s personal experiences, but
from a number of different resources including:

The Department of Defense (US Army Signal Corps)

Western Union Telegraph Company

Grand Trunk Railroad

Please take advantage of this information beforestart practicing with your speed-key. This
will prevent the development of bad habits at thtset.

Steps for Speed-key Adjustment

1) Looking at the diagram below, identify thever Pivoting Screw (A) Set the vertical
tension on the Arm such that it moves freely fradego side, but with minimum vertical
motion.

2) Locate theRight Trunnion Screw (D) —see inset drawing. Adjust it so that the end ef th
Reed (H) rests very gently against tHeamper (G). The pressure against the Damper
should be so light that it is not pushed away leyRleed.

3) Next, adjust théeft Trunnion Screw (C) so there is approximately 0.011 inch of space
between the Arm and the Screw when the Arm issit ré/hile0.011 is recommended, up to
0.015 inch is acceptable. Use of a feeler gaugeec®@mmended, these being readily
available at most hardware outlets such as Sears.

4) Now, with the Arm at rest, adjust tiash Contact Adjusting Screw(B) so the spacing
between the Arm and the Dash Contact is also appeigly 0.011 inch.

5) TheDit Contact Adjusting Screw (E) is adjusted by pressing on the Dit Paddle andihgld
it in this position until the vibrating Reed comiesrest. While continuing to hold the Dit
Paddle, adjust thBit Contact Adjusting Screw so that it makes light but solid contact with
the Contact Spring (F) on theReed(H).
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6)

7

8)

9)

If a Simpson 260 or equivalent VOM is availaldennect the meter across the key and set it
to the R x 1 position. Depress the Dit Paddlemidl-scale deflection (typically between the
10 and 15 ohm range) should indicate correct gitstichent.

The dit contact can be adjusted for various iappbns. Heavier dits can be useful for
communications circuits operating at lower speed$ (wpm). Shorter dits are useful for
high-speed radiotelegraph circuits or Morse ciguit

Adjust theDit Retractive Spring (I) and theDash Tension Spring (J)for the minimum
tension necessary to insure clean character foomati

If using segmented weights, move only one wemjhta time along the Reed to increase
speed, leaving the unused weights toward the rfeaaedReed. Make sure the weights do not
rub against the Damper.

USEFUL POINTERS ON THE CARE AND USE OF A SPEED-KEY

When cleaning the contacts on a semiautomaticMEY,ER use sand paper or other highly
abrasive substances. A piece of bond paper wariks well, as do burnishing tools used for
relays and stepping switches.

Once the “bug” is properly adjusted, practice segdiames and telephone numbers at
random out of the directory. Try varying the spaedhich you are sending from column-
to-column. After a few evenings of this, you vk an “expert” operator.

Unlike the electronic keyer, the bug is manipulatetinly by rolling the wrist and forearm
as opposed to moving the fingers. Make sure yoe haeasonably flat surface on which
you can rest your forearm, just as in the casb@ttandard key.

Generally, the bug should stay in one place onahke without the use of nails, straps, glue,
etc. While some movement is typical on smoothase$, heavy movement probably
indicates excessive tension on the dot and dagh $prings. Save a horse! Set the tension
to the minimum necessary.

Have fun, and enjoy the first time someone saysu‘¥hean you're using a bug! Heck, | though
you were using a keyer!”
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Damper (G)

Weights

Reed (H)

Dit Contac

Dit Contac
Adjusting
Screw (E)

Contact Spring (F)

Left Trunnion Screw (C)

Dit Retractive Spring (1)

Dash Contact Adjusting Screw (B)

Dash Contact

Lever Pivoting
Screw (A)

Dash Tension Spring (J

Dit Paddle

Dash Knob

Right Trunnior
Screw (D)

Dit
Retractive
Spring (1)

Dash Tension
Spring (J)
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The Michigan Net, OMN

As mentioned earlier, this Handbook was origindiyeloped for the Michigan Net, QMN. The
Michigan Net is the nation’s oldest operating paldervice net, having been founded in the
autumn of 1935 by members of the Detroit Amateuwti®&ssociation. QMN predates both the
ARRL Amateur Radio Emergency Service and Nationaffic System. The Michigan Net
served as a prototype for subsequent emergenciyalfid nets throughout the United States and
Canada.

QMN continues its public service mission today byowvwiding professional-grade
communications for a wide variety of served agenci€®MN also operates a statewide rain
gauge network in support of the National WeatheviSe and assists local ARES programs with
the development of improved packet radio facilities

The Michigan Net sponsored the development of Mational Radio Emergency Neor
“NREN.” The NREN program is designed to providEW alternative to the many Independent
SSB Nets, which operate on 20-meters and similad®aluring major emergencies. NREN
provides regular training broadcasts of messadgctta prepare Amateur Radio operators for
service in time of emergency. NREN also publispesodic “Training Topics,” which are
distributed via electronic mail to registered memsbeThese “Training Topics” provide a wide
variety of information on all aspects of public\dee and emergency communications. NREN
also conducts periodic on-air drills as well asasional field exercises designed to promote
flexible and portable deployment of emergency rddalities.

Both QMN and the NREN program are designed to pievirst-class training with a minimum
time commitment from members. Today, individuasdlimited time. This time should not be
spent “sitting” for extended periods on inefficigmts.

If you have a genuine interest in public servicengwnications, or simply wish to be adequately
prepared to support your community in time of ereagy, you are invited to participate in
QMN or NREN. More information can be found at thBchigan Net or National Radio
Emergency Net web page:

www.aa8vs.org/nren/ and www.michigannet.org

You may also contact James Wades for further detail
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